Indonesian Journal of Electrical Engineering and Informatics (IJEEI)
Vol. 4, No. 4, December 2016, pp. 307~318
ISSN: 2089-3272, DOI: 10.11591/ijeei.v4i4.241 | 307

Improved Image Encryption for Application over
Wireless Communication Networks using Hybrid
Cryptography Technique

Adedeji Kazeem B*, Ponnle Akinlolu A
Department of Electrical and Electronics Engineering, Federal University of Technology, Akure,
Ondo State, Nigeria.
e-mail: kezman0474@yahoo.com*, akinloluponnle@yahoo.co.uk

Abstract

Advances in communication networks have enabled organization to send confidential data such
as digital images over wireless networks. However, the broadcast nature of wireless communication
channel has made it vulnerable to attack from eavesdroppers. We have developed a hybrid cryptography
technique, and we present its application to digital images as a means of improving the security of digital
image for transmission over wireless communication networks. The hybrid technique uses a combination
of a symmetric (Data Encryption Standard) and asymmetric (Rivest Shamir Adleman) cryptographic
algorithms to secure data to be transmitted between different nodes of a wireless network. Three different
image samples of type jpeg, png and jpg were tested using this technique. The results obtained showed
that the hybrid system encrypt the images with minimal simulation time, and high throughput. More
importantly, there is no relation or information between the original images and their encrypted form,
according to Shannon’s definition of perfect security, thereby making the system much more secure.
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1. Introduction

A large amount of digital data is being sent over wireless communication channels due
to rapid growth of technology in data communication. A wireless network is a collection of nodes
organized into a cooperative network. The transfer of digital information over a wireless network
has opened opportunities for collecting/sharing large data [1]. These transmitted digital
information are confidential or private and therefore demands for security mechanisms to
provide required protection. Security has been a major challenge for data transmission over
wireless networks for the past few years. This is due to the open nature of wireless channel,
making it possible for adversaries or eavesdropper who is assumed to have adequate
computing power and resources to decode any message transmitted over a wireless network.
For secured communications between the two nodes, three main security goals must be
achieved [2]. These are confidentiality/secrecy, data integrity and service availability.
Confidentiality ensures that the data to be transmitted is prevented from unauthorized users. It
means that only the authenticated recipients are able to interpret the message (data) content
and no one else. Data integrity prevent it from undergoing any form of alteration during
transmission between the two ends of the nodes (sender and receiver), while service availability
ensures that it is available to its intended users [3, 4].

Digital images in many applications are confidential data and their encryption is being
applied in internet communication, multimedia systems, tele-medicine and military
communication to mention a few [5-7]. Most government parastatals, military intelligence,
forensic departments, financial institutions, hospitals and private business all deal with
confidential messages. For example, hospitals deal with information about their patients,
geographical areas in forensic departments, enemy positions in military intelligence, and
product financial status in case of financial institutions. During their transmission especially over
the internet, the content can be accessed illegally and misused by unauthorized parties [8].
These information needs to be protected from an unauthorized person when being transferred
over wireless communication networks.

There are three different ways to protect digital image from unauthorized use or access.
These are cryptography, steganography and watermarking [9]. Steganography serves to hide
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secret messages in other messages or graphics. Generally the sender embeds the secret
message in an innocuous written message on the same piece of paper [10, 11]. More recently,
steganography involves hiding secret messages in graphic images by replacing the least
significant bit of each byte of the image with the bits of the message. Watermarking is related to
steganography in the sense that it tries to hide a message related to the actual content of the
digital signal, but in steganography, the digital signal has no relation to the message and merely
used as a cover to hide its existence [12].

Cryptography schemes are widely used among these techniques and have been
applied for protection of digital data in the past few years. Cryptography is an algorithmic
process of converting a plain data to a cipher text, a form that is unreadable by an unauthorized
person (eavesdropper) [13-14]. This technique is usually achieved with the use of an encryption
key to alter the message based on the key bits resulting in a cipher text (encrypted data) as
given in equation (1)

C=E(K,P) L)

In equation (1), C is the encrypted data (cipher text), E(.) is the encryption function, K is the
encryption key and P is the original data to encrypt. The encryption algorithm operates on the
plain data with the use of an encryption key to obtain the cipher text. The decryption process is
the reverse of the encryption. According to Shannon’s definition for perfect security, the result
of encryption of the message (cipher text) must not provide any information on the original text
(plain text) [15, 16]. Cryptography algorithms are of three types namely; symmetric key
cryptography (SKC) or private key cryptography, asymmetric key cryptography (AKC) or public
key cryptography, and hash functions [8, 17]. Symmetric key cryptography technique which
provides a faster means of encrypting and decrypting data, uses a single key for both encryption
and decryption process [8, 18]. The problem with this type of system is the key management.
Since it uses one key for both encryption and decryption, if the key get exposed or known by an
eavesdropper, the whole system collapse and the eavesdropper will be able to decode any
message sent from the source node to the receiver's node. Some examples of this type of
system are Data Encryption Standard (DES), Rivest Cipher4d (RC4), Advanced Encryption
Standard (AES), Blowfish Algorithm, Twofish Algorithm, International Data Encryption Algorithm
(IDEA) and Secure and Fast Encryption Routine (SAFER) [19, 20].

The problem of key management in symmetric key cryptography technique was
overcome in asymmetric key cryptography technique by employing two keys for encryption and
decryption process. In this system, one key called the secret key is used for encryption while the
other key called the public key is used for decryption [21]. By using one key for encryption and
another key for decryption, the problem of key management was overcome. Having the
knowledge of one key is not sufficient to decode the message [21]. However, this type of system
is very slow and computational more demanding than the SKC [22]. Some examples of this type
of systems includes; Rivest Shamir Adleman (RSA) algorithm, Elgama, Deffie-Hellman, Digital
Signature Algorithm [23]. The harsh function such as message digest (MD), secure harsh
functions (SHA-1 and SHA-2) uses a mathematical transformation to encrypt information [24].

More recently, image encryption has been studied in [8, 25-29] to meet the demand for
real-time applications over wireless communication networks. More also, it was reported in [8]
that protecting images is an ethical and legal requirement. Different work in [9, 14, 28-30] have
been conducted to secure and improve security of digital images over a wireless communication
channel. Some authors [6, 29, 30] achieved encryption using a chaotic system, while others [31]
use the same symmetric and asymmetric algorithms or a combination of both to improve
security in wireless communication network.

With advancement in technology, wireless communication channel will become more
flexible in terms of sending large amount of confidential data across it. This advancement in
technology also translates to development of sophisticated deciphering algorithm by
eavesdroppers prompting for the need to improve security of data before sending over a
wireless sensor network. The objective of this work is to improve the security of digital image
transmission by employing a hybrid cryptographic technique that we developed. This technique
combines the speed of the symmetric cryptography technique and the key management of the
asymmetric cryptography technique.
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2. Research Method
The developed hybrid technique uses a combination of data encryption standard (DES)
and Rivest Shamir Adleman (RSA) algorithms.

2.1. DES Encryption and Decryption Process

The DES uses a 56 bit key (an equivalent of 8 byte) to encrypt the digital image. There
are three main stages involved in the process of encrypting and decrypting the digital image
using this technique [31, 32]. These stages include; an initial permutation on the word length of
the image pixel, a 16 rounds of complex key dependent computations where each of the word
length is divided into two halves (left L and right R) from the initial permutation of the image and
is combined with the key bits. The sixteen round of key dependent operation is given the
relation shown in equation (2)

L =R, } .
for 1<i<16 (2)
Ri = Li—1® f (Ri—li Ki)

In equation (2), K is the DES key and i depicts the number of rounds (16 rounds in this
case). After the sixteen rounds, the left and right halves were combined after which a final
permutation is applied to obtain the encrypted digital image. For decryption, the encryption
process is reversed to retrieve the original image.

2.2. RSA Encryption and Decryption Process

RSA encryption scheme uses prime numbers and base its security in the difficulty
involved in factorizing the product of two large numbers. Since this is an asymmetric key
system, it requires two different keys for encryption and decryption process which must be
generated first. For RSA key generation algorithm, random numbers were first generated using
pseudo-random number generator (PNG) from which two distinct large numbers p and gq were
selected by the algorithm. Primality test was then performed on the chosen numbers to check
whether the numbers are prime. If p and q passes the primality test, then the algorithm proceed
to compute the product of p and g as n and the Euler’s totient function. The Euler's totient
function given by

o(n)=(p-1)(a-1) ®3)

In case p and g or anyone of them is not a prime number (fails the primality test), it returns to
select another p and g. Also, an integer e, which is the RSA encryption (public) key was chosen.
The encryption key selection is based on equation (4) given as

1<e<p(n)
tont)-1

In equation (4), e is relatively prime to ¢(n). The interpretation of this is that the greatest
common divisor (gcd) between the RSA encryption key and the Euler’s totient function must not
be any other number other than one. To improve security and effectiveness of the system, p
and g must be of the same lengthin bits, must not be equal and they should not be too close to
each [33]. The next stage after the encryption key selection is the computation of the RSA
private key d, computed using the Extended Euclidean Algorithm given in equation (5)

dxe=1mod(¢(n)) (5)

From equation (5), the RSA private key is given as

d =e™ mod(p(n)) (6)
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a. The Hybrid Image Encryption and Decryption Technique

In the developed hybrid technique which uses a combination of DES and RSA, DES
was used to encrypt the digital image due to its fast response (simulation time) while RSA was
used to encrypt DES session key (secret key). The flow chart of the entire digital image
encryption using this technique is shown in Figure 1.

Start
Load digital image (M) |

DES Encyption Scssion key. &

Algorithm
RSA Encryption | RSA Public
Algorithm i 5 | key. e
Decrypted data (C) key, j
RSA decryption ~ RSAPrivate
_ Algorithm ' key. u
DES decryption ;
Algorithm - Session key k&
Original digital
imz_lge
Stop

Figure 1. Flow chart of image encryption and decryption using the developed
hybrid technique [32].

From the figure, the digital image M, loaded into the system was made to pass through
a DES encryption algorithm using DES session key k. The output of this process results in an
encrypted data C. More also, the DES session key was passed through a RSA encryption
algorithm using RSA public key e, thereby resulting in an encrypted session key j. These two
encrypted data (C and j) was then sent to a receiver over a communication channel. Since DES
is a symmetric key cryptography system (uses the same key for encryption and decryption), a
recipient at the receiving end, uses his RSA private key d, to retrieve the DES session key
before using this on DES decryption algorithm to obtain the original image. The four main
processes involved in the hybrid system and the operation in each of the stages are given
below:
() DES encryption of the digital image: the output of this stage is the encrypted data given in

equation (7)

C=E(k,M) (7)
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(i) RSA encryption of DES session key: this results in an encrypted session key given by
j=k*(mod(n)) (8)

(i) RSA decryption of DES session key: this results in a decrypted session key at the receiving
end given by

k= j*(mod(n)) 9)

(iv) DES decryption of the encrypted image: results in the original digital image given in
equation (10)

M =D(C,k) (10)

The hybrid cryptographic techniqgue was implemented using Microsoft visual C#
platform on Intel (R) Atom (TM) CPU N270 with 1.6GHz processor speed, 2GB RAM, running
windows 7 operating system. The image encryption and decryption was done by loading three
image samples (of different formats) into a graphical user interface (GUI) developed in [34] to
facilitate easy use. Properties of the three image samples are shown in Table 1.

Table 1. Properties of the selected digital image

SIN Image Type Dimension Image Size (kB)
1 jpeg 290x174 14.37

2 png 500x304 118.91

3 ipg 300x168 6.67

For performance analysis, the speed and CPU power usage during encryption and
decryption process was determined. Also, the encryption and decryption time were recorded for
each image encryption/decryption process from the developed GUI. More also, the throughput
during each process was also calculated which gives an indication of the CPU power usage
during these two processes. The throughput TR, and the encryption ratio ER, are given by
equation (11) and equation (12) [35].

TR= LM (11)

2E
ER= Z(Ej (12)

where M, is the size of the image to be encrypted/decrypted and E; is its corresponding
encryption/decryption time. In equation (12), L, is the size of the encrypted data while L, is the
size of the original data.
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3. Results and Discusions

3.1. Image Encryption and Decryption

Figure 2(a) shows a digital jpeg type image and Figure 2(b) shows its encrypted data
using the developed hybrid technique. Considering the figure, it can be observed that the
encrypted data provides no information about the original image. Thus meeting Shannon’s
definition of perfect secrecy [15]. Figure 3 and Figure 4 show the encryption for png and jpg type
images.

Image_HDE-Cipherltxt - Notepad - olEl
/) ZyEA 22 gRhIDNYUSZIES1; 1 T4sF vz 12vt! jZnl =
i C950BONL 515 SF¥L a1 $3040002nYSQS/SrIVEES 351 rDesé/sD3LIGONHGI e RTTF 1 180urAdoBZ6HAQzPESF FgtAZ: TTZSp1 FHIKLLOSHO XL uc S TOTRrCSS 3
{ 0Lz 309 vt A CZaoS KFS64Ya0) hapC BFATCS i HGecO1
o f
EVesy o g 54101y
WA XipSoeLTIC CIVKGBPZOBRAKAXsFEHEIVIXCPuen2 Bl BIQUIB /U
£ CBRICESUCER YN0/ TUTIDTaGHociy L6 EPASE O3 2 sl
c HVH 2P, JOKQEC
Cal$\Q)2280C TUESTICQGinRB5n)SivivedA eveleQt
GLsF 4 95/ s2end 1FVD))rxC t+1 TWOY6XSZ
1hess B QAT >
6 TKVm26 3 f:
JCH e 39Ky S0 THOP 1640 1SS X
3 158Pa2AT IR ERV0S261KS1rYW/EpTreF 7237 3! LYING
2115817 N 100016244 S g Peq
oy e - ki,
KpofBiasantt VLTS
obatal (71v866 okved
WELVA/ Toc JOITGTLS

O OHaVE ZTIMrSKBITALy iy +prp 9thGy 1 HocCABVFURLTur 164/ /S17PuBLCPPIMERLIC 70gKkSE64aTXGR: ZROXDODN
5 Fav) e 31vids:

90L6XHVQLS 2493055 2440HIABY $205QpeKL O+ s 2
3 £20) H 24L0uT:

(b)"

Figure 2. Image encryption for a jpeg type image (a) original image and (b) encrypted data using
the hybrid technique.
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Figure 3. Image encryption for a png type image (a) original image (b) encrypted data using the
hybrid technique.
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Figure 4. Image encryption for a jpg type image (a) original image (b) encrypted data using the
hybrid technique.

Also in line with Figure 2, the original images and their encrypted form are statistically
independent. The mutual information between them is zero. It can be observed from the
presented figures that a perfect security was achieved which improves the security of the digital
image. In the research works of the authors in [27, 36], there is still little information between the
original image and its encrypted form. However, the hybrid technique used for this image
encryption has achieved security as illustrated in the results of the encryption presented above.

Figure 5, Figure 6 and Figure 7 show the histogram of the original and the encrypted
image for the three tested image data type. In these figures, it is observed that the statistical
pattern of both the original image and its encrypted form is totally different for each of the image
type. The correlation between the two data can be said to be zero as there is no statistical
correlation between them; thus meeting Shannon’s definition of perfect secrecy, thereby
enhancing security.
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Figure 5. Histogram plot for the jpeg type image (a) original image (b) encrypted data.
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Figure 6. Histogram plot for the png type image (a) original image (b) encrypted data.
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Figure 7. Histogram plot for the jpg type image (a) original image (b) encrypted data.

Moreover, to further analysis the degree of correlation between the original and the
encrypted image, we present in Figure 8 to Figure 10, the scatter plot of these data. Looking at
these figures, the RGB pixel pattern for the original image of each image type is different when
compared to their corresponding encrypted form. While the pixel pattern of the encrypted
images clusttered together at most point on the plot, a different orientation is observed for the
original data.
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Figure 9. Scatter plot for the png type image (a) original image (b) encrypted data.
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Figure 10. Scatter plot for the jpg type image (a) original image (b) encrypted data.
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3.2.Simulation Time and Throughput

The simulation time, throughput and the encryption ratio achieved using this technique
is shown in Figures 11-13. Considering Figure 11, one can see that the simulation time is higher
during encryption process for jpeg and png type images. However, for jpg type image the
decryption time is higher than its encryption time. The simulation time for each of the three
images is less than one second, depicting high speed of encryption and decryption achieved by
the technique.
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Figure 11. Encryption and decryption time for the tested images.
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Figure 12. Throughput of encryption and decryption for the tested images.

The throughput for both the encryption and decryption process is shown in Figure 12.
Considering the figure, both the png and jpg type image has a higher throughput for their
encryption process with respect to their decryption process. However, in jpeg type image, the
throughput for decryption process is a little bit higher than the encryption process. In general,
higher throughput translates to lower CPU power consumption usage by the algorithm [35]. It
can be observed that, the png type image which has larger size than the jpeg and jpg type
image has the highest throughput, which means it consume less power during encryption.

Figure 13 shows the encryption ratio for the selected images. For text data, the size of
the decrypted text must be equal to the original text size [9] making the encryption ratio to be
one. However, this is not a requirement for image data, a small distortion in the decrypted image
is acceptable [9]. Considering the figure, the encryption ratio in each case is not equal to one
which is in line with Narendra [9]. It can also be observed that the encryption ratio of the png
type image is lower than that of jpg and jpeg type images. This means that the size of the
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encrypted data for the png is small compare to the original image. This consumes lesser
bandwidth for transmission and storage over wireless networks. Therefore, transmitting large
sizes of digital images over wireless communication networks using this technique is possible
as it provides a better bandwidth utilization.

Encryption Ratio
S o o - e
oW o= ko ow oW

=)
(= N I

ipes g ipe
Image Type

Figure 13. Encryption ratio for the tested images.

4. Conclusion

Digital image encryption has been achieved using hybrid (DES-RSA) cryptographic
technique for applications over wireless communication networks. The overall simulation results
yield useful information. The technique gives an improved security of the selected images
according to Shannon’s definition of perfect security. Also, the technique gives a low simulation
time for the encryption and decryption process and lower throughput for the tested image
samples. Hence, the hybrid technique for image encryption and decryption will adapt well in
applications where security demand is a requirement, with fast simulation time. This technique
will contribute to improving security of digital image for applications over wireless
communication and sensor networks. More also, the results obtained showed that the hybrid
technique will be more useful for real-time applications involving sending larger sizes of digital
images over wireless communication networks without consuming much bandwidth and power.
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