
Indonesian Journal of Electrical Engineering and Informatics (IJEEI) 

Vol. 9, No. 2, June 2021, pp. 119~141 

ISSN: 2089-3272, DOI: 10.52549/ijeei.v9i2.2890      119 

  

Journal homepage: http://section.iaesonline.com/index.php/IJEEI/index 

A Survey Study of the Current Challenges and Opportunities of 

Deploying the ECG Biometric Authentication Method in IoT 

and 5G Environments 

Ahmed Shdefat1, Nour Mostafa1, Louai Saker1, and Ahmet E. Topcu1  
1IST/TNT Department, College of Engineering and Technology,  

American University of the Middle East, Egaila, Kuwait  

 

 

Article Info  ABSTRACT 

Article history: 

Received Nov 29, 2020 

Revised Apr 16, 2021 

Accepted May 11, 2021 

 

 The environment prototype of the Internet of Things (IoT) has opened the 

horizon for researchers to utilize such environments in deploying useful new 

techniques and methods in different fields and areas. The deployment process 

takes place when numerous IoT devices are utilized in the implementation 

phase for new techniques and methods. With the wide use of IoT devices in 

our daily lives in many fields, personal identification is becoming increasingly 

important for our society. This survey aims to demonstrate various aspects 

related to the implementation of biometric authentication in healthcare 

monitoring systems based on acquiring vital ECG signals via designated 

wearable devices that are compatible with 5G technology. The nature of ECG 

signals and current ongoing research related to ECG authentication are 

investigated in this survey along with the factors that may affect the signal 

acquisition process. In addition, the survey addresses the psycho-physiological 

factors that pose a challenge to the usage of ECG signals as a biometric trait 

in biometric authentication systems along with other challenges that must be 

addressed and resolved in any future related research. 
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1. INTRODUCTION  

There has been a recent rapid increase in data generation from users and Internet of Things (IoT) 

devices such as sensors, controllers, and others. These devices are used as smart objects that communicate with 

each other. The IoT is a technology that allows the communication of smart things through a heterogeneous 

and decentralized network [1]. The IoT fundamentally depends on three paradigms: the Internet (network), 

things (devices), and data (conveyed knowledge) [2]. The development of IoT platforms leads to smart homes, 

smart cities, smart agriculture, driverless cars, and systematized factories, among other possible applications.  

People now generally need to adapt to this new paradigm after rapid changes in their lifestyles. Most 

IoT applications run on cloud environments that provide highly efficient performances. Many different IoT 

platforms exist to process data effectively on the cloud. For example, the Amazon IoT (AWS IoT) platform 

provides scalable, secure, and intelligent services by connecting many devices through cloud services such as 

AWS Lambda, Amazon Kinesis, and Amazon S3 [3]. The Azure IoT platform provides communication with 

services defined in the cloud environment [4]. Correspondingly, the device manager and protocol bridges 

(MQTT and HTTP) are two major components of the Google IoT platform, and by collecting temperature 

measurements from the surrounding environment using IoT devices, for example, the collected event data can 

be transferred to the cloud using telemetry [5]. 
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During the COVID-19 pandemic, IoT devices such as smartphones with embedded sensors using 

machine learning techniques have intelligently helped track COVID-19 patients using real-time data utilization 

[6]. Lampropoulos et al. [7] presented detailed survey results regarding IoT industrial applications that affect 

industrial developments and trends. The number of smart factories, for example, is expected to increase 

dramatically in the upcoming years with new trends of manufacturing that depend on smart IoT devices, 

inevitably moving in the direction of modeling human-free and robot-controlled factories. Another report [8] 

indicated that healthcare services will be more vigorous on the heels of the COVID-19 pandemic. Robust 

services in healthcare systems may be provided by IoT-based solutions such as remote patient control, robots, 

and others, especially in quarantined hospitals. Data generated from these devices can then be conveyed to 

medical systems in order to handle situations and obtain accurate results using machine learning [9]. 

At the same time, the number of smartphone users is increasing massively every year. According to 

one report [10], recent statistics show that the number of smartphone device users exceeded 3.5 billion in 2020 

and is expected to surpass 3.8 billion in 2021. At this rate, the current mobile network infrastructure using 

fourth generation (4G) or Long-Term Evolution (LTE) technology will not be able to support all of the newly 

produced devices with IP addresses to be attached to the network to communicate actively due to the limited 

nature of the currently used communication protocol in the networking field, which is IPV4 [11]. In addition, 

as more devices are connected to the network and actively communicating, more latency and delay will occur, 

causing low-quality telecommunication services for users [12], [13]. 

Considering the fundamental point of the IoT, which makes everything connected, including 

heterogeneous things like the future’s high volume of smartphone devices, computing devices, appliances, 

sensors, and objects, a demand is being created for infrastructure with enhanced data rates, more bandwidth, 

better capacity, minimized latency, and better quality of service [14]. Pervasive interactions between 

heterogeneous objects such as smart autonomous cars, sensors, appliances, and smartphones within the 

environments of smart homes, smart cities, and smart grids are triggering the issue of channel access for various 

heterogeneous objects via different applications, such as medical monitoring applications using vital signs and 

security applications using biometric authentication methods [15]. 

The current LTE or 4G infrastructure will be crippled under this load and will not be able to meet the 

vital IoT demands of making everything within the IoT environment connected through a reliable network, 

especially while attempting to handle the produced data traffic that will result from the interactions between 

these connected devices [11], [12]. In order to meet these demands and build a stable and reliable IoT 

environment, telecommunication companies, researchers, and educational institutions have started to explore 

alternative advanced technology infrastructures to meet the IoT demands [14]. The fifth generation (5G) of 

wireless communications technologies supporting cellular data networks has emerged as a proposed solution 

to resolve 4G limitations in meeting the demands of the IoT environment infrastructure. Therefore, 5G now 

represents the backbone of the IoT environment. In 5G architecture, there are three frequency spectrums: 

millimeter waves, mid-band, and low-band. The millimeter wave download speed ranges from 1 to 2 Gbit/s 

with frequencies above 24 GHz and below 72 GHz; the optimal frequency is 28 GHz. In the mid-band 5G case, 

download speeds are in the range of 100-400 Mbit/s with frequencies from 2.4 to 4.2 GHz. Finally, the low-

band 5G frequency spectrum is identical to the one currently used for 4G [16]. This survey investigates the 

different biometric authentication methods deployed within the 5G IoT infrastructure in general and the 

electrocardiogram (ECG) biometric authentication method in particular. 

Biometrics are defined as biological measurements or recordings of physical characteristics, such as 

fingerprint mapping, iris scanning, face recognition, behavioral characteristics, and voice recognition, which 

are used by an authentication system to identify and verify individuals and/or objects [17]. Biometric 

authentication systems are growing in complexity, as they have to handle ever-greater numbers of wearable 

devices, which are becoming an extended part of our bodies. Therefore, there is an increasing demand for an 

automatic and reliable authentication system. In the last decades, the above-mentioned biometric systems have 

been considered as reliable paradigms [18],[19]. Biometric data types vary, but the most popular types are 

explained below. 

The current trends for smart devices, including smartphones, wearable devices, and voice automatic 

assistant services, involve using voice interactions rather than traditional touch interfaces to perform many 

tasks including, but not limited to, making phone calls, sending messages, checking emails, performing banking 

services, and using driver assistant services [20]. In addition, vocal features may be used in voice biometric 

authentication. However, most of the current applications use this mechanism as a voice assistant, not as an 

authentication method, because it is difficult to secure, in addition to its vulnerability and exposure to many 

threats [21], [22]. 

Fingerprinting is used as a biometric method to identify the unique patterns of ridges and valleys on 

fingers. Sir William Herschell was the first to note the value of fingerprints for identification [23], [24]. From 

the beginning of the twentieth century, the fingerprint was acknowledged as the most permanent biometric trait 
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due to characteristics such as its uniqueness and permanency over time, with fingerprinting being a very fast 

technique, cheap, accurate, and acknowledged by the legal community as reliable. Many organizations use 

biometric fingerprint authentication in the workplace as a time attendance system [25]. The massive growth of 

smartphone users has also encouraged developers and researchers to use fingerprints in other applications such 

as online banking[26], E-healthcare [27], and commercial transactions [28]. 

Iris recognition is used as a biometric method to identify the unique pattern of a person’s iris. As 

reported by Shirke and Rajabhushnam [29], the human iris has 256 patterns to be used as training images in 

biometric databases. Sensors are used on the infrared spectrum to collect these images. Iris biometrics share 

similar characteristics with fingerprints in terms of uniqueness, reliability, and permanency over time [30]. By 

extracting the iris region in terms of the inner and outer boundaries of the image, iris recognition systems 

determine the unique textures of individual irises. Iris biometric authentication systems are used in many 

applications such as premise access control, banking transactions, identification screening systems at airports, 

and many more [31]. 

Face recognition is also used as a biometric method to identify individuals by their faces. Simple 

geometric models were used in the early stages of face recognition systems. Nowadays, however, engineering 

principles are implemented, which has turned face recognition into a science in itself [32], allowing it to be 

used for both identification and verification. Face recognition has become one of the most popular biometric 

systems since it can be performed in unconstrained environments while providing strong discriminative 

features for recognition [33]. From the computer’s perspective, it is the extraction of facial texture and shape. 

Face recognition has been used in many applications and systems such as security systems, video analytical 

systems, smart shopping, automatic face tagging, and device access control. 

In recent years, electrocardiogram (ECG) was introduced as another biometric authentication method 

to overcome the drawbacks of the above biometric authentication methods, as those methods can easily be 

dodged [34], while ECG signals are very hard to duplicate [35]. ECG recognition systems take the ECG signal 

from a person as input and the output is the identification of that person. With the increasing number of IoT 

environments and applications such as smart cities, smart health, smart homes, energy management, 

transportation, elder care, and environmental monitoring, researchers and developers are focused on both 

security and privacy, which have become more challenging. This technology has become more ubiquitous due 

to the increasing number of wearable devices. Therefore, new biometric authentication technologies are being 

introduced, such as ECG, to offer more robust modalities. 

Figure 1 shows the proportion of applications using selected types of biometric technologies in 2018 

according to German and Barber [36]. Statistical results show that fingerprinting is the most common type of 

technology for authentication as 40% of applications used fingerprint readers. Face recognition is also popular 

as 15% of applications used facial recognition technology while 13% used iris scanning technology. 

 

 

Figure 1. Biometric technologies used in applications in 2018 

According to one report [37], the global biometric technology market was valued at 17.16 billion USD 

in 2018 and is expected to reach approximately 59.43 USD billion by 2025, growing at a compound annual 

growth rate of 19.42% between 2019 and 2025. The deployment of mobile biometrics is growing rapidly [38] 

and this is now considered a robust authentication method for virtually all mobile devices and smartphones 
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[39], [40]. Table 1 compares some biometric technologies in terms of different aspects such as accuracy, 

performance, cost, measurability, and security level. It also shows the drawbacks of each type of technology. 

Table 1. Comparison of different authentication technologies [37], [39] 

Technology Accuracy Performance Cost Measurability Security Level Drawbacks 

Fingerprinting Medium Medium Low Medium Low Temperature, humidity, injury 

Iris Recognition High High High Medium Medium Illumination, injury, resolution 

Face 

Recognition 

Low Medium High High Low Illumination, injury, resolution 

ECG High High High Medium High Psychological and physical state sensitivity 

 

In the next section, a more extensive review of related ECG studies is presented. Section 3 reviews 

the signal methodologies. Section 4 describes the factors affecting ECG signals. Section 5 explains the 

deployment of ECG within the 5G IoT environment. Section 6 provides details on signal acquisition 

approaches. Section 7 highlights the challenges and opportunities of wearable and seamlessly integrated 

devices. Section 8 presents the ECG databases. Section 9 describes the preprocessing and feature extraction of 

ECG signals. Section 10 presents 5G IoT architecture and infrastructure. Section 11 presents ECG deployment 

opportunities and challenges and Section 12 provides a conclusion and suggestions for future work. 

 

2. LITERATURE REVIEW 

Kamble and Birajdar [41] proposed an ECG recording and monitoring framework designed to send 

ECG data directly to IoT cloud storage using Wi-Fi, in addition to using SD cards for offline storage. The 

proposed architecture collects real-time ECG signals using a wearable monitoring node with three electrodes. 

A thin-film transistor LCD is used to display the real-time ECG signals for patients and doctors. A web 

interface was developed on an IoT cloud site to view the ECG signals, which can be accessed by smartphones, 

desktop computers, and laptops. 

The architecture proposed by Chen et al. [35] offers a number of physiological measurement sites to 

measure individuals’ physical and psychological statuses via an application stored on a smartphone and used 

as a cloud monitor of psychological status, combined with an ECG authentication mechanism. The proposed 

model uses a 1-lead ECG instrument instead of a 12-lead ECG instrument as it is more suitable and convenient 

for biometric authentication in real-time IoT applications. The proposed model uses sensors to measure and 

transmit physiological information, which is sent later to the cloud for data management and analysis. A pulse-

measuring device is used to filter noise and amplify pure signal, and then it is used for authentication when the 

user logs in to the app as an ECG biometric system. A backpropagation neural network technique is used to 

obtain the recognized object. This architecture yielded a successful ID recognition rate of 92.86%. 

Pinto et al. [40] discussed and reviewed the state of the art among available public ECG collections 

for biometrics research, signal processing, and datasets in addition to the proposed methods and techniques 

used for acquisition. Their survey also discussed the ECG biometrics algorithms used for signal processing 

operations, in addition to denoising, feature extraction methods, fiducial detection, and signal segmentation. 

They briefly addressed the approaches for on/off-the-person signals and recommended efforts to improve the 

denoising techniques, as more noise will survive with the rise of off-the-person, wearable, and seamless 

devices. This survey concluded that as noise increases, a combination of fiducial and non-fiducial methods is 

recommended to reflect the best conditions offered by both method types, such as the high performance offered 

by fiducial methods and the variability and robustness to noise offered by non-fiducial methods. Furthermore, 

these authors discussed the state of the art of current ECG biometrics algorithms for decision methods and the 

most common decision algorithms with proven performance superiority were reviewed, such as support vector 

machines (SVMs), artificial neural networks (ANNs), and deep neural networks (DNNs). Security issues were 

covered very briefly in the survey, as there is still a long way to go before personal information is stored 

securely in ECG biometric systems. The topics covered in this survey were thus extensive; however, 

considering the rise of IoT devices in our daily lives and the need to apply personal identification to these 

devices, the survey did not cover crucial topics such as 5G and IoT or their integration with ECG biometric 

systems, which will be addressed in this survey. 

According to El Zouka and Hosni [42], in order to preserve the quality of public healthcare systems 

targeting elderly people, there is a pressing need to implement new models for information management and 

communication. Hence, wireless sensor network technology can be used in critical situations during the process 

of collecting patient’s vital signs, and, more specifically, ECG signals. The authors recommended employing 

such technology in the implementation of new models. 
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In brief, implementing a healthcare system using a wireless medical sensor network (WMSN) for the 

monitoring process along with radio frequency identification (RFID) body sensors will make the system 

capable of transmitting patients’ medical status data wirelessly to a local workstation. The main drawback of 

such a system is that the data received via WMSN are not utilized properly due to deficiencies in network 

architecture, storage, security, and protocol standards [42]. 

 Moosavi et al. [43] identified the vital requirements for a common IoT healthcare system that will 

make it possible to obtain a robust system security solution. They used an efficient and well-protected 

verification technique for healthcare IoT devices, implemented by applying robust and secure mobility-enabled 

end-to-end communication along with certificate-based Datagram Transport Layer Security (DTLS). The 

technique of producing ECG-based cryptographic keys was used for medical sensor devices to trigger the 

designed end-to-end security scheme and the DTLS technique in the handshake event along with the session 

resumption mechanism for communications. Based on these authors’ conclusions, all of these techniques 

function 1.8 times faster on average than existing similar key generation approaches. 

The survey undertaken by AbdElnapi et al. [44] provided a summary of the needed technologies for 

healthcare services, a list of medical sensors commonly used in IoT research for ECG signals, and the current 

novel healthcare projects being conducted within the IoT field. Their survey focused on the employment of 

current IoT technologies in the healthcare field and presented a conclusion about the current stage of 

development in which these IoT technologies have been deployed effectively in healthcare and related issues. 

The core contribution of this survey lay in its examination of how the IoT environment could have a direct 

impact in enhancing and improving people’s quality of life. It listed and summarized state-of-the-art IoT 

technologies for healthcare such as cloud computing, RFID sensors, big data analysis, WSN, Wi-Fi, and 

Bluetooth. In addition, it tackled the current and possible future challenges facing the IoT-based environment 

in healthcare systems. These authors urged that the existing performance of healthcare systems within the IoT 

environment must be improved to meet the emerging demands [44].  

In healthcare systems, IoT-enabled devices are being used for ECG monitoring using Wi-Fi, 

Bluetooth, and Zigbee technologies. Accumulated data from IoT devices are transferred to the cloud through 

wearable nodes using MQTT protocols. The model proposed by Yang et al. [45] shows that ECG data may be 

easily transferred from IoT devices to cloud environments and can be used to analyze the results effectively.  

Depending on the specific healthcare problems, Wi-Fi, Bluetooth, or Zigbee technologies may be used 

for effective data collection and highly accurate results. The new model proposed by Yang et al. [45] can be 

used to collect ECG data via sensors through a cloud infrastructure. In addition, data cleaning techniques and 

different model analyses were exploited to establish a disease warning system for patients at home.  

Many companies and researchers are now making explicit efforts to achieve 5G technologies that 

provide heterogeneous architectures in order to respond to the growing demand for network capacity and 

seamless links for distributed radio access technology to attain fast and effective communication. One of the 

important issues here is to build different effective types of architecture to provide fast and reliable data 

communications for the environments of medical devices using 5G technologies. Shakhakarmi described 

different types of device-to-device (D2D) communications for  heterogeneous 5G architectures for wearable 

medical devices [46]. It was also argued that designing wearable ECG system-on-chip architecture and using 

EEG for low-range D2D communications will facilitate the effective optimization of wireless data 

transmissions. 

Islam et al. [47] presented detailed survey results regarding new developments in IoT-based healthcare 

technologies, including the new trends and opportunities in IoT-based healthcare, security and privacy issues, 

and the monitoring of ECG using IoT applications. Their survey categorized IoT healthcare networks into three 

parts: topology (the organization of different elements), architecture (the specification of the physical IoT 

healthcare elements), and platform (the framework for network and computing). They also provided a list of 

smartphone applications for general health monitoring. According to their survey, the increasing number of 

heart rate monitoring applications and mobile applications such as Cardiax Mobile ECG and ECG Self-

Monitoring indicate the importance of IoT-based ECG monitoring systems. 

ECG biometric authentication algorithms offer better security mechanisms compared to popular 

biometric techniques like fingerprinting that can be spoofed by an attacker who captures fingerprints left by 

users on objects. Arteaga-Falconi et al. [48] proposed and designed an ECG-based authentication algorithm 

that uses a hierarchal scheme with a short acquisition time for mobile authentication. The proposed algorithm 

acquired ECG signals by using only two electrodes of the mobile device to gain access, and the obtained results 

showed that the algorithm needs 4 seconds of signal acquisition to identify unknown individuals with a 1.41% 

false acceptance rate and 81.82% true acceptance rate. 

Tan and Chung [49] proposed an effective authentication mechanism between wireless entities in 

order to provide preliminary protection for the interactions of wireless body area networks (WBANs). They 

developed a secure certificateless biometric authentication and group key management for WBAN scenarios. 
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The user’s smart device takes on the role of a personal controller in a WBAN structure. The proposed 

mechanism is classified into different phases including the offline registration phase, ECG feature extraction 

phase, authentication phase, group key distribution phase, and group key updating strategy.  

From an embedded computing perspective, Samie et al. [50] summarized the requirements of IoT 

technologies that offer improvements in some application areas like ECG healthcare and smart homes. They 

discussed the architecture of IoT embedded devices with the main components that are responsible for data 

acquisition, processing, storage, and transmission. They described the available resources, the characteristics 

of wireless technologies, and network latency for different computation layers starting from IoT embedded 

devices such as ECG sensors and continuing up to cloud servers. 

Maqbool et al. in [51] offered a real time patient monitoring system which utilize Message Queuing 

Telemetry Transport (MQTT) in handling real time ECG signals’ data and operating IoT environment. The 

proposed system provides health care specialists the ability to check the real time patient ECG data via a mobile 

application or the web. The proposed system was tested over both LAN and WAN networks’ infrastructures. 

The authors illustrated the system advantages over serving patient in rural area, achieving 90% accuracy 

handling ECG data, in addition to the ability to detect ECG signal abnormality and the system expandability 

nature to have more than a few extra health parameters. 

Wang et al. in [52] examined the user authentication based on ECG biometric method for IoT edge 

devices. Their proposed model deployed the Convolutional Neural Network (CNN) for user authentication 

using deep learning technique in IoT environments. The authors had tested 290 ECG samples from physionet 

database and their proposed model achieves 99.63% authentication accuracy using CNN along with deep 

learning technique. Furthermore, the proposed model achieves 98.88% authentication accuracy in the process 

of optimizing the time and accuracy factors over processing complex data sets. 

C. Liu et al. in [53] developed an IoT-based wearable ECG SmartVest to monitor ECG signal in real 

time and to detect cardiovascular diseases in early stage. The proposed system combines the multiple SQI and 

SVM-based machine learning to classify the signal quality of ECG signal in several situations. The authors use 

the cloud platform to manage cloud ECG database, and implement artificial intelligence in cloud computing 

which process ECG data to provide a disease prediction and diagnostic. The SVM-based model achieves an 

average accuracy of 97.9% for acceptable ECG segments in real wearable ECG monitoring.  

L. Xiaolin et al. in [54] proposed a deep-learning-based Convolutional Neural Network (CNN) model 

for heartbeat classification using a single lead ECG. The proposed model classifies an ECG signal into five 

classes using the MIT-BIH Database. The proposed model uses the Synthetic Minority Oversampling 

Technique (SMOTE) algorithm to balance the training data by augmenting it with a synthetic data. The 

obtained results can achieve an overall accuracy of 98.12% and it reflects a real-world performance. Table 2 

represent a comparison between the different commonly used methods in the accuracy factor for processing 

the ECG single within the IoT environments. 

Table 2. Comparison between the commonly used methods in the related works in term of the ECG handling 
accuracy in IoT environments  

Related work Method Accuracy 

Maqbool et al. in [51] Real-Time PMS Architecture using a 

broker of MQTT 

90 % 

Wang et al. in [52] A Convolutional Neural Network (CNN) 
based deep learning technique 

98.88% 

C. Liu et al. in [53] A combination of multiple signal quality 

indices (SQI) and Support vector machine 

(SVM)- based classification. 

 

97.9%  

 

L. Xiaolin et al. in [54]  A deep-learning-based CNN model for 
heartbeat classification 

98.12% 

 

 

3. SIGNAL MORPHOLOGY  

Basically, the heart consists of four main parts, called chambers, which are in a cone-like muscular 

pump format in the center of the chest, located between the lungs and below the sternum [55]. The heart’s 

function is to supply the tissues with the needed nutrients and oxygen and ensure the excretion of carbon 

dioxide and metabolic waste through the lungs and the kidneys via the blood circulation process [56], [57]. As 

shown in Figure 2, the atria and ventricle chambers are separated by fibrous valves, which makes them 

electrically isolated by the non-conductive tissue that separates them [58]. 
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Figure 2. Heart physiology 

The blood circulation of the heart begins when deoxygenated blood is received through the superior 

and inferior vena cava, pouring into the right atrium and right ventricle by passing through the tricuspid valve. 

The blood then moves to the pulmonary valve, towards the left and right pulmonary artery, located near the 

lungs. At this point, the blood removes carbon dioxide and absorbs oxygen.  

The oxygenated blood travels back to the heart through the pulmonary veins, pouring into the left 

atrium and left ventricle while passing the mitral valve. Subsequently, the blood will travel through the aortic 

valve to the rest of the body when the left and right ventricles are contracted, as shown in Figure 3. In other 

words, the chambers of the heart alternatively contract and relax in a rhythmic cycle [59]. 

 

 

Figure 3. Blood circulation 

 

When the heart pumps the blood out via the arteries, the heart is in a contraction state called systole. 

On the other hand, when the heart is in a state of relaxation, called diastole, blood fills the chambers. A complete 

sequence of systole and diastole constitutes what is known as a cardiac cycle. The heart rate is the measurement 

of cardiac cycle frequency, representing a value of number of beats per minute [56]. 

The sinoatrial (SA) node is a part of the heart that controls the rhythm of contractions and triggers the 

cardiac cycle like a natural pacemaker by generating electrical pulses and spreading them throughout the heart 

along conducting tissue pathways, as illustrated in Figure 2. A normal heart rate is between 60 and 100 beats 

per minute. When the signal moves from the SA node through the right and left atria, it causes contraction 

effort, or depolarization, and the blood moves into the ventricles [60]. This depolarization event takes place 

when the primary electrical vector is directed from the SA node towards the atrioventricular (AV) node, which 

basically spreads from the right atrium to the left atrium. This event creates the P wave of ECG signals [61]. 

Table 3 provides the normal durations of waves, intervals, and segments in ECG signals [57], [62]. 
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Table 3. Normal durations of waves, intervals, and segments in ECG signals [57] 

Feature Description Duration 

RR interval 
Interval between an R wave and the next R wave; normal resting heart 

rate is between 60 and 100 bpm 
0.6 to 1.2 s 

P wave 

During normal atrial depolarization, the main electrical vector is 

directed from the SA node toward the AV node and spreads from the 

right atrium to the left atrium; this turns into the ECG P wave 

80 ms 

PR interval 
PR interval is measured from the beginning of the P wave to the 

beginning of the QRS complex 

120 to 

200 ms 

PR segment 

The PR segment connects the P wave and QRS complex; the impulse 

vector is from the AV node to the bundle of His to bundle branches 

and then to the Purkinje fibers 

50 to 

120 ms 

QRS complex 

The QRS complex reflects the rapid depolarization of the right and 

left ventricles; they have a large muscle mass compared to the atria, 

so the QRS complex usually has a much larger amplitude than the P 

wave 

80 to 

120 ms 

ST segment 
The ST segment connects the QRS complex and T wave; it represents 

the period when the ventricles are depolarized and it is isoelectric 

80 to 

120 ms 

T wave 

The T wave represents the repolarization (or recovery) of the 

ventricles; the interval from the beginning of the QRS complex to the 

apex of the T wave is referred to as the absolute refractory period 

160 ms 

ST interval 
The ST interval is the interval between ventricular depolarization and 

repolarization 
320 ms 

QT interval 

The QT interval is measured from the beginning of the QRS complex 

to the end of the T wave 

 

Up to 420 ms 

at a heart rate 

of 60 bpm 

 

Heart cells are polarized when the heart status is in rest, and this indicates that there are no electrical 

actions happening. The heart status is considered to be depolarized during the systole period and repolarized 

during the diastole period. In a standard ECG wave, depolarization starts from the P wave up to the midpoint 

of the ST segment. In time, repolarization begins from the T wave until the very end of the signal, as shown in 

Figure 4 [57], [63]. 

 

 

 
Figure 4. ECG signal physiology 

In a standard ECG signal, the features are classified as either characteristic-based features or 

waveforms. Characteristic-based features are straightforward in terms of acquisition and processing because, 

to set off the extraction activity, we only need knowledge of one of the ECG complexes that crisscross the 

fiducial points in the signal. ECG fiducial points are represented by points PS, P, PE, Q, R, S, TS, T, and TE, 

which crisscross over the signal, and these crisscrossing points intersect with the ECG signal’s peaks and 

boundaries as shown in Figure 4  [57], [64], [65]. In an ideal ECG signal, there three peaks and six boundaries, 

as illustrated in Figure 4 [63]. 

In most ECG-related research, the targeted features to be obtained are angle, slope, amplitude, and 

temporal duration. Additional intensive processing activities must be applied to the targeted features to get the 
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discriminative characteristics [65]. In the presence of noise and when using the fiducial points to obtain the 

characteristic-based features, problems arise in identifying the boundaries. 

The Fourier coefficient, autocorrelation, phase space reconstruction, and wavelet coefficient are 

considered as the coefficient values to be processed in the waveform-based type of classification in order to 

obtain the signal features. In the feature extraction phase using the waveform method, more than one ECG 

complex needs to be utilized. The advantage of using more ECG complexes in the feature extraction phase is 

that boundary detection difficulties in the presence of noise can be overcome because there is no need for using 

fiducial point detection [63], [65]. 

Heart rate variability (HRV) is commonly described as a measurement of the beat-to-beat variation in 

the interval time of R-R peaks between consecutive heartbeats, evaluating physiological variation. HRV 

analysis of heart activities reflects the state of the autonomic nervous system and is usually done by one of two 

types of methods: linear and nonlinear methods [66]. 

 

4. FACTORS AFFECTING ECG SIGNALS 

Portable systems are currently used in many IoT devices and applications to monitor heart activity 

and record ECG signals to be used for biometric authentication in addition to diagnostic and treatment 

applications. ECG signals are often contaminated with noises during the recording process, which will affect 

their accuracy and valuable information. There are two types of interference that can affect the signal, namely 

environmental and non-environmental factors, such as noises coming from muscle artifacts, baseline wander, 

noise from other electrical instruments, high-frequency electrical noises, electromyography interference, and 

electrode motion [67], [68]. Due to the low frequency, high impedance, and low signal level of ECG signals, 

the signal preprocessing stage is central in any automatic ECG signal processing task [69]. The main purpose 

of the preprocessing stage is filtering the ECG signal to be resistant to interference by using a denoising 

technique to suppress artifacts and background noise.  

Identification of noises in ECG segments is of utmost important to achieve noise-free ECG signals. 

Various denoising techniques were proposed in the earliest days of ECG denoising research, such as filter 

banks [70], low-pass filters [71], and adaptive filters [72]. Signal quality assessment (SQA) was one of the first 

techniques used as an initial stage of this process by analyzing the signal quality and then making a decision to 

accept or reject the input signal [73]. This process is semi-automated because SQA requires a human operator 

to make the decision of rejecting the corrupted signals, and it also has higher levels of time consumption and 

error during measurements. Therefore, researchers moved on to automated techniques for most decision-

making systems [68]. Many extended SQA techniques have been proposed to transform the SQA from a semi-

automated technique into a fully automated one, such as simple thresholding, fiducial point detection, machine 

learning approaches, the transform domain, morphological change detection, and signal decomposition [74].  

Kalman filters [75] and the discrete wavelet transform are the most exploited approaches proposed 

for ECG noise reduction using the polar variants of the morphological ECG dynamic model introduced by 

McSharry et al. [76]. Some existing ECG denoising techniques have involved nonlinear projective filtering 

[77] and Bayesian filtering [78]. There are many existing ECG denoising techniques proposed based on time 

domain signal decomposition techniques [78][82]. One of the most efficient ECG noise filtering techniques is 

the non-local means algorithm [83][85]. Most state-of-the-art ECG denoising techniques have their own 

individual shortcomings. However, the main issue with the existing techniques is their ability to denoise 

different noises, as most of them were proposed to denoise a maximum of one or two noisy conditions during 

the recording process of ECG signals. This needs to be improved in the future [86]. 

 

5. DEPLOYING ECG WITHIN the 5G IoT ENVIRONMENTS 

According to many researchers, such as Shaown et al. and Santos et al. [87][88], IoT-based ECG 

monitoring systems may be categorized into the three interactive parts of ECG sensing network, IoT cloud, 

and graphical user interface (GUI), as shown in Figure 5. 

 

Figure 5. IoT-based ECG monitoring system 
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Developing ECG measurement system is growing to achieve fully integrated system which reduce 

cost, power consumption, and size. Researchers proposed different architectures with different electrode types, 

data transmissions and performance accuracy that presented in Table 4 which provides a comparison among 

several ECG monitoring systems [89].   

Table 4. Comparison among ECG Monitoring Systems 

Proposition Electrode Type Data Transmission Performance Accuracy 

Wireless ECG sensor with flexible 

multiring electrode 
Dry multi-ring electrode 

Bluetooth SNR:14-22 dB, SNR improves 

with ring size 

H-shirt with integrated ECG 
electrode 

Conductive fabric electrode 
Bluetooth LE - 

Wearable ECG system with 
flexible PCB 

3M 2560 red dot wet ECG 
electrodes 

-  QRS sensitivity and positive 
predictability 99.68%, 89.21% 

Armband for mobile ECG 

monitoring 
Dry capacitive electrode 

Bluetooth LE Comparable to standard lead 2 

wet-electrode system 

HBC-based wearable ECG  - 
Human body 

communication and USB 

95% correlation with Hotler ECG 

Chestbelt for multiple patient ECG 
monitoring 

Dry plastic electrodes 
ZigBee Morphologically similar to 

conventional ECG 

Wearable ECG system with novel 

electrode placement and dynamic 
power adjustment 

- 

ZigBee QRS sensitivity: 97.22% (at rest) 

91.25% (running) 

Wearable mobile ECG monitoring 

system 
Dry foam electrode 

Bluetooth v2.0, and GSM 99.51% correlation with 

prerecorded ECG, 98.14% QRS 
detection accuracy 

Smartphone based ECG 

monitoring system 
Dry non-contact electrode 

Bluetooth ~98% correlation with ECG from 

disposable surface electrode 
Non-contact ECG monitoring via 

mobile cloud computing 
Capacitive textile electrode 

Bluetooth Compared by visual inspection, 

lower QRS amplitude 

Low power system with flexiable 
electrode 

Dry PDMS electrode 
- Morphologically similar to 

conventional ECG 

Wireless portable capacitive ECG 

sensor 

Capacitive electrode with 

cotton insulator 

ANT Evaluated by visual inspection 

Common Electrode-Free ECG 

monitoring System 
Dry electrode 

- Morphologically similar to 

conventional ECG 

E-Bra system for women for 
remote ECG monitoring 

Dry electrode 
GPRS - 

Non-contact ECG monitoring Capacitive textile electrode - - 

Sensorized T-shirt and textile belt Dry textile electrode Bluetooth LE - 

 

5.1. ECG Sensing Network 

The ECG sensing network is considered as the core part of IoT-based ECG monitoring systems, as 

shown in Figure 5. The main objective for the ECG sensing network is to obtain ECG raw signal data from the 

user and then pass the data through a transmission medium such as Wi-Fi, Bluetooth, or Zigbee, as shown in 

Table 5, to the IoT cloud. The efforts of telecom companies, researchers, and institutes to deploy ECG sensors 

and monitorable wearable devices within the IoT environments has turned into a global trend, especially for 

those seeking to maintain a healthy lifestyle and obtain a reliable standard of security for their daily activities, 

actions, and interactions [41]. With ECG sensors, users can record their ECG signal data for hours or days. The 

recorded data must go through several preprocessing steps for the preservation of signal quality and to comply 

with wireless transmission standards. The most commonly used option to transmit these signals is Wi-Fi due 

to the limited ranges and capabilities of Bluetooth and Zigbee [88][41]. 

Table 5. Comparison of typical ECG sensing networks: Wi-Fi, Bluetooth, and Zigbee [41] 

Standards / 

Methods 

Wi-Fi-based ECG 

Sensing Network 

Bluetooth-based ECG 

Sensing Network 

ZigBee-based ECG 

Sensing Network 

Protocol IEEE 802.11 IEEE 802.15.1 IEEE 802.15.4 

Coverage 20-200 m 20-30 m 2-20 m 
Data Rates 11-54 Mbps 3-24 Mbps 10-250 kbps 

Power Consumption Medium Low Low 

Terminal Dependency 
Data collection is 

independent of smart 

terminals 

Smart terminals are needed 
for receiving and forwarding 

sensed data 

Smart terminals are needed 
for receiving and 

forwarding sensed data 
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5.2. IoT Cloud 

The purpose of the cloud in the IoT environments is to receive, store, process, analyze, and visualize 

the data. There are six basic layers that should exist in an IoT cloud to handle ECG signal data efficiently [90], 

as follows: 

• Communication protocols 

• Cloud server 

• Data storage 

• Data analysis 

• Smart devices 

• User application 

5.3. Graphical User Interface (GUI) 

The purpose of the GUI is to manage and provide the data to the end user via web virtualization 

method. End users can access their ECG data via web pages or applications with computing devices such as 

smartphones or laptops [90], [91].   

 

6. SIGNAL ACQUISITION APPROACHES  

Recently, ECG-based biometrics have progressed significantly toward commercial applications with 

the development of wearable technologies for ECG acquisition or the embedding of sensors into common 

objects. There are two main types of ECG biometric acquisition categories, namely on-the-person and off-the-

person, as shown in Table 6. 

Table 6. Comparison of on-the person and off-the-person acquisition 

Item On-the-person Off-the-person 

Type of Electrodes Wet electrodes Dry metallic electrodes 

Number of Leads 5, 7, or 12 electrodes 2 or 3 electrodes 

Placement of Leads 
Upper limbs (wrist, 
hands, or fingers) 

Wrists, ankles, and chest 

Movement Limited No restriction 

Noise Low High 

Performance High Medium 

 

On-the-person acquisition uses the standard 12-lead configuration with 12 electrodes [92] or either 

the Frank lead configuration with seven electrodes [93] or Holter acquisition with five electrodes [94]. Based 

on medical standards and guidelines, acquisition devices use surface electrodes at specific points on the body 

surface with a conductive gel. Therefore, the on-the-person setup is unpractical for user authentication 

applications or the monitoring of daily activities since signal acquisition is performed with at least five 

electrodes. However, off-the-person ECG acquisition requires a smaller number of leads and has become more 

feasible for authentication systems based on ECG signals. Off-the-person ECG signals can be acquired from 

the upper limbs by using smartwatches and other wearable devices.  

Kang et al. [95] proposed an authentication system design using ECG signals captured by an off-the-

person wearable watch. They used the cross-correlation of templates extracted during the registration and 

authentication stages. Their results showed that the proposed system achieved a 5.2% false acceptance rate 

with 1.9% false rejection rate on average, with approximately 3 seconds needed for the authentication. Arteaga-

Falconi et al. [48] used an ECG sensor with two electrodes connecting to a smartphone for authentication 

purposes. The proposed algorithm requires at least 4 seconds for acquisition with reliable results as the true 

acceptance rate is around 82% while the false acceptance rate is approximately 1.4%. Silva et al. [96] evaluated 

the permanence of ECG signals collected by using a sensor embedded into a keyboard wrist rest. 

In order to apply IoT-cloud-based ECG authentication, many features need to be considered. These 

particularly include the number of electrodes, quality of ECG sensors, acquisition time, false acceptance rate, 

and true acceptance rate. The off-the-person approaches presented above are more suitable and realistic for 

IoT-cloud-based ECG authentication [50]. Yang et al. [45] and Wan et al. [97] proposed a new method for 

ECG monitoring based on the IoT cloud for medical purposes. The proposed architecture again consists of 

three parts, the ECG sensing network, IoT cloud, and GUI, as described in Figure 5. 

 

7. CHALLENGES AND OPPORTUNITIES OF WEARABLE AND SEAMLESSLY 

INTEGRATED DEVICES 

Wearable IoT devices contribute to the economy considerably from many perspectives and offer many 

benefits for people, such as providing continuous communication between devices and machines, continuous 

monitoring, high accuracy, low cost, elimination of repeated tasks, and user engagement. On the other hand, 
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the increasing number and varieties of wearable devices has led to some security issues related to privacy and 

data protection [98]. 

According to the International Data Corporation’s Worldwide Quarterly Wearable Device Tracker 

statement, 305.2 million units were shipped within the global market of wearable devices in 2019, a value that 

had grown by 71.4% from 178.0 million units in 2018. The total volume is projected to grow to 489.1 million 

units in 2023; for example, approximately 69 million smartwatches were distributed in 2019, and it is estimated 

that 109.2 million units will be transported in 2023 [99]. These numbers show that the demand for wearable 

IoT devices will continue increasing sharply in the coming years. IoT systems have recently gained prominence 

due to the need for wearable devices in the healthcare industry [100].  

The usage of wearable devices is increasing rapidly because they facilitate the interaction of users 

with other individuals and the surroundings. However, there are some challenges from the point of view of 

both the user and manufacturer that affect IoT systems, such as network communications, standardization, 

storage, scalability, flexibility, and power and energy efficiency [101]. One of the most important issues that 

wearable device manufacturers encounter is battery depletion. This issue of energy efficiency was addressed 

by Celic and Magjarevic [102], who proposed seamless connectivity between IoT devices and the network 

with low cost and power consumption. Their model architecture may deliver solutions for the usability of 

wearable devices.  

Yildirim and Ali-Eldin [103] conducted a study proving that people using wearable IoT devices in the 

workplace have better motivation. This result indicates that technology may be adapted easily into our daily 

lives. Ramzan et al. [104] proposed a wearable apparel model to track drivers, communicate with mobile 

devices to generate warnings, and initiate any necessary precautionary operations while the user is driving a 

car. Most wearable device manufacturers have focused on specialized components for healthcare solutions. 

Moreover, companies need to redesign their production systems to adapt new service-based process models 

using IoT data to extend value chains and increase their revenues. Rymaszewska et al. [104] proposed a new 

framework enabling companies to produce valuations and use them in their server operations with IoT-built 

solutions. 

As a result of the COVID-19 pandemic, many applications have recently been initiated to keep track 

of the movement of people and to ensure that safe physical distance is maintained between people as defined 

by the Centers for Disease Control and Prevention [106]. This distance can be monitored by Bluetooth IoT 

technologies that transmit data from one device to another in short ranges using Wi-Fi or other links. Recently, 

Google and Apple agreed to collaborate by sharing real-time user movement data to help governments and 

health organizations combat the COVID-19 pandemic. Vagus, an ECG smartwatch manufacturing company, 

has developed new ECG smartwatches to collect crowd-sourced data to measure COVID-19 contamination 

rates [107]. Fischer Connectors has also provided a solution for the easy integration of any IoT wearable 

application into a system with plug and use connectivity [108]. In other words, many companies are working 

on customizable and integrated solutions to improve communication performance and reliability.   

 

8.  ECG DATABASES 

The Telemetric and Holter ECG Warehouse (THEW) [109] is one of the important resources for ECG 

databases. This initiative provides access to electrocardiographic data for the design of analytic methods to 

enlarge the pool of available information from datasets. These databases are accessible upon request. Open 

access ECG databases such as the MIT-BIH Arrhythmia Database, Creighton University Ventricular 

Tachycardia Arrhythmia Database, and European ST-T Database have led to the development and expansion 

of many techniques and methodologies. The American Heart Association (AHA) Database, which is not 

available publicly, also has 154 beat-by-beat annotated recordings of arrhythmias and normal ECG results. 

Moreover, the MIT PhysioNet initiative is one of the most important ECG repositories to be used for ECG-

related research. For example, one of the open access PhysioNet databases, PTB-XL ECG, contains a large set 

of datasets collected with devices from Schiller AG between October 1989 and June 1996, comprising data for 

18885 patients from 12-lead ECGs of 10 seconds in length. Large quantities of electrocardiographic data should 

be tested to get higher accuracy for machine learning algorithms using ECG datasets. 

CardioComm Solutions, Inc. offers a heart rhythm monitor device to measure the risk of atrial 

fibrillation by comparing ECG results with manual pulse monitoring using the THEW database. Alfaras et al. 

[110] presented a study that used the MIT-BIH Arrhythmia (MIT-BIH AR) and AHA databases. In this work, 

each database was divided into two sets of training and testing datasets to eliminate data duplication for 

different types of heartbeats, similar to a real environment. While 22 ECG records from MIT-BIT AR were 

used for training and testing, 79 ECG records were used for training and 75 records were used for testing the 

AHA Database. Another study [111] classified heartbeats using a DNN to evaluate a proposed model using 

two dissection structures of the MIT-BIH Arrhythmia Database. Table 7 represent a comparison between the 

most recognized datasets repositories for ECG data in term of purpose, access type and features. 
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Table 7. Comparison among ECG datasets in term of purpose, access type and features 

Datasets Purpose Access Type  Data features 

Telemetric and Holter ECG 
Warehouse (THEW) 

Design analytic methods Upon Request  293 GB, 3700 digital 24-
Holter ECG recordings 

 

MIT-BIH arrhythmia database Detection of heart arrhythmia 
 

Open Access 48 records, 30 minutes each 
 

Creighton University ventricular 

tachycardia arrhythmia database 

Episodes of sustained ventricular 

tachycardia, ventricular flutter, and 
ventricular fibrillation 

 

Open Access 35 records, 8 minutes each 

 

European ST-T database Assessing the quality of ambulatory 

ECG monitoring (AECG) systems 

 

Open Access 90 records, two hours each 

 

American Heart Association 

(AHA) database 

Evaluation of ventricular arrhythmia 

detectors 

 

Open Access 80 records, 35 minutes each 

 

The LTST Database Detect coronary artery disease  

 

Open Access 24-hour ambulatory 

records 

 
Harvard dataverse TELE database 

 

Detect artifact and UNSW QRS  

 

Upon Request  250 records 

 

 

 

Recently, Chapman University and Shaoxing People’s Hospital (Shaoxing Hospital, Zhejiang 

University School of Medicine) initiated an ECG database for 12-lead ECG signals [112]. This repository has 

data for a total of 10646 patients’ ECGs, including 5956 male and 4690 female patients. In addition to basic 

ECG measurements, this database contains QRS counts, atrial beat rates, ventricle beat rates, Q offsets, and T 

offsets. While 80% of the data was used to train the extreme gradient boosting tree classification model used 

for regression and classification problems in machine learning, 20% of the data was used to test this model. 

The LTST Database contains 24-hour ambulatory registers selected from Holter recordings in Europe 

and the United States between 1994 and 2000 with clinical information in the Waveform Database (WFDB) 

format for waveform data, true QRS annotations, and ST annotations. This repository is suitable for IoT 

environments due to its use of the WFDB format, which can be applied with any devices [113]. 

Sadrawi et al. [114] evaluated arrhythmias with wearable ECG devices using 169 records from the 

American Heart Association Database (AHADB), Creighton University Ventricular Tachyarrhythmia 

Database (CUDB), MIT-BIH Arrhythmia Database (MITDB), and MIT-BIH Noise Stress Test Database 

(NSTDB). Moreover, a performance analysis of QRS detectors was performed by Liu et al. [115] based on 

four experiments using 516 records from different repositories such as the MITDB, MIT-BIH NSR, and 

Harvard Dataverse TELE Database. 

 

9. ECG SIGNAL PREPROCESSING AND FEATURE EXTRACTION 

9.1. ECG Signal Preprocessing  

ECG signal filtering: In order to maximize beat detection efficiency and eliminate baseline wander, 

obtained ECG signals must go through a filtering process. The high-pass filtering technique is widely used in 

the ECG filtering step to remove baseline wander by subtracting a low-frequency trend line from recorded 

ECG signals. Generally, by setting the window size between 500 and 750 points and applying a triangular 

(two-pass) moving average filter, the trend line of the ECG signal is formed. With the intention of eliminating 

high-frequency noise, a low-pass filter is used along with a triangular moving average filter and a window size 

of 3 points.  Moving average filters provide a simple, valuable, and fast method for filtering ECG signals [116].  

ECG signal segmentation: Applying a segmentation technique requires a certain duration of time to 

be set for all of the ECG segments. This time duration is most likely to be between 5 and 20 minutes for all 

segments, and it must be specified for analysis of the HRV. The first step in this technique is to pass moving 

windows over all recorded ECG data. Then, for each window in this time duration, statistical information on 

the ECG data is collected. In most related research work on ECG signals and feature extraction, a list of 

functional ECG segments is generated based on output statistics [117]. For the applicable segment based on 

the specified time duration, the selection criteria are as follows:  

• Mean heart rate 

• Overall number of ectopic beats 

• No missing vital data 

• Ocular observation of noise and ecotype 
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9.2. ECG Signal Feature Extraction 

QRS detection: In general, a correlation-based template matching algorithm is used to locate QRS 

complexes. However, to apply the template matching technique, there are two types of QRS templates that 

need to be used: global and self templates. As the first step before using the QRS templates, an averaging 

process must be performed for a specified number of QRS complexes in order to create the templates. A 

comparison of the created templates is achieved by computing a correlation coefficient, which is decided by 

the researchers based on several factors such as the nature of the ECG data, the aim of the study, or the targeted 

age of the subjects. When the global template fails to detect the QRS complex of the signal, the self template 

is used as a backup to perform the QRS detection process [118]. 

Inter-beat interval (IBI) extraction: Commonly, due to ECG signal physiology, the R wave is often a 

very straightforward wave to be recognized, and it typically has the largest amplitude in comparison with the 

surrounding P, Q, S, and T waveforms. Therefore, researchers rely on the R wave to find the temporal locations 

of beats. The time difference between consecutive R peaks (or the RR interval) represents a beat-to-beat 

interval. Furthermore, NN (normal-to-normal) intervals are correlated with RR intervals, which originate from 

normal sinus rhythms [119], [120]. To calculate the time series of the IBI of an ECG segment containing N 

beats, the following equation is used: 

IBI(n)=beat(n+1)−beat(n), 1nN−1                                       (1) 

 

Here, n is the time location of the nth  beat. 

Three consecutive ECG R peaks along with time and amplitude, as shown in Figure 6, represent the 

IBI between each pair of R peaks over a certain time interval [120], [121].  

 
Figure 6. Determination of IBI based on R waves 

 

The conventional methods commonly used by researchers for ECG preprocessing and feature 

extraction steps are listed in Table 8. 

Table 8. Conventional methods for ECG preprocessing and feature extraction [118] 
QRS Detection 

(Threshold) 
Preprocessing (Filter Technique) 

QRS Amplitude Low-pass filter and curve length transform 

Root Mean Square (RMS) Discrete wavelet transform (DWT) 

Mean Deviation (MD) DWT 

Slope Criterion Bandpass filter 

Signal Peak and Noise 

Peak 

Bandpass filter, derivative, squaring, and 

moving window integrator 

Modulus Maxima Continuous wavelet transform 

 

10. 5G IOT ARCHITECTURE AND INFRASTRUCTURE  

10.1. 5G Architecture 

5G technology is expected to meet IoT requirements such as the demands for multiple device 

connectivity, high data rates, and low latency. Several IoT architectures have been proposed and reviewed from 

different perspectives within the field of 5G-related research. In the works of Al-Fuqaha et al. [122] and 

Mahmoud et al. [123], a three-layer IoT architecture comprising perception, network, and application layers 

was presented. It was considered as the basic architecture for an IoT platform. 5G IoT architecture can be 

divided into five layers that involve data acquisition, analysis, and the sharing of information between different 
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types of network devices [11], [124]. The architecture of 5G IoT layers is demonstrated in Figure 7. In more 

detail, the five layers may be described as follows: 

The sensor layer is the physical layer of the system that consists of sensors used in different IoT 

applications, such as E-healthcare sensors (ECG wearable devices), smart manufacturing sensors, or smart 

home sensors.   

The gateway layer is the low-power wide area network (LPWAN) in 5G IoT architecture. This layer 

can be based on one of the following technologies: Wi-Fi, Sigfox, LoRa, ZigBee, or NB-IoT [125]. The 

Narrowband Internet of Things (NB-IoT) is a new wireless system introduced in 3GPP Release 13 that focuses 

on indoor coverage with a high number of connected devices.   

The network layer is the backbone of IoT architecture as it transfers and exchanges information within 

a wide range. This layer includes a mobile network such as 5G or 4G, a satellite communication network, and 

optical fiber communication.  

The service layer is the IoT platform where cloud computing and big data analytics are implemented. 

The 5G IoT application layer is responsible for providing services to all applications, which may be 

smart homes, smart cities, E-healthcare, smart factories, or smart transportation, among others [11].  

 

 
Figure 7. Architecture of 5G IoT 

 

10.2. 5G Infrastructure 

5G technology is the main infrastructure for future health services and IoT services, particularly for 

ECG biometric authentication. 5G technology provides lower latency, higher capacity, and greater bandwidth, 

which are the main requirements for supporting ECG authentication. One of the main characteristics of 5G 

wireless networks is massive machine-type communication, which requires high connectivity density for IoT 

applications such as smart cities [126]. 5G technology will use the existing LTE frequency range (600 MHz to 

6 GHz) with the new millimeter wave bands (24-86 GHz). The new spectrum is expected to have high 

throughput, lower latency, and high connection density. A 5G wireless network composed of a new-generation 

radio access network (NG-RAN) and a 5G core network (5GC) is shown in Figure 8.  

 

 
Figure 8. NG-RAN and 5G core system [127] 
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The NG-RAN (ng-eNBs and gNBs) offers NR 5G or LTE radio for the core network. A base station 

can be gNB (a 5G base station), providing control and user plane services, or ng-eNB (New Generation - 

Evolved Node B), providing LTE/E-UTRAN radio services. The Xn interface is a logical interface between 

two NG-RAN nodes that establishes a logical connection them, while NG interfaces connect the NG-RAN 

nodes to the AMF (Access and Mobility Management Function) and to the UPF (User Plane Function) in the 

5GC [127]. The powerful characteristics of 5G technology as mentioned above will enable the use of ECG as 

a new promising biometric tool for authentication and identification in the future. 

 

11. ECG DEPLOYMENT OPPORTUNITIES AND CHALLENGES 

A rapid increase in the use of IoT devices and applications in most healthcare systems is currently 

being experienced in accordance with the increasing growth of the world’s population and the accompanying 

increase in various chronic heart diseases. Thus, the IoT has a vital role to play in easing the diagnosis process 

of many cardiovascular diseases in addition to its use in advanced portable devices, making systems more 

effective and efficient. Future IoT systems should be able to handle many concerns for medical and biometric 

authentication systems, such as nano sensors sizes, long-term monitoring which is triggering big data issue, 

and these systems should be highly sensitive to ECG signals. Therefore, IoT systems must be able to handle 

both big data and nanoelectronics.  

The electrical properties and conductivity of ECG sensors and devices will be improved with the 

incorporation of nanomaterials, which are also easily available, and this will reduce the costs. The sensors of 

IoT devices will allow ECG signals to be transmitted via their gateways using communication protocols such 

as 5G, LAN, Wi-Fi, and Bluetooth. These data can then be used by biometric authentication systems or can be 

sent to the cloud or healthcare systems for processing or analysis [128]. Therefore, the IoT faces another 

question of how it should assist the ECG acquisition framework to ensure secure data transmission [129], 

because the IoT generally transmits information through open channels.  

As the numbers of IoT users and devices are increasing exponentially, huge amounts of data are being 

generated. Therefore, big data analytics is emerging as a very important field of technology that will help in 

improving decision-making, extracting useful information, and performing data analysis with the use of 

artificial intelligence algorithms and storage. For wearable and seamless IoT devices to achieve such improved 

systems with complete data collection, the number of electrodes has to be reduced, which is more challenging, 

and in this case, the signal quality must also be considered [130]. In addition, most of the current and future 

IoT devices that monitor ECG signals are shifting toward limb leads instead of chest leads, which affects the 

strength and quality of the signal and will have a negative impact due to the distance from the heart. Many 

studies have also shown that the use of these devices while exercising and the presence of movement artifacts, 

in addition to fatigue and different postures, will affect the recognition performance [131], [132]. 

The current trend in ECG signal acquisition is an evolution toward off-the-person acquisitions with 

an increasing focus on wearable and seamless devices, which leads to an increasing number of noise sources. 

Therefore, more intelligent filters and algorithms must be proposed, in addition to robust and adaptable 

denoising techniques. To achieve remarkable robustness to noise, many researchers have proposed the use of 

deep learning methodologies, which may result in better performance in signal denoising [133], [134]. The 

great potential of deep learning in ECG biometrics should be taken into consideration to provide optimized and 

coordinated solutions by integrating the four stages of denoising, preparation, feature extraction, and decision-

making into one model, leading ECG authentication systems to new levels of robustness and overcoming the 

challenges of noise and variability. Furthermore, ECG biometric systems should be able to reduce 

computational costs and provide adequately powerful hardware, particularly with IoT devices, to perform 

accurately with short ECG segments, which will be a difficult goal to achieve [40].  

Wearable devices today collect massive amounts of medical information using various health 

monitoring applications and such information needs to be placed behind a security wall to prevent it from being 

accessed and abused by adversaries. Thus, IoT security levels, protocols, and standards must be taken into 

consideration. Researchers need to look at the relationship between the mobility of users and the quality of data 

collected, as the duration of data collection in ECG biometric systems will affect the quality of the signals due 

to the low sensing capacity of wearable devices in addition to inevitable muscle activity [135]. Alongside the 

above challenges and future possibilities, there are also some psycho-physiological factors that challenge the 

use of ECG signals as a biometric trait in biometric authentication systems. These include short-term factors, 

such as the age and health condition of the user or geometric-related variations that can occur due to changes 

in position and orientation, and long-term factors such as mental and emotional conditions [136]. 

 

12. CONCLUSION  

This survey has explored different perspectives and issues regarding the opportunities and challenges 

that have a direct impact on utilizing ECG signals in biometric authentication systems to be effectively designed 
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and deployed in the 5G IoT environments. The design of ECG biometric systems varies based on a number of 

factors such as the type of device, the number of leads used, the time taken to collect data, and the portability 

and size of the device. IoT devices currently collect massive amounts of medical information using various 

health monitoring systems and applications. This personal information needs to be placed behind a security 

wall so that it cannot be accessed and abused by adversaries. Accordingly, IoT security levels, protocols, and 

standards must be carefully evaluated. 

Some psycho-physiological factors also affect the usage of ECG signals as a biometric trait in 

biometric authentication systems, including short-term factors such as the age and health condition of the user, 

distorted signals due to geometric-related variations that can occur with changes in the position and orientation 

of the heart, and long-term factors such as mental and emotional conditions. These may cause high levels of 

noise that could obscure the signals, and so these factors must also be addressed. This survey has attempted to 

pave the way toward the effective and efficient implementation of ECG biometric authentication systems 

within the 5G IoT architecture and infrastructure by presenting essential knowledge regarding the deployment 

process of such systems.  

This survey has also provided detailed information on the factors that influence the utilization of ECG 

signals in biometric authentication systems. Some of these factors are associated with signal morphology; some 

factors affect the ECG signals in addition to the deployment of ECG within the 5G IoT environments. The 

commonly used approaches for ECG signal acquisition have also been provided in detail here in the process of 

considering the challenges and opportunities of wearable and seamlessly integrated devices, as this is the 

current mainstream trend in the field of IoT research and industry. The ECG databases most commonly used 

to obtain raw signal data have been reviewed here, along with an explanation of the preprocessing and feature 

extraction of the signals, the 5G IoT architecture and infrastructure, and, finally, the opportunities and 

challenges of ECG deployment. 

In future work, we plan to pursue the implementation of standard biometric authentication systems. 

Targeted standard systems must be characterized as effective active systems that are efficiently compatible 

with 5G IoT architecture and infrastructure. 
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