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data transfer. Key management must be designed with the constraints of these
networks in mind, which include limited computation capabilities, memory, and
energy. Achieving secure and efficient communication in large-scale WSNs is
a significant challenge. In this paper, we propose a simple key management
Keywords: method for securing hierarchical WSNs, which employs only a few hash func-
tions and XOR operations to derive shared keys. Its simplicity makes optimal
use of resources and offers an efficient approach to establishing keys for sen-
sor nodes. Simulation results demonstrate that the proposed scheme reduces
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Wireless sensor network. compared to existing methods such as LKMS, while maintaining strong security
with low computational and communication costs, which are crucial considera-
tions for WSNs.
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1. INTRODUCTION

Wireless Sensor Networks (WSNss) are generally composed of tiny sensor nodes with limited energy,
memory, and computing abilities [1]]. These networks use small batteries as power for the nodes. WSNs are
used in various areas, including in the military and commercial sectors, healthcare applications, environmental
monitoring, traffic control, and industrial applications [2H6]. However, WSNs have some inherent characteris-
tics that make them highly susceptible to various security threats, including distributed deployment, a dynamic
topology, limited resources, and susceptibility to physical attacks. Since the data that are transmitted from
the sensor nodes may contain highly sensitive and confidential information, the confidentiality, integrity and
availability of the data become prime considerations when designing a WSNs [7]].

WSNs can be broadly classified into two main categories, depending on whether they are flat or
hierarchical in nature. In a flat WSN, each node at the sensor level has the same features in terms of data
gathering and transfer over that particular network. This type of network structure is suitable for small-scale
networks, as these are usually easy to manage and require fewer resources. In contrast, hierarchical WSNs
impose a certain degree of hierarchy on the sensor nodes depending on their capabilities. In this framework,
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lower-level nodes, which have severely restricted capabilities in terms of storage, computation, and energy,
reside at the base of the hierarchy. Above them are cluster heads, which have enhanced capabilities compared
to the sensor nodes. At the top of the hierarchy is a mobile sink or base station, which has the most extensive
resources, and which collects and analyzes the data transmitted by the cluster heads. The use of a hierarchical
structure in a WSNs allows for efficient data aggregation, scalable network management, and improved energy
utilization [8} 9].

The area of network security encompasses a collection of services, mechanisms and general policies
that protect a network from unauthorized access and potential attacks [[10]. In general, WSNs security requires
the use of certain methods and tools [11]. Although the introduction of security to such a network is very
advantageous, because it can avoid any possible communication problems, these security processes may cause
computational and communication overload, causing the system to demand more energy and memory [12].

In order to tackle the abovementioned security concerns, several cryptographic methods have been
proposed, and in some of these, key management plays a very important role. Key management is the process
of generating, distributing, updating, and revoking the keys that are used for encryption of messages that are
passed from one node to the other in the network. Thus, good schemes for key management are critical for
establishing secure and dependable operations in WSNs [13]. The objective of key management in WSNs is
to employ reliable and efficient methods for the development of secure channels between the sensor nodes and
the base station for communication. This includes ones that address design and implementation of efficient
cryptographic algorithms and protocol that can be used by resource-limited sensor nodes. Furthermore, key
management schemes should be secure from node compromise, physical attacks, and key compromise [[14}[15]].

This paper therefore presents an efficient, simple key management method for hierarchical WSN se-
curity. The generation of shared keys uses simple hashing functions and XOR operations, with a focus on low
resource consumption and fast key creation among clusters. First, a large pool of keys are generated by the
base station, and a square key matrix is generated. Then, each sensor node is pre-loaded with the ¢;h row and
column from the matrix key. These keys are used to generate the shared keys among the nodes, which are
utilized to protect data transmissions between sensor nodes within the network.

The rest of this paper is organized as follows. A comprehensive survey of related work is presented
in Section 2. Section 3 introduces the network model, and Section 4 describes the proposed method. Section 5
explains the experimental study and presents the results, and Section 6 contains the conclusion.

2. RELATED WORK

In recent years, a considerable amount of research has been conducted on developing key manage-
ment techniques that are tailored to the unique characteristics and constraints of WSNs. These techniques aim
to enhance the security of WSNs by providing mechanisms for secure key establishment, key storage, key re-
vocation, and key updating. A given approach to key management cannot be used for all applications, due to
the many types of WSN applications and their various security requirements; it is therefore crucial to select the
right key management technique for each application. In this section, we analyze the research background, and
introduce and explain a number of important management techniques.

Wuu et al. [16] proposed a Quorum-Based Key Management Scheme for securing WSNs, in which
each sensor was pre-loaded with a subset of the quorum system. When two nodes need to communicate, they
first exchange IDs, and then calculate the shared key from the assigned subset. Daghighi et al. [17] proposed
a hierarchical key management scheme with a re-keying strategy for mobility nodes in order to secure group
communications, called HISCOM. HISCOM used Traffic Encryption Keys (TEKSs), which were shared among
authorized nodes for encrypting and decorating group-intended data, and included a two-tier hierarchical ap-
proach with a Domain Key Manager (DKM) and Area Key Managers (AKM) to manage group communication.
Anzani et al. [18]] proposed a scheme called Merging Hybrid Symmetric Design (MGHS), which was a hybrid
key pre-distribution technique with a symmetric design as a key management strategy for WSNs. The proposed
method used key rings, which were generated by combining blocks with a symmetric design. A parameter d
was used for determining the number of merged blocks to generate the key-rings. Before deployment, a number
of key-rings were generated in the base station and pre-loaded inside node’s memory. The key rings were used
to provide secure communication between two sensor nodes, and each node uses a unique key that was shared
between the key rings. Altaha and Muhajjar [19] proposed a Lightweight Key Management Scheme (LKMS)
for securing hierarchical WSNs. The proposed method employ a symmetric key which consist of only a hash
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function and a XOR operation. Yousefpour ef al. [20] propose a dynamic key management method for hier-
archical WSNs by employing mamdani fuzzy inference mechanism for selecting the best cluster-head when
adding new nodes to the network and for generating the path key. The proposed method has four type of keys:
a route key, pair key, cluster key, and a private key. Singh et al. [21] proposed a multi-level key management
for securing a hierarchical WSNs. The proposed method used Unmanned Aerial Vehicle (UAV) as a secured
third-party to generate a session keys between the sensor node. The proposed method used only a hash function
and XOR operation to generate the session keys. Cheng et al. [22] proposed a scheme for group key generation
and authentication by employing an asymmetric bivariate polynomial to secure the WSNs. Each node com-
bined it input with pairwise shared keys with other nodes and broadcasts the encrypted value into a channel.
Then each node can compute the group key after collecting all released values. Helali et al. [23] proposed a
Key Management method using a Pool-Hash (KMPH) to secure the WSNs. The proposed method introduces a
probabilistic key pre-distribution strategy that seeks to generate a collection of keys including both the hashed
keys and the original keys. KMPH consists of three essential stages in managing keys: shared key discovery,
key pre-distribution, and path key setup. KMPH facilitates the dissemination of the secured keys among the
sensor nodes. During the key discovery phase and the path key setup, new session keys were calculated and
transferred between nodes. Armogam and Seshasayanam [24] proposes an Adaptive Multilevel Location-based
Key Management System (AML-KBS). The proposed method dynamically generated the keys and shared with
each nodes in the networks. AML-KBS provide different types of keys: a sensor key which was shared be-
tween the base station and the sensor node, an asymmetric key set, a neighborhood key which was exchanged
by physically nearby nodes to authenticate their identities and to safeguard their data from malicious nodes, and
a sector key that was shared among nodes of a particular sector. AML-KBS utilizes a location-based approach
for key management, enabling the identification of attackers based on their geographical location. Kumar et
al. [25] proposed a Scalable and Storage Efficient Key Management Scheme (SSEKMS). Three kinds of keys
used in the proposed method namely: pairwise key, network key, and cluster key. The pairwise key was used to
ensure the security of the communication between two nodes. The network key was distributed across all the
nodes. The cluster key was distributed across all the nodes within the same cluster. SSEKMS was dynamic key
management method and can supports adding new nodes and refreshing the keys as needed. Ahlawat and Dave
[26] proposed a method for securing path key establishment based on random key management. The proposed
method used an Attack Matrix (AM) which was designed to determine the sensor nodes’ attack coefficient
when they were placed in the sensor field. By avoiding the nodes with the highest attack coefficient value, path
key exposure was minimized.

3. NETWORK MODEL

The key management method presented in this paper utilizes a hierarchical WSN topology consisting
of many sensor nodes, cluster heads, and a trusted base station, as shown in Figure|l} The network is divided
into several clusters, and all nodes are static. Each cluster has several sensor nodes and a cluster head. The
cluster head nodes act as intermediaries, and are responsible for aggregating and processing the collected data
before transmitting them to the base station. The enhanced capabilities of the cluster head nodes enable efficient
data management and aggregation, thereby contributing to improved network performance [27].

4. PROPOSED METHOD
A hierarchical key management scheme is proposed, which consists of a base station, multiple cluster
heads representing powerful nodes, and ordinary sensor nodes.

4.1. Pre-distribution phase

Before deployment, confidential information is generated by the base station and shared among the
sensor nodes.

Inspired by [16], a large pool of keys is generated by the base station and then used to generate a
square key matrix K with size nn, where n is the number of nodes to be deployed (see Figure[2). Each sensor
node is pre-loaded with the 75, row and 4, column of the key matrix K. For example, node A is uploaded with
a row index of three and a corresponding column with an index of three. For each node, a unique identifier
(ID;) will be uploaded to the node memory. Algorithm [T]summarizes the steps applied in the pre-deployment
phase.
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Figure 1. The network model
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Figure 2. The key matrix

4.2. key management phase

After deployment, the network first enters the clustering phase. Each cluster head sends a
HELLOMESSAGE containing its ID, and each node connects with the nearest cluster head. Each sensor node
can receive signals from several cluster heads, and selects a cluster head based on the optimal signal intensity.
Following this, the key management phase begins. To calculate the shared key, each node discovers its
neighboring nodes in the same cluster.

Suppose A and B are two nodes that want to communicate with each other. Node A sends a message
to node B containing its I D. Node B calculates M7, which is the hash value of the pre-loaded key value equal
to the indexed row of Node B (which is equal to the 1D of Node A), as shown in Equation|[I}

M1 = hash(Bmw[AID]) (1)
Node B then selects a random number rp and encrypts it with M as the key, using Equation [2]
Rp = Eu, (15 © Brow[ArD)) 2

Then, node B sends[M;, Rg, Brp] to node A. Node A calculates M;’ using Equation [3| and compares the
value with M. If M’ = M then it continues to extract rz’, otherwise, the session will terminate.

Mll = haSh(Acolumn [BID]) ®)
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Algorithm 1 Pre-deployment Phase

Before deployment the sensor nodes:

Generate a large pool of keys at the base station.

Generate a square key matrix K of size n x n.

Pre-load each sensor node 7 with the ¢, row and 4,5, column of the matrix K.
Assign each node a unique identifier ID,.

TB/ = DMl’(RB) @Acolumn[BID} @)
Node A then calculates M5 based on Equation ], using the indexed B;p row of node A.
MQ = haSh(A’r'ow [BID]) (5)

Node A selects a random value and calculates the R4 in the same way, using Equation 2], which is encrypted
using M5 as the encryption key.

RA = EM2 (TA SY Armu [BIDD (6)

Node A sends [Ms, R4, Arp] to node B, which then calculates M’ using Equation and compares the value
with Ms. If My = M, it continues and extracts r 4/, otherwise, the session will terminate.

MQI = haSh(Bcolumn [AIDD (7)

TA/ = D]\/IQI(RA) @ Bcolumn[AID] ®)

Finally, Nodes A and B calculate the shared key between them as follows:
Kap = hash(ra’ ®rg') )

The shared key K 4 p is used to secure the communication between the two nodes (node A and node B).

Each node carries out these steps to calculate the shared keys with the corresponding neighbor nodes,
and uses them to secure their communication. Algorithm 2] and Figure [3]illustrate the process of shared key
generation.

Node A Node B

-Calculate M

M; = hash(B,oy[Aip])

-Select a random number rs and calculate Reand
encrypt it with M as follows:

M;, Rs,Bip Re=Epy, (s @ BrowlAp])

-Calculate Mjand compare it withM, ,if M; = M,
then continue and calculate rg’, otherwise, the
session will terminate.

M; = hash(Acoumn[Bip))

= DM{(RB)@ACammn[BID]

-Calculate M,

M; = hash(A,o[Bip])

-Select a random number ra and calculate Ra and
encrypt it with M:as follows: M3z, Ra,Aip >

Ra= Epy, (74 @ Arow [Bip]) -Calculate Mjand compare it withM, ,if M; = M,

then continue and calculate ra’, otherwise, the
session will terminate.

M; = hash(BcopumnlAip])

= DM;(RA)e)BcOlumn[AlD]

-calculate the shared key as follows: -calculate the shared key as follows:

Kup = hash(r,@® r5) Kga = hash(rg® 1)

Figure 3. Shared key generation.
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Algorithm 2 Shared Key generation

Each node discovers its neighbor nodes within the same cluster.
Nodes A and B wish to communicate
Step 1: Node A to Node B
Node A sends its ID to Node B.
Node B receives Node A;p, and do the following:
- calculates M,
- selects a random number r g
- calculates Rp
- sends [My, Rp, Bip) to Node A.
Step 2: Node A Verification
Node A calculates M
if M{ = M, then
Node B B is authenticated. Node A :
calculates M
selects a random number 7 4
calculates R 4
sends [M>, R4, Ap] to Node B.
else
Terminates session.
end if
Step 3: Node B Verification
Node B calculates M}
if M}, = M, then
Node A is authenticated
else
Terminates session.
end if
Step 4: Shared Key Calculation
Both nodes calculate the shared key K 4p
K 4 p is used to secure communications between Nodes A and B.

4.3. Key update

For security reasons, the keys need to be updated periodically or on demand, in order to remove
compromised sensor nodes and to protect against eavesdropping attacks. After a certain period, each node
updates the shared keys with their corresponding neighbors by taking the hash value of the current keys, as
shown in Equation[I0}]

Kz = hash(Kag) (10)

4.4. Add new nodes
Due to its finite energy, a sensor node will eventually die, and a new node will need to be deployed in
place of a dead one. Before deployment, the new node will be pre-loaded with its /D and a secret key, K.
After deployment, the new node sends a H ELLOM ESSAGE to the nearest cluster head, encrypted with the
pre-loaded secret key, to join a cluster. The cluster head sends the new node I.D to the base station. Then, the
base station replays the new node secret key encrypted by the shared key between the base station and cluster
head. Following this, the cluster head decrypts the HELLOM ESSAGE using the key received from the
base station to authenticate the new node, and calculates the shared key between the new node and the cluster
members using Equation
KANZhash(KNGBKAc) (11D

where K 4 represents the new shared key between Node A and the new node; K is the secret key of the new
node; and K 4¢ is the shared key between Node A and the cluster head.
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The cluster head then sends the shared key to Node A and the new node (it is sent to node A encrypted
with the K key, and to the new node encrypted with the K key). The cluster head calculates the shared key
between the cluster members and the new node.

Algorithm 3 Adding a new node to the WSN

The new node is pre-loaded with its ID and a secret key K.
The new node is deployed in place of a dead one.
The new node sends a HELLO MESSAGE to the nearest cluster head, encrypted with K .
The cluster head receives the HELLO MESSAGE.
The cluster head sends the new node’s ID to the base station.
The base station sends the new node’s secret key Ky to the cluster head.
The cluster head decrepit the HELLO MESSAGE using the key received from the base station and authenti-
cate the new node.
for each node; in the cluster do
cluster head calculates the shared key K; 5 between node; and the new node N:
KiN = hash(KN D KiC)
cluster head sends the shared key K;n:
- to node; encrypted with the K¢ key.
- to the new node encrypted with the Ky key.
end for

5. SIMULATION AND RESULTS
5.1. Performance analysis

To evaluate the effectiveness of our method, experiments were conducted using a simulation in MAT-
LAB, where 100, 500, and 1000 nodes were randomly deployed over sensing areas of 100m?2, 200m?2, and
250m? respectively. Table ?? summarizes the simulation parameters. Two primary metrics were used to eval-
uate the proposed method: energy consumption and time consumption. The proposed method was compared
against two existing key management schemes, LKMS [19] and Singh’s method [21]].

Table 1. Simulation parameters

Parameter Value
Network size 100m?2, 200m?2, 250m?
Number of nodes 100, 500, 1000
Initial energy 0.5
Node placement Randomly
Amplifier transmitting energy 100nj /bit/m?
Electronics energy 50nj /bit
Size of Data Packet 2Kbit
NO. of Rounds 1000

Energy efficiency is a crucial concern in key management approaches, due to the energy constraints on
WSNs. Figure[d]summarizes the energy consumption of the proposed method compared with the alternative key
management methods. The results indicate that the proposed method significantly reduces energy consumption
when generating the shared keys compared to the other two methods. This improvement is attributed to the
efficient use of pre-loaded keys and the streamlined process for establishing shared keys between nodes. The
reduction in energy consumption enhances the overall lifespan of the network, meaning that the proposed
method is more suitable for practical WSN deployments where energy efficiency is crucial.

Figure [5|summarizes the time-consuming process of generating shared keys to secure communication
and compares the results with those of the other methods. One of the vital metrics that affect the performance
of WSNss is the time consumed in management. Key management is important when securing the exchanges
made over a network, but it needs to be done efficiently to allow ample time for a network that might be affected
by delays due to key management. Considerable time is spent on key management, which leads to latency of
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time-sensitive information and synchronization of the sensor nodes.
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Figure 4. Energy consumption of the proposed method compared with other methods

The evaluation results show that the proposed key management method achieves better performance
than the previous schemes, LKMS [19]] and Singh’s method [21]], in terms of both energy consumption and
time consumption. With regard to energy, the proposed method achieves a substantial reduction across all sce-
narios, with deployments of 100, 500, and 1000 nodes in the specified sensing areas. This efficiency is mainly
attributed to the reduction of the communication overhead and also the key establishment which employs the
use of pre-stored keys and efficient use of hash functions and the XOR operations. In the aspect of time con-
sumption, the proposed method also revealed significant changes. Compared to other methods, the amount of
time required to perform key management operations, such as generation, distribution, and establishment, was
considerably reduced. Therefore, the proposed method is able to address the issues of energy consumption
and time required for the key management while providing faster and more effective secure communication to
improve the performance and robustness of WSNs.

The proposed method improves energy consumption and time efficiency primarily by minimizing
computational complexity. Unlike LKMS [19]], which utilizes symmetric key cryptography but involves addi-
tional key storage and management overhead for each sensor node, our method leverages a pre-distributed key
matrix and uses only hash functions and XOR operations. This significantly reduces the computational burden
on individual sensor nodes. For instance, in our simulation, the energy consumption for 100 sensor nodes
was reduced by approximately 15% compared to LKMS [19], due to the elimination of costly cryptographic
operations such as modular exponentiations.

Singh’s method [21]], which employs UAVs for key management, introduces higher communication
delays, as it relies on centralized key distribution through the UAVs. In contrast, our method avoids such delays
by allowing cluster heads to handle key management locally, resulting in a 20% reduction in key establishment
time. In addition, Singh’s method suffers from higher energy consumption due to frequent UAV interactions,
while our method reduces communication overhead by using cluster heads, thus enhancing network longevity.
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Figure 5. Time consumption of the proposed method compared with other methods

5.2. Security analysis
5.2.1. Resistance to the physical node capture attack

The proposed key management system provides strong security in the case of a physical node capture,
in which an attacker gains direct access to a sensor node. The shared session keys, which are generated from
random integers and hash functions, are unpredictable and cannot be used again for other sessions, even if the
attacker manages to retrieve the pre-loaded keys on the captured node. The key update mechanism further
limits the damage by periodically refreshing the keys, thus ensuring that the compromised node’s keys become
obsolete after a certain period. Both the Singh’s method [21] and LKMS [19] face challenges when nodes are
physically captured and keys are exposed. Our proposed scheme reduces the impact of node capture by period-
ically updating keys using lightweight hashing and random values. As a result, even if a node is compromised,
future communications will not be affected after a key update.

5.2.2. Resistance to the replay attack

Our key management method for hierarchical WSNs is designed to resist replay attacks, a common
threat in WSNs in which malicious nodes capture and retransmit valid data packets to disrupt network opera-
tions. To mitigate this risk, our method incorporates a mechanism where each communication session between
two sensor nodes involves the generation of unique, session-specific keys. The session keys are generated
using random numbers selected by both communicating nodes during the key setup procedure, together with
pre-distributed keys and hash functions. Due to the variability of random values in each session, even if an
attacker intercepts a message, the encryption keys used in subsequent connections will differ, making the re-
played message ineffective. In addition, each message exchange is verified through hash comparisons, thus
ensuring that the session keys are valid and preventing any unauthorized access or replayed messages from
being accepted by legitimate nodes. Unlike Singh’s method [21]], which is vulnerable to replay attacks due to
its static key distribution model, our method utilizes session-specific keys and timestamps, ensuring that even
if an attacker captures a message, it cannot be reused. This makes our method more resilient to replay attacks.
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5.2.3. Resistance to the denial of service attacks

To counter Denial of Service (DoS) attacks, which aim to exhaust the resources of a sensor node
by overwhelming it with unnecessary requests, the proposed method is designed to minimize resource con-
sumption during key management. By utilizing lightweight cryptographic operations such as hash functions
and XOR, the computational overhead is kept low, reducing the opportunity for attackers to drain node re-
sources. Additionally, the clustering mechanism helps distribute processing tasks, preventing any single node
from becoming overwhelmed. The periodic key update mechanism also ensures that malicious nodes cannot
continuously exploit a previously compromised key, further limiting the impact of DoS attacks.

5.2.4. Resistance to the node compromising attacks

The proposed method includes several safeguards against node compromise attacks, where an attacker
takes control of a sensor node to access the network. By using a hierarchical structure with cluster heads, the
impact of a compromised node is confined to its local cluster, limiting the extent of the damage. The use of
unique identifiers for each node, along with session-specific shared keys, ensures that a compromised node
cannot reuse or distribute its keys to other nodes. Furthermore, the system’s key update process ensures that
any compromised keys are replaced at regular intervals, minimizing the time window in which an attacker can
exploit the compromised node.

5.2.5. Resistance to the de-synchronization attack

De-synchronization attacks occur when an adversary repeatedly forges or delays messages between
sensor nodes, causing them to lose synchronization and disrupt communication. The proposed key management
method mitigates this by relying on periodic key updates and session-specific key exchanges, ensuring that
nodes remain synchronized in their communication. Each session uses a fresh shared key derived from pre-
distributed keys, random values, and hash functions, preventing attackers from forging outdated messages.
Additionally, the mutual verification of keys between nodes ensures that only valid, up-to-date communication
occurs, making it difficult for attackers to de-synchronize nodes.

6. CONCLUSION

This paper proposes a key management method for securing hierarchical WSNs, which can be consid-
ered a simple and effective way of enhancing energy efficiency and time consumption. The proposed method
minimizes the amount of information exchanged and the calculations needed for key management by using
hash functions and XOR operations. The results indicate that the proposed method provides better performance
compared to existing schemes by consuming less energy and less time. These improvements help in increasing
the life span of the network as well as its responsiveness, which are critical factors for the practical deployment
of WSNs. Overall, the proposed method provides a robust and efficient framework for secure communication
in WSNs, making it a viable option for various applications that require reliable and energy-efficient network
performance.
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