APPENDIX B
VULNERABLE FEATURE DATASET

Feature Datatype Category Impact
Input Validation Boolean User input Severe
Parameter Tempering Boolean User Input Severe
Exception Handling Boolean Error/Exception Severe
Use of parameterized Boolean User input Low
query
Visibility of Page Boolean URL lookup Low
Extension
Illegal Input Acceptance Boolean User input Severe
Error Controlling Boolean Error/Exception Severe
DB Info Disclosing Boolean Footprinting/Fingerprinting Severe
SQL Version Disclosing Boolean Footprinting/Fingerprinting Severe
Guessable Table/Column Boolean Unsecure coding convention Severe
Name
Directory Readability Boolean Unsecure coding convention Low
Allowing Null Byte Boolean Unsecure coding convention Moderate
Proper Implementation of Boolean Unsecure coding convention Moderate
Firewall Rules
Trust Intruders Boolean Unsecure coding convention Severe
Use of Real Escape String Boolean Unsecure coding convention Moderate
Parameter Encoding Boolean Encryption Low
Encoding Data while Boolean Encryption Moderate
Taking Input
Execution of Malicious Boolean User input Severe
Code
SQL Server Info Boolean Footprinting/Fingerprinting Moderate




