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1. INTRODUCTION

Recently, the 10T has become a widely known buzzword in the information technology field. 10T is a
big network of intelligent goods interconnected and connected to the internet, that may visualize and control a
big part of the world that surrounds us. The concept of 10T was born at Carnegie Mellon University in 1982.
Some students decided to connect a Coca-Cola distributor to the web to allow consumers to track its contents
from afar; know if there were beverages available and be sure of their proper temperature. Nevertheless, the
Auto-ID Labs at MIT executive director, Kiven Ashton, used the term Internet of Things for the first time in
1999, to describe a system of connected devices[1]. In 1994, Steve Mann invented WearCam. In addition, in
2000 electronics giant LG announced its intention to construct an intelligent fridge, which would detect on its
own whether or not the food stored in it is restocked [2]. Meanwhile, between 2008 and 2009 interconnected
object numbers overtook the worldwide population for the first time.

IoT has no unique definition or universal standards. From his perspective, the ITU defines IoT as “a
global infrastructure for the Information Society that enables advanced services by interconnecting objects
(physical or virtual) through existing or evolving interoperable information and communication technologies.”
[3]. Nonetheless, the ISO and IEC describe it as “an infrastructure of interconnected objects, people, systems
and information resources, as well as intelligent services that enable them to process and respond to physical
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and virtual information.” [4]. The Internet of Things is a revolutionary paradigm that combines a lot of
technologies that can make things (physical and virtual) recognizable and able to communicate with each other.
At first, it was inspired by RFID technology which is critical for remedying identity issues of objects around
us. Over time, the loT integrates other technologies such as wireless sensor networks (WSN), communication
technologies (LoRa, Sigfox, ZigBee, etc.), and cloud computing [5]-[9].

Over the past few years, 10T has immersed increasingly in our daily lives [10]-[13]. Righetti et al.
[14] show the predicted progress in 10T use in a Smart City context. For example, air goodness and
acclimatization, trafficking control, intelligent parking management, smart surveillance, and smart homes.
Jabbar et al. [15] present a cost-effective and hybrid (local and remote) loT-based home automation system
with a user-friendly interface for smartphones and laptops. They developed a mock-up with a procedure for
monitoring the condition of the home and controlling household instruments on the web whenever and
wherever which they called loT@HoMe. Quy et al. [16] Propose an ordinary structural framework using fog
computing for the Internet of Medical Things (Fo-loHT) use. Additionally, they proved that there ARE
enormous opportunities for cloud computing-based IoHT applications.

This big integration of loT services anywhere and everywhere produces significant data flow
generation. As a result, various kinds of obstacles must be overcome before we can fully use the potentiality
of 10T globally. Since data transport requires good connectivity, we can say that connectivity is one of the most
critical 10T network challenges. However, several factors cause connectivity problems such as bandwidth,
energy consumption, signaling, and standards. Similarly, to ensure the best performance regarding the high
rates and repairs of appliances the designer of an 10T solution must consider future technological changes and
maintain an equilibrium between hardware and software.

On the other hand, regarding the limited computational power and memory storage of 10T devices,
the secure treatment of loT data has become a very sophisticated mission. Consequently, threats over 10T
networks become of great quality, several, and complicated more and more over the past few years, which
makes [oT user’s data vulnerable to unauthorized access. Recent investigations show that this exponential
increase in threats results from the weak security structures deployed in 10T ecosystems [17]—-[20]. Enormous
parameters make the security of 10T a heavy achievement, including the poor security of 10T devices, given
that the manufacturers are less interested in conducting requisite analysis to involve security from the outset
than in getting their products on the market immediately. Additionally, Wi-Fi and other wireless
communication networks used in 10T are known to be vulnerable to massive interferences. In addition, the
absence of a singular perspective of 10T and universal norms makes it more challenging to design a security
scheme for an 10T network with heterogeneous equipment. Moreover, the introduction of a universal security
mechanism can be impacted by the dynamic topology of networks, which increases the attack area.

Authentication is the most critical phase towards 10T environment security and privacy as a method
of entity identity verification. It answers the question: “Are you that entity?”. Overall, to guarantee that the
source of data is legitimate, each node could authenticate all other nodes in the loT network [21].
Authentication schemes are several, but all are based on or more of the knowledge, possession, and attribute
factors.

Generally, the level of safety we provide increases with the number of factors we use. Multi-factor
authentication schemes need a high power of computation, interesting memory storage, and much energy.
Nonetheless, because of the limited nature of 10T devices, these conditions cannot be offered. During the last
few years, enormous lightweight authentication schemes have been provided to overcome the limitations of
10T devices. The performance of provided schemes and their cost change underpinned the cryptographic
mechanisms used, such as Advanced Encryption Standard (AES), Rivest—Shamir—Adleman (RSA), Elliptic
Curve Cryptography (ECC), and so on [22].

Over the past few years, various authentication and key accord schemes have been proposed to assure
security and confidentiality in IoT networks. To guide today’s researchers by affording security obstacles, open
challenges, and future directions, multiple comparison studies of 10T authentication are provided in the
literature. Kumar et al. proposed an exhaustive exploration of Internet-of-Things authentication mechanisms
[23]. They examined the potencies and the shortcomings of the current approaches. Furthermore, discussing
the principles of authentication and its related threats, they interlinked the progress of the solution strategies
and presented a taxonomy of 10T authentication. Finally, they discussed new research directions in this area.
Trnka et al. [24] afford a guideline for following research, offering a survey of research published between
2017 and 2020. They classify implicated norms and techniques required in present methods to discover the
taxonomy of 10T security solutions. Sagib and Moon Offered a systematic security assessment and examined
the authentication approaches in 10T networks [25]. The purpose of their survey is to uncover and encapsulate
security issues in IoT related to authentication tools and discover the current scheme’s holes in various types
of authentications. Firstly, they defined security and privacy obstacles and clarified the security alert
throughout different 10T architecture levels. Secondly, they presented the countermeasures reachable for
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dealing with security issues. In addition, they utilized distinct performance measures, including computational
cost, communications costs, and energy use, for benchmarking a few of the current 10T authentication
schemes.

Finally, they presented the simulators used to assess the power of authentication protocols. Bahache
et al. [26] offered a detailed investigation of current authentication schemes in terms of security and
performance. They also provided a new classification of authentication approaches in WMSNSs as a function
of its architecture. Ahmed et Mohammed [27] also synthesized identity control, lightweight authentication, and
authorization research in 10T networks. As a result, they emphasized topical 10T security tendencies and their
achievement.

To investigate the enhancement of 10T authentication can be made by the decentralized architecture
of the Blockchain technology, provided a survey of access assessment of 10T devices utilizing access control
approaches and decentralized authentication [28]. They studied current examinations of Blockchain
applications and presented attempts to enhance security and confidentiality in Blockchain applications.
Therefore, they outlined different security problems related to decentralized I0T authentication. Mohsin et al.
[29] furnished effective information that can strengthen the comprehension of how authentication methods can
be merged with Blockchain technology. They pull up a categorization of Blockchain technology for
authentication in the 10T environments. At last, they analyzed problems surrounding Blockchain technology,
proposed resolutions, and covered the following research orientations.

Newly, the loT-driven healthcare services have been boosted using 5G networks. An in-depth review
of methods to safeguard 10T-5G appliances employed in medical applications was conducted by Sodhro et al.
[30]. Their analysis included reviewing, characterizing, clustering, and categorizing loT-5G appliance
authentication, radio-frequency fingerprinting, and mutual authentication. In the end, they showed some
artificial intelligence methods that can be utilized to develop authentication and give recommendations for the
following research. A brief investigation was conducted by Jiang et al. [31] on how to authenticate Machine
Learning Physical Layers in the 5G-based Internet of Things. The paper also outlined research orientations for
machine learning approaches that can be used to secure 5G-based loT. Wazid et al. [32] conducted a survey
that revealed the regulations and attacks that are likely to occur in 10T networks that utilize 5G. They conducted
a comparative analysis of today’s security protocols to explore future search issues and directions in the
security of 5G-enabled I0T environments.

As bio-features have become a crucial actor for 10T device authentication, Ferrag et al. have studied
the use of bio-features for authentication and authorization in 10T mobile devices [33]. They presented the
several data mining and machine-learning mechanisms required in the authentication and authorization of 10T
devices. Ultimately, by analyzing the existing biometric authentication systems, they identified several types
of problems that need to be addressed for future investigation. Yang et al. [34] provided a summary to help
scientists comprehend potential challenges in biometrics-based 10T security and the direction of research going
forward. They evaluated the actual biometrics-based 10T security research, especially authentication and
encryption. Likewise, they categorized the studied approaches in terms of various biometric characteristics.

This survey is a road map for new researchers to improve 10T opportunities. It provides an exhaustive
study of today’s authentication research between 2018 and 2024; it covers more than thirty authentication
schemes. The contributions of our paper are the following:

v" We provide a simple categorization of authentication approaches in 10T environments.

v' We survey and examine recent loT authentication protocols based on the cryptographic
mechanisms used, the provided security features, the resistance against most popular attacks, and
the computational and communication cost to enable the understanding of the current literature.

v" We highlight open challenges by examining holes in today’s protocols and afford future research
orientations.

The rest of our review is organized that way. The research method is introduced in section two. A
simple taxonomy of 10T authentication schemes is provided in section three. The fourth section presents the
comparison study results. Finally, the fifth section concludes the paper and discusses future research
orientations.

2. RESEARCH METHOD

Our reviewing procedure included two parts. At first, we assembled articles using some preselected
keywords (cryptography, 10T, attacks, authentication, security). To accomplish this stage, we browsed various
numerical sources, including:

»  Google Scholar (https://scholar.google.com/)

+ ACM Digital Library (http://dl.acm.org)

» |EEE eXplore (http://ieeexplore.ieee.org)

- ScienceDirect (https://www.sciencedirect.com)
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«  Springer (https:/link.springer.com/)
- MDPI (https://www.mdpi.com/)

Then, the articles were classified based on the following criteria:
Inclusion criteria:
«  Papers focus on loT authentication.
«  Papers provide a novel protocol for loT authentication.
«  Papers offer a security examination of the provided article.
«  Papers contain a section that evaluates the proposed scheme's performance.
«  Papers investigate obstacles and disadvantages of authentication in 10T networks.

Exclusion criteria

»  Papers published before 2018.

»  Papers redundant.

»  Papers that do not address 10T authentication schemes.

Finally, a simple analysis of the title and the abstract of each article eliminated those with poor quality.
As a result, we admit thirty-one papers as a subject of the comparison study.

3. TAXONOMY OF IOT AUTHENTICATION PROTOCOLS
In this fraction, we show a classification of 10T authentication protocols according to several
parameters [35], these parameters are pictured in Figure 1 and summarized as follows:

Figure 1. Categorization of 10T authentication schemes

Authentication factor. It may be either identity [36]-[40], which is information provided by one
party to another to authenticate, or a feature [41]-[48], which can be physical like fingerprints or hand
geometry, or behavioral like typing dynamics or voice prints.

Architecture. It can be distributed when a direct authentication approach circulated between the
connecting nodes is used[49]-[56], or centralized [57], [58]when a confident authority that enables the
identification data distribution and management is utilized for authentication.

Procedure. Which may be unidirectional when uniquely one node attests the other while the other is
not attested. Bidirectional (mutual authentication[59]-[64]) whenever the two nodes certify to each other.
Three-way authentication in case a confident authority authenticates both nodes and supports them in
authenticating each other.

1JEEI, Vol. 12, No. 1, March 2024: 15-31


https://link.springer.com/

1JEEI ISSN: 2089-3272 a 19

Tokens use. In token-based authentication protocols [65]-[70], the user certifies from a proof of
identity (data) constituted by a server.

Chips use. That may be implicit, when it utilizes material physical characteristics to enhance
authentication, such as physical unclonable functions [71]-[76], or explicit, where it utilizes chips that save
and treat keys utilized for authentication.

4., COMPARATIVE STUDY

4.1. Comparison criteria

Resistance against attacks: It is a significant property in an authentication approach. The
authentication scheme could hold out threats as much as possible to ensure the exchanged data security during
the session. Accordingly, the better the resistance, the stronger the authentication.

Complexity: In 10T networks, energy may be the extremely critical limiting element related to the
potentialities of a sensor. To prolong as much as possible the life of an 10T device and that of the 10T network,
it is essential to manage its energy reservoir reasonably. Consequently, to construct a powerful authentication
approach, it is mandatory to decline the number of operations accomplished.

Session Key Management: A session key is used to specify encryption between two entities to
exchange data securely over a public network. The management of session keys is a critical challenge of 10T,
which consists of various phases: generation, distribution, storage, updating, and destruction of keys.
Generally, a key agreement scheme must be used to arrange a session key impacted by all communicating
entities.

Factor number: Based on the number of factors considered to certify the user, we can identify three
kinds of authentication protocols. A single-factor authentication (SFA) is when the customer authenticates
based only on the password. A dual-factor authentication (2FA) is when the consumer utilizes a smart card and
a keyword to certify. A multi-factor authentication (MFA) demands more factors, including location
information, biometric features, etc.

Mutual authentication: It is a highly prominent notion in 10T authentication approaches. It enables
an loT device to certify the authenticity of the access demand submitted by an entity (human being or another
system) to permit its access to network resources. On the other hand, the customer should also be sure of the
authenticity of the appliance.

Cryptographic algorithm used: During the authentication phase, various cryptographic approaches
can be exploited. Based on these approaches, we may categorize authentication protocols into four categories.
The first category is based on symmetric approaches, given their low cost. The second class is built solely on
asymmetric approaches that can be separated into two kinds: those using usual mechanisms (RSA [77]-[80]...)
and those using elliptic curve cryptography (ECC[81]-[89]). The third class is hash functions-based protocols.
The last class consists of hybrid schemes mixing two or all existing mechanisms.

4.2.  Comparison of the studied protocols

This section offers the result of our comparison study between some of the recent authentication
schemes. The protocols studied are proposed between 2018 and 2024. A major part of these schemes consists
of four phases: the initialization stage, the registration stage, the login and authentication stage, and the
password change stage. To fully understand and examine the schemes reviewed, we utilized various
comparison criteria: cryptography algorithms, security, services offered, resistance against threats,
computational complexity (execution time), and communication cost.
Cryptographic techniques.

Table 1. Cryptography technigues
Protocol Cryptography techniques Factors simulator others
number
[90] Random numbers 2 -
Hash function

[91] Random numbers 2 ProVerif
Hash function
ECC
[92] Random numbers 2 Scyther
Hash function
ECC
Encryption/Decryption
[93] Random numbers 2 Random
Hash function Oracle
Encryption/Decryption Chebyshev’s chaotic
map
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Protocol

Cryptography techniques

Factors
number

simulator

others

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]
[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

Random numbers
Hash function
Encryption/Decryption

Random numbers
Hash function
Random numbers
Hash function
ECC

Random numbers
Hash function
Encryption/Decryption

Random numbers
Hash function
ECC
Random numbers
Hash function
Encryption/Decryption

Random numbers
Hash function
ECC
Encryption/Decryption

Random numbers
Hash function
ECC
Random numbers
Hash function
Random numbers
Hash function
Encryption/Decryption

Random numbers
Hash function
Chaotic map

Random numbers
Hash function

Random numbers
Hash function
ECC
Random numbers
Hash function
Encryption/Decryption
Random numbers
Hash function

Random numbers
Hash function

Random numbers
Hash function
Encryption/Decryption
Random numbers
Hash function
Encryption/Decryption
Random numbers
Hash function
Encryption/Decryption
Random numbers
Hash function

Random numbers
Hash function
ECC
Encryption/Decryption
Random numbers
Hash function
ECC
Random numbers
Hash function
ECC
Encryption/Decryption

2

ProVerif

AVISPA

AVISPA

ProVerif

AVISPA

ProVerif

AVISPA

Scyther

Scyther

Scyther

Scyther

Scyther

Scyther

AVISPA

AVISPA

Scyther

Fuzzy extractor

Fuzzy extractor

Fuzzy extractor

Fuzzy extractor

Fuzzy extractor

Fuzzy extractor/PUF

Fuzzy extractor

Fuzzy extractor

Block chain

Block chain

Fuzzy extractor/PUF

Fuzzy extractor

Hardware Chip
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Protocol Cryptography techniques Factors simulator others
number
[117] Random numbers 3 - Fuzzy extractor/ Symmetric bivariate
Hash function polynomial
[118] Random numbers 2 -
Hash function
ECC
Encryption/Decryption
[119] Random numbers 3 Fuzzy extractor
Hash function
ECC
Encryption/Decryption
[120] Random numbers 2 Scyther

Hash function

[121] Random numbers 2 AVISPA
Hash function
[122] Random numbers 4 ProVerif PUF
Hash function
ECC
[123] Random numbers 2 AVISPA PUF
Hash function
[124] Random numbers 3 Scyther Fuzzy extractor
Hash function
Chaotic map
Encryption/Decryption
[125] Random numbers 2 ProVerif
Hash function

Table 1 shows the cryptographic techniques used in each protocol, Chen et al. [90], Oh et al. [95],
Garg et al. [109], Azrour et al. [120], G. Sharma et al. [121], Z. Zhang et al. [123], and S. U. Jan et al. [125]
presented seven different protocols based on two authentication factors using random numbers and hash
functions. Finally, Oh et al. [95], G. Sharma et al. [121], and Z. Zhang et al. [123] used the AVISPA simulator
to perform a formal analysis of their protocol. Nonetheless, Azrour et al. [120] and S. U. Jan et al. [125] used
the Scyther simulator and the ProVerif tool, respectively, for formal security analysis.

Kaurl et al. [94], Dammak et al. [97], Yadav et al. [107], and Rostampour et al. [111] provided four
dual-factor authentication protocols built on encryption and decryption algorithms, random numbers, and hash
functions. The formal analysis of the schemes provided by Kaurl et al. [94] was carried out using the ProVerif
simulator, as these of Yadav et al’s protocol [ 107] and Rostampour et al’s protocol [111] were carried out using
Scyther.

Krishnasrija et al. [104] presented a two-factor authentication scheme, and M. Tanveer et al. [124]
presented a three-factor authentication scheme using random numbers, hash functions, and chaotic maps.
Kumar et al. [93] used also encryption and decryption algorithms. The formal analysis of the presented schemes
was performed by exploiting Scyther and Random Oracle, respectively.

Hu et al. [91], Panda et al. [96], and Nyangaresi [101] used random numbers, hash functions, and
elliptic curve cryptography (ECC) to build two-factor authentication protocols. When Azrour et al [92],
Pirayesh et al. [114], and [116] Khan et al. [118] combined those mechanisms with encryption and decryption
algorithms to build their schemes. Subsequently, Hu et al. [91] and Nyangaresi [101] used ProVerif, while
Azrour et al. [92] and Panda et al. [96] used Scyther and AVISPA simulators respectively, to conduct a formal
analysis.

Dwivedi et al. [110] suggested a two-factor authentication scheme using encryption and decryption

algorithms, random numbers, hash functions, and Blockchain technology. The proposed scheme was formally
analyzed using the Scyther simulator.
Cui et al. [102], Lee et al. [105], Bagga et al. [108], Khalid et al. [113], and Guo et al. [117] proposed five
three-factor authentication protocols based only on random numbers and hash functions. In the end, Lee et al.
[105] and Khalid et al. [113] used the Scyther and AVISPA simulators, respectively, to perform a formal
analysis of their protocol.

Xie et al. [98], Kou et al. [99], Butt et al. [100], Yu et Park [103], [106], [112], Hajian et al. [115],
and Yadav et al. [119] presented three-factor protocols that use the fuzzy extractor to extract numerical
variables from user biometric information, random numbers, and hash functions. The difference between these
protocols is that [99], [103], and [112] are based on encryption and decryption algorithms, [98], [106], [115],
and [122] are based on ECC, however [100] and [119] combines both techniques. Afterward, Xie et al. [98],
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P. Guo et al. [122] used ProVerif, Butt et al. [100], Yu et Park [103] and [112] used AVISPA, and [106] and
Hajian et al [115] used Scyther to make a formal analysis of their schemes.

Security services.

Generally, to trust an authentication scheme, it should secure enormous security features, including
mutual authentication, which is a security procedure that enables exchanging entities to check each other
identities and trust the communicated data in an IoT network. Anonymity that protects the consumer’s identity
to overcome impersonation attacks. Intractability that secures users from the disclosure of confidential and
sensitive data. Key agreement to generate a key, which may be used for encrypting the communicated data.
Perfect forward secrecy that stops illegitimate entities from intercepting, deducting, or obtaining the key.
Moreover, the key secret that maintains sensitive data secret. As it is clear from Table 2, the schemes [91],
[93], [94], [101]-[105], [115], [118], [120], and [125] are the most effective protocols ensuring all security
features, then the protocols [95], [97], [98], [106], [107], [111], [113], [116], [117], [119], [122], and [123]
which do not ensure the key secret, and [108], [109] that do not ensure the perfect forward secrecy. However,
scheme [112] secures mutual authentication, anonymity, intractability, and key agreement, and scheme [121]
secures mutual authentication, anonymity, key agreement, and perfect forward secrecy. Protocols [99], [100],
[114], and [124] allow mutual authentication, anonymity, and key agreement. Schemes [90] and [92] enable
mutual authentication, key agreement, and key secret. Scheme [96] offers mutual authentication, key
agreement, and perfect forward secrecy. Scheme [110] provides only anonymity and intractability.

Table 2. security features and resistance against attacks

Protocol Fy F, Fs3 Fy Fs Fe A A, As A, As As A7 As As A An Ap
[90] v % x v x  x - - v Vv x x -
[°1] v v v v v J v v - v v - -
[92] v v v v - v v v v - -
[93] v v v v v v v v - v v A v v v -
[94] v v v Vv v ¥ v v - 4 vV v v v -
[99] v v v ¥ V v v - v v v - Y
[96] v v Vv v v - v v - Y
(971 v v v v V v v Vv v Vv v - - Y
[98] v v v ¥ V v v v v v J v v - Y
[99] v v v v v - v v Y v v - Y
[100] v Vv v v v - v v -
[101] v v v v v v v v - v - - - v
[102] v v v v v ¥ v v v v v - Y
[103] v v v Vv v ¥ v v - 4 AV v v - Y
[104] v v v v v v - v v v - Y
[105] v v v v v ¥ v v - Y v v - Y
[106] v v v v V v v Y v v v v -
[107] v v v v V v v - v - - -
[108] v v v Y v v v - v N
[109] v v v Y v v v J v N
[110] x v v - - - - -
(111] v v v v v v - - - - -
[112] v v v oV v v - v v v - -
[113] v v v v J v - - - - v - -
[114] v v v v v - x - - - v
[113] v v Vv v v v v v v Y
[116] v v v v V v v - v - - v
[117] v v v v Y v v Y v v v v Y
[118] v v v v v ¥ v v J v - A v - v
[119] v v v v Y v - - - v - -
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Protocol = F, Fs F4 Fs Fe Ar A2 As Ar As As Ar A Ad Apw An A
[120] v v v v v v - v v Y v v - -
[121] v Vv v v v - v v v - -
[122] v v v Y v v v v N Y A
[123] v v v Y v v v v . Y
[124] v Vv v v - - v Y v -V
[125] v v v v Vv v v v J I A A - A -

F1: mutual authentication, F2: Anonymity, F3: unlinkability, F4: key agreement, F5: key secrecy, F6:
perfect forward secrecy, Al: Impersonation attack, A2: reply attack, A3: node capture, A4: DoS attack, A5:
Insider attack, A6: Stolen verifier, A7: Denning-ssaco attack, A8: password guessing, A9: smart card loss,
A10: GWN bypassing, A11: men in the middle, A12: token modification.

Resistance against attacks.

The comparison based on security services provided by each protocol may give an idea about the
studied protocol; instead, it is not sufficient to evaluate it. For this reason, resistance against known attacks is
examined in this section. Analyzing Table 2, security features and resistance against attacks, we can conclude
the following results:

The scheme [98] is the most robust of the 31 studied,; it is resistant to impersonation attacks, reply
attacks, node capture attacks, password guessing, DoS attacks, stolen verifier attacks, insider attacks, stolen
verifier attacks, man-in-the-middle, and smart card loss attacks. Nevertheless, [99] and [103] are resistant to
all recent attacks except the node capture attacks. In addition, [93] and [94] resist GWN bypassing attacks and
the same attacks as [98] except man-in-the-middle and node capture attacks. The protocol [106] resists in
opposition to GWN bypassing attacks and the same attacks as [98] except for DoS attacks. The scheme [117]
holds out GWN bypassing attacks and the same attacks as [98] apart from the stolen verifier, DoS.

The protocol [118] is resistant in the face of impersonation raids, reply attacks, node capture attacks,
password guessing, stolen verifier attacks, DoS attacks, and man-in-the-middle attacks. The protocol [97] is
resistant to insider attacks, token modification, and the same attacks as [118], aside from man-in-the-middle
and Dos raids. The approach [102] resists impersonation attacks, reply attacks, node capture attacks, insider
attacks, man-in-the-middle, password guessing, and smart card loss attacks. On the other side, [105] is resistant
to all recent attacks except insider attacks together with Stolen verifier attacks.

The scheme [125] is strong against Impersonation attacks, replay attacks, node capture attacks, DoS
attacks, Insider attacks, Stolen verifier attacks, and password guessing. The scheme [123] is strong against
smart card loss, men-in-the-middle, and all the raids resisted by the scheme [125], excluding DoS attacks,
Stolen verifier attacks, and password guessing. However, the scheme [122] resists replay attacks, node capture,
Insider attacks, smart card loss, GWN bypassing, and men-in-the-middle attacks.

The protocol [92] is resilient in the face of reply attacks, Denning-ssaco, DoS attacks, password
guessing, insider attacks, and stolen verifier attacks. However, [120] is resilient regarding smart card loss and
the same attacks as [92] other than Denning-ssaco attacks. The mechanism [95] resists impersonation attacks,
reply attacks, insider attacks, man-in-the-middle, password guessing, and smart card loss attacks. Even though
the mechanism [109] is resistant to node capture attacks and the same attacks as [95], aside from password
guessing.

The scheme [112] resists in the face of impersonation attacks, reply attacks, insider attacks, smart card
loss, and password guessing. Nevertheless, the scheme [104] resists in the face of all later attacks, excluding
impersonation attacks coupled with man-in-the-middle attacks. In addition, [91] also resists node capture
attacks and all attacks resisted by the scheme [112], aside from insider attacks. The approach [108] seems
strong against impersonation attacks, reply attacks, smart card loss, insider attacks, and man-in-the-middle
attacks. However, the approach [115] can resist node capture attacks and attacks resisted by [108], apart from
smart card loss. The scheme [96] also resists password guessing, and all attacks resisted by [108] excluding
smart card loss.

The protocol [124] is resilient against Impersonation attacks, DoS attacks, Insider attacks, password
guessing, and man-in-the-middle attacks. However, the protocol [121] is resilient against replay attacks, Insider
attacks, password guessing, and smart card loss.

The mechanism [116] withstands man-in-the-middle, replay attacks, impersonation attacks, and insider
attacks. At the same time, the mechanism [114] fights back stolen verifier attacks, and all attacks resisted by
[116] but insider attacks. On the other hand, the mechanism, [101] counteracts DoS attacks as well as raids
resisting by the mechanism [116], aside from insider attacks. The scheme [100] is resistant to impersonation
attacks, insider attacks, replay attacks, and password guessing. Nonetheless, the protocol [90] is resilient to
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insider attacks, replay attacks, GWN bypassing, and stolen verifier attacks. Additionally, the scheme [107] can
hold out the same attacks as the scheme [116] apart from man-in-the-middle.

The schemes [110], [111], and [113] are resistant to impersonation attacks coupled with man-in-the-
middle attacks, replay attacks, and smart card loss, respectively. Although, [119] fight back only smart card
loss and replay attacks.

Computational cost.

In this section, we examine the computational needs of the studied schemes. The notation Th is defined
as the temporal requisite of the hash function. Te is the temporal requisite of the elliptic curve point’s
multiplication. Tc is the temporal need of Chebyshev’s chaotic map use. Ts is the temporal need of symmetric
encryption/decryption. Tf is the temporal exigency of the fuzzy extractor. Tasym is the temporal need of
asymmetric encryption/decryption. Tpuf is the temporal requirement of physical unclonable function. Tsig is
the computational cost of the HECDSA signature algorithm. The cost of calculating the operation or exclusive
is generally overlooked because it requires minimal calculations. According to [93] Th=0.0005 s, Tc=0.02102
s, Te=0.063075 s and Ts=0.0087 and according to [97] Tasym=Te=Tf=0.063075 s. Depending on [105]
Th=1,91%* Tpuf, as a result, we consider Tpuf=0,02608s. Based on [93] and [114] Tsig= 0,47 s.

Table 3. Computational requirement of login and authentication phase

protocol User Getway Sensor total Execution time ~ Communication
(ms) cost(bits)

[90] 7Th 11Th 6Th 24Th 12 -
[°1] 7Th+ 3Te 10Th+ Te 6Th+ 2Te 23Th+6Te 390 -
[92] 5Th 6Th+4Te 2Th+2Te 13Th+6Te 385 -
193] 5Th+2Tc+2Ts 7Th+2Ts 3Th+2Tc 15Th g;ﬁc * 126,4 1408
[94] 8Th+ 2Ts 7Th+ 1Ts 6Th+ 1Ts 21Th+ 4Ts 453 2136
[95] - - - 42Th 21 2080
[96] - 5Th+4Te 4Th+4Te 9Th+8Te 67,57 1760
[97] 16Th 19Th+Ts 7Th 42Th+Ts 29,7 2272
[98] 7Th+3Te+1Tf 7Th+Te 4Th+2Te 18Th+6Te+Tf 390 -
[99] TTh+Tf+2Ts 12Th+2Ts 6Th 25Th+TF+4Ts 49,8 -
[100] 3Th+2Te+TH+Ts  Th+2Te Theors  °TATERTRST 2834 :
[101] 6Th - 8Th+Te 13Th+2Te 132,6 2016
[102] 13Th+Tf 13Th 9Th 35Th+Tf 80,6 2496
[103] ; ; ; 15Th+Tf+2Ts 88 928
[104] 6Th+2Tc 8Th+Tc 6Th 20Th+3Tc 73 3510
[105] 11Th+Tf 16Th TTh+Tf+Tpuf  34Th+2Tf+Tpuf 169,23 1837
[106] 9Th+ 3Te 9Th+ Te 7Th+ 2Te 25Th+ 6Te 390,9 3712
[107] 3Taes+T 3Taes + Th - 6Taes + 2Th 53,2 896
[108] 16Th+Tf 13Th - 29Th+Tf 77,6 4128
[109] ; - - 16Th 8 1792
[110] - - - 6Th+9Ts 8,13 -
[111] - Ts Ts 2Ts 17,4 278
[112] 8Th 11Th +1Ts 5Th+1Ts 24Th+2Ts 29,4 2000
[113] 4Th + 2TF 11Th 3Th 18Th + 2Tf 135,1 2688
[114] ) ) ) 15T2hT: iéIngtTH 1486

[115] ] ; ; 8Te+14Th 1331 1344
[116] Ts+2Tas+3Th  Ts+5Th 2Tas+aTh 210 ATaym 2752 :
[117] Tp+8Th Tp+8Th - 2Tp + 16Th+Tf 87,1 2112
[118] 5Th+3Te 5Th+2Te+Ts 3Th+3Te+Ts  13Th+8Te+2Ts 528,5 2880
[119] - - - Ts + 15Th+6Te 3946 3680
[120] 6Th 8Th 3Th 17Th 85 -
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protocol User Getway Sensor total Execution time ~ Communication
(ms) cost(bits)
[121] - - 16Th 8 -
[122] 12Th+TlE>|uf+3Tm 12Th+Tmul 7Th+TpLIJf+2Tmu 30Th+§q‘ll;r|)uf+5T 3825 2248
[123] 6Th+2Tpuf 8Th 6Th 20Th+2Tpuf 62.2 1760
[124] 4Th+4Tn(i+3Tasy Th+Tc+Tasym  2Th+Tc+2Tasym 7Th+6Tn2+6Tasy 508,1 896
[125] 11Th 15Th 4Th 30Th 15 3680

Table 3 shows the computational requirement pf the studied authentication schemes. The two-factor
lightweight authentication protocols [90], [94], [95], [97], [107], [109], [110], [111], [120], [121], [123], and
[125] need 24Th, 21Th+ 4Ts, 42Th, 42Th+Ts, 6Taes + 2Th, 16Th, 6Th+9Ts, 2Ts, 17Th, 16Th, 20Th+2Tpuf,
and 30Th respectively. The three-factor lightweight authentication protocols [99], [102], [103], [105], [108],
[112], [113], and [117] require 25Th+Tf+4Ts, 35Th+Tf, 15Th+Tf+2Ts, 34Th+2Tf+Tpuf, 29Th+Tf,
24Th+2Ts, 18Th + 2Tf, and 2Tp + 16Th+Tf respectively. Nevertheless, The two-factor hybrid authentication
schemes [91], [92], [93], [96], [101], [104], [114], [116], and [118] demand 23Th+6Te, 13Th+6Te, 15Th +
4Tc + 4Ts, 9Th+8Te, 13Th+2Te, 20Th+3Tc, 15Th + 2Tf+4Ts+ 2Tsig+6Te, 2Ts + 4Tasym +11Th, and
13Th+8Te+2Ts severally. While, The three-factor hybrid authentication schemes [98], [100], [106], [115],
[119], [122], and [124] demand 18 Th+6Te+Tf, 5Th+4Te+Tf+3Ts, 25Th+ 6Te, 8 Te + 14 Th, Ts + 15Th+6Te,
30Th+2Tpuf+5Tmul, and 7Th+6Tc+6Tasym severally. Figure 2 illustrates the estimated run time for each
scheme.

Communication cost

To enhance communication efficiency, the communication costs of an authentication scheme must be
reduced. Based on the graphs in Fig. 3, the schemes in [104], [106], [108], [119], and [125] incur the highest
communication overheads. This is followed by the protocols in [93]-[102], [105], [109], [112], [113], [115],
[117], and [118]. Notwithstanding, the schemes [103] [107], [111], and [124] require the lowest
communication costs, they are weak against the majority of known attacks, and as has been mentioned before,
they cannot ensure perfect forward secrecy.

Estimated run time (ms) Estimated run time (mns)

P ) 622 » 200 169.23 .
29 w3 g 150 1331
= = 88 77 87.1
g4 § 100 “45g01 6 806
£ 30 I 17.4 15 g, I 294
£ 20 3 s13 8 ’ 35 I I F
o
an [ ] I [ | | E 0 L -

[94] | [97] | [90] [1 0] [95] [107]|[109] [111] [110] [121] [123] [125] [99]  [103] = [105] [i08] = [117] @ [102] | [112] @ [113]

20192019 2020 | 2021 | 2021 2022|2022 2022 2023 2018 2024 2023 2019 | 2022 | 2022 | 2022 | 2022 | 2023 | 2023 | 2023

Proposed protocols Proposed protocols
Two-factor Lightweight authentication schemes Three-factor Lightweight authentication schemes
Estimated run time (ms) Estimated run time (ms)
L 2000 » 600 508.1
£ 1500 1486 2 500 ~389.95 3946 390.9 382.5
k= = 400 283401
8 1000 g 300
ERETIR suass SO s 1326 7152 F %88 I I I I - I
g 2638 67.57 2. 73 8
5 o = _— . I . - | _— g 0 .
93] | [96] = [92] @ [118] = [91] @ [101] @ [114] | [116] | [104] [98] | [100] = [119] @ [106] = [115] @ [122] @ [124]
2020 | 2020 | 2021 | 2022 | 2022 | 2022 | 2022 2022 | 2023 2021 | 2021 | 2022 | 2022 | 2022 2024 | 2023
Proposed protocols Proposed protocols
Two-factor Hybrid authentication schemes Three-factor Hybrid authentication schemes

Figure 2. login and identity verification estimated run time.
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Figure 3. login and identity verification estimated storage.

4.3. Classification of the studied protocols

In this section, we classify the protocols we have studied into two classes. Based on the cryptographic
algorithms, we identify lightweight schemes that use random numbers, hash function, and encryption
mechanisms, and hybrid schemes that require the previous mechanisms combined with elliptic curve
cryptography, chaotic maps, or both. According to the authentication factors, we detect dual-factor schemes
which use possession and knowledge, and three-factor schemes which need possession, knowledge, and
attribute. The results of the classification in terms of cryptographic algorithms and authentication factors are
presented in Table 4. It illustrates four classes two-factor lightweight authentication protocols, three-factor
lightweight authentication protocols, two-factor hybrid authentication, and three-factor hybrid authentication
schemes. By analyzing the result of the classification correlated with the login and identity verification
estimated run time presented in Figure 2. we observe that no matter the number of authentication factors used,
the lightweight schemes seem faster than the hybrid schemes. Moreover, the two-factor hybrid authentication
schemes require less computation power than three-factor hybrid authentication. Finally, we conclude that the
addition of the third factor and additional cryptography techniques increases, partially, the computational cost
and the energy consumption.

Table 4. Authentication schemes classification.

protocol Lightweight authentication Hybrid authentication
Two-factor authentication C.-T. Chen et al. [90] B. Hu etal. [91]
D. Kaur et al. [94] M. Azrour et al. [92]
J. Ohetal. [95] D. Kumar et al. [93]
M. Dammak et al. [97] P. K. Panda et al. [96]
A. K. Yadav et al. [107] V. O. Nyangaresi et al. [101]
N. Garg et al. [109] R. Krishnasrija et al. [104]
S. K. Dwivedi et al. [110] J. Pirayesh et al. [114]
S. Rostampour et al. [111] C. Patel et al. [116]
M. Azrour et al. [120] M. A. Khan et al. [118]

G. Sharma and S. Kalra[121]

Z. Zhang et al. [123]

S. U.Janetal. [125]
Three-factor authentication L. Kou et al. [99]
J. Cui et al. [102]

S. Yuand K. Park [103]

J. Lee etal. [105]

P. Bagga et al. [108]

R. Kumar et al. [112]

B. Khalid et al. [113]

Y. Guo etal. [117]

Q. Xie etal. [98]
T. M. Butt et al. [100]
X. Wang et al. [106]
R. Hajian et al. [115]
A. K. Yadav etal. [119]
P. Guo et al. [122]
M. Tanveer et al. [124]
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5. CONCLUSION

This paper provides a detailed description of the Internet of Things authentication literature,
considering authentication is the most critical agent in network security. First, we categorized the loT
authentication mechanisms. Then, we evaluated some current authentication schemes based on various criteria,
including cryptographic mechanisms used and the deployment cost. The advantages and weaknesses of the
studied schemes are presented by their resistance against attacks and their cost. The analysis of the examination
results illustrates that the backbend of authentication may be the ECC, encryption mechanisms, chaotic map,
or only random numbers and hash functions in the case of lightweight schemes. The robustness and the cost of
each scheme are linked directly to the backbend and the number of authentication factors used. Generally,
lightweight authentication and two-factor authentication require less computation power than hybrid schemes
and three-factor schemes. However, the more we use factors and strong cryptographic methods, the more robust
the scheme we provide. Despite the robustness of today’s authentication schemes, various attacks require more
interest, such as node capture, DoS attack, stolen verifier, denning-ssaco attack, and GWN bypassing. The
limited character of centralized authentication approaches leads researchers to discover new research
directions, such as Blockchain-based authentication, Post-quantum Cryptography, and Machine learning.
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