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 Several difficulties are faced in developing a robust and transparent color 

image watermarking system, which requires the blending of the human visual 

system (HVS) during its design. Therefore, employing masks that take into 

account the features of HVSs has become a very effective tool for boosting 

robustness requirements without significant alterations in image 

imperceptibility. The present article offers watermarking strategy for colored 

images employing a reverse self-reference image in conjunction with the HVS 

constraint. A color image first undergoes conversion through the Red, Green, 

and Blue (RGB) format to the National Television Systems Committee 

(NTSC) space. The reference image is derived from the luminance channel 

through the discrete wavelet transform (DWT) domain. However, the chaotic 

map serves to generate the watermark, and a 2D torus automorphism is 

subsequently used to scramble the watermark. Therefore, the watermark is 

scrambled and placed in the reference image. Moreover, the detecting phase 

involves the host image, where the reference image is extracted from both the 

host and the image with a watermark, and the correlation is subsequently used 

to assess the similarity between the retrieved and the introduced watermark. 

The proposed watermarking scheme can retain the watermarked image's 

perceptibility justified by the PSNR. In addition, it achieves high robustness 

to withstand a wide array of attacks. 
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1. INTRODUCTION  

Digital watermarking, also known as watermarking, is a developed approach in the realm of 

information security technology; it is mostly utilized on open networks for copyright protection, content 

authentication, and integrity attestation [1]. Among recognized platforms such as LinkedIn and Facebook, 

digital images are the most popular data-sharing media [2], where image watermarking serves as a solution to 

prevent unauthorized use of the intellectual property of unlawful end users. 

There are three types of watermarking techniques: The first kind of watermarking is called robust, the 

second kind is semi-fragile, and the final kind is called fragile. Watermarking methods that are semi-fragile or 

fragile may both be completely changed or altered. Moreover, robust watermarking methods must be resistant 

to common attacks [3]. 

Depending on the processing domain, there are two groups of image watermarking approaches. The 

watermark is consequently inserted by changing the elements of the original signal or image in the spatial 

domain [4]. However, employing any of the recognized transformation approaches in the transform domain 

field, including Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT), Discrete Wavelet 

Transform (DCT), or radon transform, either the watermark or the owner's image, or both, are transformed [5]. 

The DWT-based watermarking approach is commonly employed due to its effectiveness when compared to 
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other transformations, as this approach has several advantages [6]. Copyright is embedded in the frequency 

domain since it is more resistant to common attacks. However, the spatial domain is adopted in the 

watermarking process because it has the greatest payload capacity [7]. However, their combination has been 

widely discussed recently. 

In addition, it has several characteristics, such as invisibility, robustness and recoverability [8]. These 

requirements involve a three-dimensional trade-off relationship. A trade-off occurs between the other two 

dimensions if one dimension is fixed [9]. 

Instead of adopting random insertion locations, the watermark could be inserted in those regions of 

an image that are the most perceptually meaningful based on human visual characteristics [10]. In light of this 

ideas, using perceptual masks that take the HVS's properties into consideration seems to be a successful method 

for enhancing a watermark's robustness without compromising image quality. While the embedded watermark 

is practically undetectable by the human eye, and the conventional image processing technologies must not be 

able to remove the incorporated watermark [11]. 

Most watermarking approaches in the literature are based on pseudorandom sequences. However, an 

effective substitute for pseudorandom watermarking sequences for watermarking and encryption procedures is 

sequences provided by iterations of chaotic maps. Additionally, it represents a very susceptible system to its 

initial state and seed, where even minor changes can cause significant changes in chaos after a number of 

repetitions [12], and the system will run in different orbits, which are difficult to analyze and calculate [13]. 

Color images offer a greater capacity for embedding compared to grayscale photos due to their higher 

number of channels [14]. RGB color images consist of three color channels, each of which is an eight-bit 

grayscale image [7]. Nevertheless, the RGB color space is suitable for image display but is not an optimal 

solution for computer image analysis [15]. The major issue of the RGB color spaces is its strong correlation 

between each of its components [16]. To overcome this problem, color space selection is a critical stage in 

watermarking-based applications. 

The proposed solution for RGB image watermarking involves separating intensity components from 

color components by using the National Television Systems Committee (NTSC) space. Three elements make 

up the image data in the NTSC format: brightness (Y), hue (I), and saturation (Q) (color information) [17]. 

Grayscale information is represented by the luminance component, while chromatic properties are represented 

by the I and Q components together [18]. 

As mentioned earlier, Luminance is more sensitive to the human eye than chrominance [19]. It has become 

important to exploit the characteristics of the HVS to more effectively hide a robust watermark [10]. 

Liu et al. [20] developed an image-based self-reference to design a watermarking scheme when the 

higher-frequency DWT band is zeroed during the watermark embedding steps. In addition, study on the human 

visual system (HVS) reveals that most of the energy for an image is focused at low frequencies as well as the 

human eye is sensitive to adjustments at this frequencies [19]. With respect to human eye properties, a reverse 

self-reference image is conceived for watermark embedding by eliminating the low-frequency DWT band. 

This work uses a perceptual model-based robust watermarking color image approach in the DWT 

domain obtained from reverse self-reference images and a permuted chaotic watermark. 

In the following section of this paper. Section 2 reviews related works on color image watermarking 

approaches. In Section 3, we quickly explore the approaches employed, namely, the RGB and YIQ color 

spaces, watermark generation, wavelet decomposition, and reverse reference image extraction. We address the 

proposed watermarking strategies in Section 4. Section 5 outlines the discussion of the achieved findings, and 

Section 6 draws conclusions. 

 

2. PREVIOUS WORK  

There are numerous color spaces, and the selection of an appropriate space for image watermarking 

should be determined by several critical issues depending on the needs of the intended application. Previous 

related studies have offered a variety of strategies for embedding watermarks in color spaces. 

Employing the RGB color space to include the watermark in the image, as in the work of Visanavi et 

al., singular value decomposition (SVD) is applied to the blue channel of the host image, and the watermark is 

embedded in this latter [21]. Mohamed et al. exploited the RGB color space to create a blind watermarking 

technique based on the integration of a watermark utilizing both the discrete wavelet transform (DWT) and the 

discrete cosine transform (DCT). A self-adaptive color selection method is employed to choose between the 

blue and the green channels of the image that can function as the host for the embedding process [22]. 

Nevertheless, Sun et al. carried out studies on YIQ color space watermarking for colored images, 

employing a discrete wavelet transform to embed the watermark in both the Y and Q components [23]. In the 

work of Su et al., the encoded watermark was adaptively injected into the luminance channel related to the 

YIQ color space using the integer wavelet transform (IWT) domain. The proposed method makes it possible 

to extract a watermark without using the host image or original watermark [24]. In the work of Gunjal et al., 
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the watermark was inserted in the YIQ space using the I component in the two domains DCT/DWT, and they 

concluded that the Q channel's PSNR (peak signal-to-noise ratio) and normalized correlation (NC) values are 

superior to those for the Y and I channels in terms of the PSNR and NC, respectively [25]. A study conducted 

by Liu et al. suggested a unique blind color watermarking technique based on the integer discrete wavelet 

transform (IDWT), in which the color host image is converted into the YIQ color space. After that, the secured 

watermark was simply added to the Y luminance channel of the colored image [26]. In the work of Dey et al., 

the watermark hiding process is performed on the retrieved Q component of the YIQ space, where the two-

level DWT is applied, and the watermark should be present at the stage of detection. The host and the 

watermarked image's imperceptibility is gauged using the peack signal to noise ratio(PSNR) metric. Moreover, 

the normalized correlation (NC) serves the purpose to measure how much the produced watermarks reflect the 

initial inserted watermark [27]. 

 

3. METHODS  

In this section, we will outline the various tools required to implement our own color image 

watermarking concept. We first define several concepts. 

 

3.1. RGB and YIQ color spaces 

We first define some concepts related to the YIQ color space. 

The RGB color space is the most popular color system in digital data processing field., but it presents 

very high correlations between pixel values, which is not suggested for image watermarking. Although the 

RGB color space can be transcribed to the YIQ color system, where the Y component represents intensity, 

while the I and Q components provide color information [24]. 

The following equations are used to convey the RGB color system into the YIQ color space: 
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To determine the RGB values associated with YIQ, the inverse matrix method is used according to 

the equation below: 

[
𝑅
𝐺
𝐵

] = [
1         0.9563      0.6210
1  − 0.2721  − 0.6474
1   − 1.1070      1.7046

] [
𝑌
𝐼
𝑄

]     (2) 

3.2. Watermark generation 

The creation of the watermark signal involves a process that comprises three distinct stages. Initially, 

a one-dimensional chaotic signal is created. The 2-D base watermark is then produced by warping the 1-D 

signal. Finally, the permutation of the watermark 2-D is performed. More information on the watermark 

generation process is provided in the subsections that follow. 

 

3.2.1. 1-D chaotic signal generation 

A logistic map is a primary instances of a map that is chaotic and has been described by [28]: 

 

)1(1 nnn XXX −=+                                     (3) 

 

0 ≤ 𝑋𝑛 ≤ 1, and0 ≤ 𝜆 ≤ 4, where 𝜆 represents the bifurcation parameter. Based on its value, the system's 

behavior might change greatly. When 3.57 ≤ 𝜆 ≤ 4, the obtained sequence is nonconvergent, nonperiodic, 

and extremely sensitive to the starting value [29]. 

 

3.2.2. Two dimentionnal watermark construction  

A two-dimensional (2D) watermark w of size m×n is formed by considering a sequence X_n of size 

m×n, and we establish a threshold T_w; if a sequence element is larger than the threshold, it is replaced with 

1; otherwise, it is replaced with 0 according to the formula below: 
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As a result, we obtain the expected mark. 

 



IJEEI  ISSN: 2089-3272  

 

Efficient Invisible Color Image Watermarking Based on Chaos (Samia BELKACEM et al) 

519 

3.2.3. Scrambling of the watermark 

Processing security is improved by scrambling or encrypting data before embedding watermarking. 

To increase security and robustness, before the embedding stage, the watermark image must be shuffled or 

encrypted [16]. Image scrambling can be performed with any reversible mapping. The image is scrambled in 

this article using the two-dimensional automorphism transformation, which is defined as [30]: 
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To demonstrate the effect of the scrambling method by using two-dimensional automorphism 

transformation, we use the image called the watch as an example, as shown in Fig. 1; however, the aim of 

scrambling in this work is to scramble the reconstructed 2D watermark. This means that all of the pixels at the 

watermark image coordinates are altered when equation (5) is applied. 

 

 
Figure 1. Example of a permuted image: (a) Watermark image; (b), (c), and (d) Permutation of the image; (a) 

After one, two, and three iterations, respectively 

It is evident from Fig.1 that the coordinates of all the pixels in the watermark image undergo a change. 

The total number of alterations performed to the watermark image is retained as a secret element of information. 

 

3.3. Wavelet transform 

The DWT separates an image or signal throughout subbands according to the levels of the filter bank. The 

decomposition of images/signals produces a collection of wavelet-based basis functions. [31]. It can jointly 

offer time and frequency information [32]. The process of decomposition via the wavelet transform is depicted 

in Fig. 2. 

 

  

 

 

 

 

 

 

Figure 2. Image decomposition process in the wavelet transform 

 

In order to obtain low-frequency (approximate coefficients) and high-frequency (detail coefficients) 

data, low-pass (LP) and high-pass (HP) filters, respectively, were used. Therefore, the approximation 

coefficients are further divided into a second-level approximation and detail coefficients. The same approach 

is thereafter followed for n-level decomposition, and so forth [33]. 

Image 

Low pass filter 
Approximation 

coefficients

High pass filter
Detail 

coefficients
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Fig. 3 shows an illustration of wavelet decomposition of an image on AC (approximate coefficients) 

and DC (detail coefficients) to single-level decomposition into four subbands named LL, HL, LH and HH, 

where LL provides the approximation coefficients, yet HL, LH, and HH design the detail coefficients. 

 

 
Figure 3. Image decomposition (a): Image,  (b): LL, LH, HL, and HH sub-bands 

 

3.4. How can reverse self-reference images be obtained? 

A reverse self-reference image is obtained by removing the low-frequency DWT band, 

considering the characteristics of the human visual system. 

The procedure for building the reverse self-reference image includes the following steps, as depicted 

in Fig. 4. 

 

 
Figure 4. Framework of reverse reference image extraction 

The initial step of the method involves decomposing the host image into a single level using a suitable 

wavelet mother. In the second stage, the low-frequency components are zeroed (LL=0). In the second stage, 

the low-frequency components are zeroed (LL=0). Ultimately, the reverse reference image is generated by 

applying a single level of the IDWT's reverse.  

 

4. Proposed Watermarking Technique 

Robust color image watermarking in the YIQ space-based watermark generated by a chaotic map is 

presented in this section. We will adress the embedding process in the color image and the detection process 

of the watermark. 

The following list contains the abbreviations that are used in our watermarking scheme: 

1) Im indicates a collection of digital images in grayscale that should be preserved to the size M×N, 

Im={〖Im〗_ij∈[0,1,…,2^(L-1)]}, where L represents the binary bits of an image pixel with a gray 

level. 

2) w is the watermark's element. 

3) Iw represents the watermarked image.  

4) Ref  is the reference image. 

5) Ref_w is the watermarked reverse self-reference image. 

6) α is the scaling factor. 

7) Y is the luminance component. 

8) Yw is the watermarked luminance component. 

 

4.1. Watermark embedding  

The proposed watermark embedding approach is presented in Fig. 5 and can be summarized as 

follows: 

Initially, the RGB color image was subjected to three color separations utilizing the NTSC format into 

YIQ space. Then, the luminance component Y is selected to extract the reverse self-reference image. 

An identical-sized watermark to the Y channel is produced using the logistic map. Here, the 

watermark is first scrambled using permutation equation (5). The watermark is introduced into the reference 

image in the spatial domain in the additive way as follows: 

Ref_w=Ref+α.w         (6) 

where α adjusts the watermark's insertion strength to achieve equilibrium between invisibility and 

resistance to attacks. 
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Figure 5. Framework of proposed watermark embedding 

The watermarked reference image is decomposed into a 1-level DWT, and its low coefficients are 

subsequently replaced with the original AC obtained from the Y channel. Then, the inverse DWT is used to 

obtain the marked reference image. After watermarking the luminance image, we rebuild the color 

watermarked image (Iw), which is described by the triplet: the watermarked luminance Yw and the two original 

components Q and I. 

 

4.2. Watermark detection 

Watermark detection acts as a reversal technique of the embedding technique stated previously. In the 

process of detection, one needs to know the inserted mark and the host image, and the spatial domain is used 

to carry out the detection. Figure 6 in this work illustrates the detection method. 

However, the original image and the watermarked image undergo changes into NTSCs, after which 

the luminance component is extracted. Therefore, we compute the correlation value between the embedded 

watermark generated by the secret keys ( kk & ) and then calculate the difference between the two reference 

images (𝑑 = 𝑌𝑤 − 𝑌) for getting the retrieved watermark. 

 

 
Figure 6. Framework of proposed watermark detection 

The detector stage calculates the correlation between the retrieved watermark and the initially 

incorporated watermark, it helps in determining if the watermark is present in the image under consideration. 

An image is watermarked if the result is higher than the predetermined threshold value (th); if not, it is not 

watermarked. 

For an effective watermarking scheme, establishing an appropriate threshold to reduce the number of 

false negatives and false positive alarms is crucial. However, the fixed threshold should be higher than the 

correlation value between the retrieved watermark and the watermarks produced randomly. In addition, the 

correlation must be much smaller than the correlation between the retrieved watermark and the watermark that 

was truly inserted [34].  
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4.3. Evaluation metrics 

There are numerous metrics for evaluating watermark methods. To quantify the effectiveness of the 

detection performance in term of correlation metric, we use the following equation [35]: 
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where 𝑑 and 𝑤 indicate the extracted and original watermarks, respectively, corresponding to �̅� and 

�̅�, respectively, of their mean values. 

Correlation value of 1 is required for perfect algorithms, and a good watermarking scheme should 

provide a 𝜌value close to 0.7 [36]. 

The second criterion that we employ is the PSNR (Peack Signal to Noise Ratio) metric is applied to 

estimate the degradation of the watermarked image in contrast to the host image by measuring the distortion 

carried out by the insertion strategy. 

The mean squared error (MSE) between the watermarked and original images is given by [36]: 
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This metric shows how much damage was caused to the watermarked images, where values close to 

0 indicate less degradation; 

 

MSE
LogPSNR

2

10

255
10=                       (9) 

 

A low PSNR indicates high distortion. A human cannot detect any distortion when grayscale images 

are above 36 dB [37]. 

 

 

5. EXPERIMENTAL RESULTS 

In the experiments, Daubechies (DB4) wavelet mother is used, a threshold value is fixed to 0.01, and 

a watermark strength of 0.5 is applied with iteration 3.  

The commonly employed images Baboon, Watch pappers and f16 in RGB mode were 256×256 in 

size, are shown in Fig. 7 together with the logo watermark. 

 
Figure 7: Image tests a): Baboon image, b) Watch image,c) Peppers iamge, d) f16 image, and e) Watermark 

Imperceptibility and robustness are important aspects to take into consideration when assessing an image 

watermarking approach. 

 

5.1. Perceptual evaluation 

We first assessed the perceptual quality of the watermarked images by considering the reference image. 

For this purpose, we attempted displaying the same image twice: once utilizing the suggested technique named 

Method 1 and once without using the reference image designed by Method 2. 

 

5.1.1. Visual quality 

The watermarked images obtained with Method 1 and Method 2 are depicted in Fig. 8. We can certify that 

there is no obvious distinction between the original images and the watermarked images generated using the 

reference image. As a consequence, it is confirmed that the invisibility issue has been verified. 
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Figure 8. Invisibility comparison;from high to low : Watch, Baboon, Peppers and F16 images; from left to 

right:original images; watermarked image using reference image, watermarked image without reference 

image 

 

5.1.2. Quantitative evaluation 

The next phase entails evaluating the effectiveness of the suggested strategy. The variations in PSNR 

values for both approaches with changing scaling factor 𝛼 for image F16 can be seen in Fig. 9 when α increases 

from 0.01 to 1. 

According to Fig. 9, the invisibility decreases in terms of the PSNR as the embedding factor α increases. 

A comparison of the watermarked image's PSNR to that of the other watermarking approach (Method 1) 

showed that the proposed approach is superior. The difference in the values shows that our new algorithm 

performs better than before. The proposed solutions enable the use of a greater value of α without degrading 

the image quality. Therefore, we choose α =0.5, resulting in a PSNR=654.99dB for the watch watermarked 

image, to carry out our testing. 

 
Figure 9. PSNR variation in the watermarked image f16 
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5.2. Robustness test 

Several attacks were carried out after achieving the required fidelity to check the robustness of the 

suggested approach. In order to investigate the resistance of the suggested approach to attacks, including the 

common attacks such as compression attack, geometric attacks, filtering attack and noise attack. 

 

Experiment 1: Uniqueness of the watermark 

To evaluate the watermark's uniqueness, the image must be unaffected by any attack. Therefore, the 

response of the detector to the fixed watermark is much greater than that to the other watermarks and close to 

the value of one. The watermark detectors for 200 randomly generated watermarks are shown in Fig. 10. It is 

obvious that only one watermark matches the correct inserted watermark. 

  
Figure 10. The watermarked image's detector response to 200 random watermarks 

As can be seen in Fig. 10, the watermark number 100 resembles that introduced in the host images 

both for watch and peppers images. The correct embedded watermark produced a much greater response than 

the others, and the watermarking algorithm successfully managed to identify it from among 200 other 

watermarks. 

 

Experiment 2: JPEG compression attack 

The widely used threat is JPEG compression, to which the watermarked image should be resistant. 

The outcome of JPEG compression was evaluated at a compression quality of 50. The compressed image and 

the detector response are given in Fig. 11. 

It is obvious that the quality of a watermarking image decreases when the quality factor decreases. 

From Fig. 11(b), we can see that the detector value at the inserted watermark (100) is above the threshold. 

After a JPEG attack, the suggested watermarking method was still able to identify the proper embedded 

watermark among 200 distinct watermarks. 

  
Figure 11. Attacked watermarked images and their responses to the detector of the watermarked image 

Watch for QF=50 
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Experiment 3: Rotation attack 

This type of attack makes the watermark undetectable while maintaining it within the image. Fig. 12 

shows the rotated image with a 60° angle and the detector response results. 

 

  
Figure 12. Rotation attack; a) Rotated images; b) Detector response 

 

The correlation value with the truly inserted watermark (number 100) is above 0.7 for the rotated 

image with 60°. 

 

Experiment 4: Cropping attack 

When some parts are cropped from an image, the watermark may also be lost. Fig. 13 shows the 

rotated image and the corresponding detector response results for diagonal cropping. 

 

  
 

Figure 13. Cropping attack; a) Cropped images; b) Detector response 

 

Fig. 13 shows that the detector value at the inserted watermark (100) is above the threshold. That is, 

the suggested watermarking algorithm continues to discover the proper embedded watermark among the 200 

distinct watermarks. 

 

Experiment 5: Median filter attack 

Median filters, as their name implies, replace the center value pixel with the median value of the 

adjacent intensity values. This is done by ranking or sorting the pixels present in the image area covered by the 

filter. In light of this, a median filter is expected to affect or remove any watermark signals present in the image 

since watermark signals can be thought of as tiny changing signals inside their hosts [38]. The filtered 

watermarked image with a window size of 7×7×7 is shown in Fig. 14. 
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Figure 14. Median filter attack; a) Filtred images; b) Detector response 

 

 Fig. 14 shows that the detector value at the inserted watermark (100) is above the threshold. That is, 

after a median filter, the suggested watermarking method still managed to identify the proper embedded 

watermark among 200 distinct watermarks. 

 

Experiment 6: Noise attacks 

Salt and pepper noise are added to the watermarked image at density of 0.5, as shown in Fig15(a).  

  
Figure 15. Salt and pepper noise attack; a) Noised images; b) Detector response 

 

It is evident from Fig. 15(b) that the image quality is lost, yet the mark may still be detectable among 

200 various watermarks. We can infer that the suggested scheme is highly effective at guaranteeing resilience 

against salt and pepper noises threats.  

 

Experiment 7: Histogram Equalization 

  

Figure 16. Histogram equalization attack; a) Attacked images; b) Detector responses 
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Histogram equalization is a technique for images processing that changes the histogram's intensity 

distribution to modify an image's contrast, as shown in Fig16(a). Although the image quality is lost in Fig. 

16(b), the mark still be detected among the 200 watermarks. The recommended strategy is highly effective at 

assuring resilience against histogram equalization attack. 

 

5.3. Discussion 

Our experimental results, expressed by means of the peak signal-to-noise ratio (PSNR) and correlation 

coefficient, demonstrate that the embedded watermark seems practically invisible to the human eye, which 

satisfies the imperceptibility property regardless of the image nature. Before launching attacks, it can be noticed 

that the watermark was extracted perfectly with a correlation 𝜌 = 1. Even though the correlation coefficient of 

the proposed method for a watermark number 100 is higher than the threshold and close to the value of one for 

all applied attacks, we can infer that the watermarked image is not impaired. Furthermore, our proposed scheme 

offers a great degree of robustness to withstand jpeg, rotation, cropping, median filtering, noise attacks, and 

histogram equalization. In overall, a superior outcome between invisibility and robustness is achieved through 

the use of a reverse self-reference image of the luminance component in the YIQ space. 

 

 

6. CONCLUSION 

In this research article, a DWT-based watermarking algorithm for color digital images according to 

HVS is highlighted. In the spatial domain, the watermark is applied, and the reverse self-reference image is 

extracted from the luminance component to make the watermark transparent without decreasing its 

vulnerability against multiple attacks. A comparison of watermarked images obtained with and without 

reference images in the spatial domain reveals the enhanced effectiveness of our current approach. produces 

excellent results in terms of the detector responses. Moreover, the suggested approach exhibits strong resilience 

versus various forms of attacks. Our proposed method provides an effective way to achieve efficient color 

image watermarking with a high degree of robustness. In this paper, the detection process of the inserted 

watermark is performed in a non-blind manner. Future work can explore a blind watermarking strategy to 

further improve the performance of our developed system. 
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