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 In this research, we sought to develop a trust and secure routing protocol based 

on the Ad-hoc On-Demand Distance Vector (AODV) routing to combat 

wormhole attacks in Wearable Body Networks (WBNs), which integrates a 

routing strategy that leverages the path-checking method to detect and isolate 

paths affected by wormhole attacks effectively, it employs a routing technique 

that prioritizes nodes with the most heightened remaining energy during data 

transmission, along with a mixed cryptographic algorithm that combines the 

modified One Pad Time with the modified Affine ciphers to ensure safe 

transmission against malicious biosensor threats. Experimental findings 

indicate that our proposed protocol transcends the classic AODV routing 

protocol across all evaluation parameters, including packet delivery ratio, 

throughput, and energy consumption. Its primary advantage lies in considering 

multiple factors, like detecting unauthorized biomedical biosensors, efficient 

energy utilization in the network, and secure data transmission—

differentiating it from other safe routing protocols. Moreover, the mixed 

encryption algorithm enhances efficacy and bolsters sensitive data security 

compared to classic cipher methods like the One Pad Time and Affine ciphers. 
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1. INTRODUCTION  

Wearable Body Networks represent a specialized category of Mobile Ad Hoc Networks composed of 

numerous medical sensors positioned around, on, or in the person's body to monitor physiological signs. These 

physiological signs will be transmitted to a medical server through an access point using wireless technology 

[1,2,3], enabling physicians to gain valuable insights into human health [4,5]. 

However, The distributed architecture and network mobility [6,7,8] make it susceptible to various 

denial-of-service attacks, including wormhole attacks, which can jeopardize the sensors within the system [9]. 

This study aims to address this challenge. A wormhole attack is a passive attack that establishes an unauthorized 

connection between two communicating nodes, causing legitimate nodes to route their data through this link. 

This act can result in data interception and compromise the integrity of the affected nodes 

[10,11,12,13,14,15,16,17].  

Many scientific researchers used trust routing protocols to reduce the wormhole attack risk in the 

network. For example, Asha Mansore and Surbhi Koushik [18] proposed a wormhole prevention and detection 

technique within MANET (Wban by example) based on hope count analysis of all available paths from the 

source to the destination, which is then compared to a threshold value. The suggested technique is incorporated 

into the AODV routing protocol and demonstrates a network performance improvement in throughput, 

Delivery packet ratio, and energy consumption. Similarly, Zulfiqar Ali Zardari et al. [19] presented a 
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lightweight method to detect and prevent wormhole attacks in MANET (WBAN example). The suggested 

method is incorporated into the AODV routing protocol, in which the source biosensor computes the means 

sequence digit of the Route REPly (RREP) packets. If the corresponding biosensor sequence digit exceeds the 

calculated means value, all traffic will dumped, and the sensor will labeled as malevolent. The suggested 

approach is less complicated, power-efficient, and improves network lifetime. 

Current protocols designed to mitigate the risks associated with wormholes and enhance network 

security and performance face certain limitations. For example, they often select routing paths without 

considering the residual energy levels of the participating nodes, which can lead to the overutilization of already 

weakened sensors and result in their premature failure. Additionally, these approaches typically lack 

acknowledgment mechanisms to verify the integrity of the transmission path, making it difficult to detect issues 

such as packet loss, route failure, or wormhole attacks. Furthermore, data is frequently transmitted in plaintext 

without encryption or protection against injection and eavesdropping, exposing the system to security threats 

such as data interception, manipulation, and forgery. Such limitations severely compromise network security, 

reliability, and energy efficiency. 

To overcome these limitations, we proposed a trust-safe routing protocol to mitigate wormhole attacks 

within Wireless Body Area Networks (WBANs). We hypothesized that our Trust-Safe AODV (TSAODV) 

routing protocol will significantly improve the detection and mitigation of wormhole attacks in Wireless Body 

Area Networks (WBANs) by combining a path verification strategy, energy-aware routing decisions, and a 

robust cryptographic approach that utilizes a modified One-Time Pad and a modified Affine cipher. Our 

TSAODV aims to achieve a higher wormhole attack detection rate than the standard AODV protocol, 

leveraging path verification and mechanisms for detecting illegitimate sensors. The secure path validation and 

message acknowledgment (through the Message Receipt Packet - MRP) incorporated in our TSAODV is 

expected to enhance throughput, increase packet delivery ratios, and reduce packet losses, even under 

wormhole attacks.  

Additionally, the protocol will distribute energy consumption more efficiently among nodes by 

prioritizing those with the highest remaining energy, thereby extending the overall lifespan of the network. To 

validate these hypotheses, we will conduct simulations in NS2, utilizing a WBAN environment consisting of 

16 sensor nodes. The scenarios will include wormhole attacks simulated by colluding nodes. We will collect 

and compare metrics such as Packet Delivery Ratio (PDR), Energy Consumption, Throughput, and wormhole 

detection accuracy against standard AODV and other Trusted protocols. 

The expected outcome is that TSAODV will demonstrate superior performance in secure, energy-

efficient, and reliable data transmission, confirming its suitability for WBANs. However, scalability to larger, 

more generalized networks may require adaptation due to the overhead introduced by cryptographic and 

acknowledgment mechanisms. 

 

 

2. RESEARCH METHOD  

To fulfill our research objectives, we complete the following tasks: 

i. Set up a WBN with the classic AODV routing protocol under wormhole attacks using the NS2.35 

simulator. 

ii. Propose a trust-safe AODV routing protocol that incorporates a cipher algorithm, then examine the 

performance of this trust-secure routing protocol (TSAODV) and compare it to the classic AODV 

protocol. 

 

2.1.  WBAN Simulation Task 

The primary objective of this task is to create and simulate an EEG network that accurately reflects a 

real-world EEG setup utilizing Network Simulator 2.35. This wearable network includes multiple EEG 

biosensors strategically positioned on the person's head in a star structure with a central sink. We consider that 

the transmission between the portable biosensors and the sink isn't secure and may be susceptible to wormhole 

attacks. Such attacks exploit vulnerabilities in the AODV routing protocol, potentially jeopardizing biosensors' 

integrity within the network. 

 

2.2.  Trusted secure routing protocol implementation Task 

The second task focuses on developing a trust-secure routing protocol to counter wormhole attacks in 

Wearable Body Networks. The TSAODV, an improved version of the AODV protocol, is designed to enhance 

communication security within WBANs. It facilitates unicast and multicast packet transmissions, even in 

scenarios with dynamic sensor movement. A key strength of TSAODV lies in its holistic approach to detecting 
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malicious sensors, improving energy usage, and assuring secured data transmission. The protocol achieves 

reliable packet delivery through two distinct operational phases: 

− Route Request and Reply Phases. 

− Data Transmission Phase. 

 

2.2.1  Route Request and Reply phases 

During the Route REQuest and REPly phases, a source sensor initiates communication. It begins by 

sending RREQ packets and waits to receive RREP packets from different biosensors. Then, it stores the 

received RREP packets with their corresponding sequence digits. The source biosensor then computes the 

sequence digits average of all RREP packets as outlined in eq. 1. 

 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 = ∑ 𝑆𝑁𝑘
𝑖=1 𝑖

/𝑘                                                            (1) 

 

Where: 𝑆𝑁𝑖 is the sequence number of the route reply packets and k is the the total reply (RREP) count. 

Next, it compares the sequence digit incorporated in the route reply packet of each sensor in a specific available 

path with the average value obtained in Equation 1. If the sequence digit surpasses the mean value, the source 

sensor concludes that wormhole attacks exist in the considered path. Upon identifying harmful routes, the 

associated next hop entry is removed to prevent the suspected neighbor from being utilized for routing. Finally, 

different routes are analyzed using the same method to determine the reliable path, which contains sensors with 

the highest remaining energy for delivering the data to the final recipient sensor. The source sensor computes 

the remaining energy of each trust path as in eq. 2: 

 

𝑅𝐸𝑃𝐴𝑇𝐻 =
∑ 𝑅𝐸𝑆

𝑖=1 𝑖

𝐻𝑜𝑝𝑒_𝐶𝑜𝑢𝑛𝑡
                                                            (2) 

Where: 𝑅𝐸𝑖  is the remaining energy of each sensor in the same path, and S is the total sensor in the path. 

 

2.2.2 Data Transmission phase 

In this phase, the source sensor exchanges ciphered message packets with the destination sensor by 

utilizing a mixed encryption method that integrates the modified One Pad Time with the modified Affine 

ciphers. During the data transmission phase, the source sensor proceeds as follows: 

− It ciphers the original information using the modified One Pad Time cipher as in eq. 3: 

 

𝐶𝑀𝑂𝑃𝑇(𝑖) = (𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙_𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛𝑖 + 𝐾𝑒𝑦𝑖) 𝑚𝑜𝑑 38                                    (3) 

− It selects two positive digits m, n different to zero with gcd(𝑚, 𝑆𝐴), and 𝑆𝐴the alphabet size. Then it ciphers 

the ciphered information with the modified One Pad Time cipher using the modified Affine cipher as in eq. 4: 

𝐶𝑀𝐴 = (𝑚. 𝐶𝑀𝑂𝑃𝑇(𝑖) + 𝑛) 𝑚𝑜𝑑 38                                                              (4) 

 
− Finally, it transmits the ciphered data with the modified One Pad Time cipher to the receiving sensor via a trust route 

with the highest remaining energy. 

Upon reception of the ciphered information. The recipient initially deciphers the ciphered data with the modified 

One Pad Time cipher using the modified Affine cipher as in eq. 5: 

 

𝐷𝑀𝐴 = 𝑚−1(𝐶𝑀𝐴 − 𝑛) 𝑚𝑜𝑑 38                                                              (5) 

 

Then,  it deciphers the deciphered data with the modified Affine cipher utilizing the modified One Pad Time 

cipher as in eq. 6: 

 

𝐷𝑀𝑂𝑃𝑇 = (𝐷𝑀𝐴(𝑖) − 𝑛) 𝑚𝑜𝑑 38                                                              (6) 

 

The suggested cryptosystem enhances the traditional One Pad Time and Affine ciphers by increasing 

the alphabet size from 26 to 38, unlike classic ciphers [20, 21, 22, 23, 24]. Table 1 [25] shows the modified 

alphabet table of our cryptosystem, which contains letters with specific characters and associates their numeric 

values. This increase in alphabet size raises the key number of the traditional affine and One Pad Time ciphers. 

Moreover, in One Pad Time, the secret key is randomly generated and utilized only once to cipher a message, 

which is then deciphered again with the duplicate key. This feature makes it invulnerable to force-brute attacks. 

Furthermore, the combination of both ciphers increases the complexity of our cryptosystem. 
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Table 1. Alphabet table of modified One Pad Time-modified Affine cipher. 
Symbols with their positions 

a b # c d * e f + g h - i j $ k 
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

l ? m n ! o p @ q r % s t > u v 

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 
< w x ^ y z 

32 33 34 35 36 37 

 

This protocol ensures high reliability by enabling acknowledgment transmission upon successfully 

delivering packets from the transmitter to the receiver. Once the recipient biosensor has obtained all packets, 

it sends a Message Receipt Packet (MRP) back to the transmitter biosensor. When receipting the MRP, the 

source biosensor validates the total path as trustworthy. This mechanism guarantees the successful data packet 

delivery and acknowledgment through the MRP. 

The TSAODV routing protocol significantly improves network safety by addressing key aspects like 

detecting unlawful biomedical biosensors, efficient energy utilization, and secured communication. However, 

the classic AODV routing protocol lacks integrated network safety measurements. 

 

 

3. RESULTS AND DISCUSSION  

We conducted the proposed Trust-Safe Routing Protocol (TSAODV) simulation using the NS-2.35 

network simulator to evaluate its effectiveness in mitigating wormhole attacks within a Wireless Body Area 

Network (WBAN). The network topology comprises sixteen EEG biosensors organized in a star configuration, 

with a central sink node responsible for data collection. To simulate a hostile environment, two biosensors 

were configured as malicious nodes, colluding to create a wormhole tunnel and disrupt the routing process. 

The simulation environment reflects the real-world constraints of WBANs, including limited node mobility 

and energy. We utilized Key performance metrics such as packet delivery ratio, energy consumption, and 

wormhole detection rate to assess the protocol’s reliability, security, and efficiency. The proposed TSAODV 

protocol integrates a path verification mechanism and trust-based routing that prioritizes nodes with higher 

residual energy, along with a Message Receipt Packet (MRP) scheme for secure acknowledgment, making the 

simulation scenario both realistic and comprehensive for testing the protocol under attack conditions. Table 2 

presents the various metrics utilized for the network simulation. 

 

Table 2. Simulation Set-up. 
Metrics Specifics 

Software NSv2.35 

Total biosensor 16 
Physical link Wireless 

Routing Protocols AODV/TSAODV 

Wormhole attack sensors 2 
The initial energy of the biosensors 150J 

Simulation time 14s 

 

To validate the effectiveness of the proposed Trust-Safe AODV (TSAODV) protocol, we conducted 

a series of quantitative experiments using the NS2.35 simulator. The simulation setup involves a Wireless Body 

Area Network (WBAN) comprising 16 biosensor nodes deployed in a star topology, with two nodes acting as 

malicious wormhole collaborators. The metrics used to assess performance include Packet Delivery Ratio 

(PDR), throughput, energy consumption, and wormhole detection rate, as shown in Table 3. 

Quantitative results demonstrate that TSAODV significantly outperforms standard AODV and other 

convolutional protocols under the same conditions. For instance, our TSAODVRPBOC protocol achieves an 

impressive PDR of approximately 99.77%, with a data rate of 21.88 Kbit/s, energy consumption of 12J, and 

detection rate of 100%. In contrast, the AODV protocol records a PDR of around 99.21%, a data rate of 21.77 

Kbit/s, and an energy consumption of 15J, with no wormhole attack detection. The TSAODV routing protocol 

yields several significant improvements compared to the AODV protocol. Notably, there is a slight 

enhancement in the Packet Delivery Ratio (PDR) of 0.56%, attributed to the rapid and efficient packet delivery 

to their terminus biosensors. It can detect and isolate wormhole attacks earlier in the communication process, 

effectively preventing disruptions in packet delivery, unlike the AODV protocol, which suffers from a 

significant packet loss rate due to these wormhole nodes. Then, we noticed a marginal increase in the 

throughput of 0.11 Kbit/s compared to AODV. This improvement arises from TSAODV's ability to route data 

through trust medium biosensors, which are determined based on their high residual energy, ensuring safe 

packet delivery inversely to the AODV protocol, which suffers from packet loss caused by malicious nodes 
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with low energy, which disrupts the communication process. There is a little decline and improvement in 

energy consumption of 1.39J when comparing the TSAODV routing protocol to AODV. This decrease is 

because TSAODV selects the path with the fewest middle sensors and the heightened remaining energy, 

ensuring efficient use of delimited resources, particularly energy. However, the AODV protocol is vulnerable 

to wormhole attacks, where a tunnel is created between the sender and final recipient biosensors, allowing 

unauthorized access to secret data. Furthermore, TSAODV exhibited a wormhole detection rate of 100%, 

unlike the AODV protocol, which lacks path verification or acknowledgment mechanisms.   Such attacks can 

use the behavior of nodes and facilitate further unauthorized intrusions. Additionally, they establish two long-

distance tunnels between nodes, leading to interference that involves normal nodes, ultimately resulting in 

transmission loss and increased power drain. These quantitative findings confirm that TSAODV is a reliable 

and efficient routing protocol tailored for WBANs capable of mitigating wormhole threats while preserving 

energy and ensuring timely data transmission. 

 

Table 3. Routing protocols performance analysis. 
Routing protocol kind Data rate (Kbit/s) PDF (%) Energy consumption (J) Detection rate (%) 

AODV in [25]  21.770 99.21 28.3034 No Available 

TSAODV (2025) 21.880 99.77 26.9176 100 

 

Table 4 presents a comparison of the performance of the mixed cipher technique, which combines the 

modified One Pad Time cipher used in the TSAODV with the modified Affine cipher against traditional 

methods such as the One Pad Time and Affine ciphers. As outlined in the third section, the proposed cipher 

technique exhibits greater complexity than the classical One Pad Time and Affine cipher algorithms. The 

heightened complexity significantly reduces the network's vulnerability to attacks from malicious nodes. 

Consequently, eavesdroppers would encounter considerable challenges in decrypting the ciphertext or utilizing 

brute-force methods to compromise the cryptosystem, owing to the enhanced intricacy of the ciphertext 

generated by this novel approach. The mixed encryption technique enhances the security and effectiveness of 

text message encryption. 

 

Table 4. Cryptosystems features analysis. 
Cryptography cipher algorithm kind Characteristics Specifications 

Our modified  One Pad Time- modified Affine ciphers (2024) Structure 

Alphabet size 

Keys update 
Comlexity 

Symetric 

38 

Yes 
High 

Traditional One Pad Time cipher Structure 

Alphabet size 
Keys update 

Comlexity 

Symetric 

26 
No 

Low 

Traditional Affine Cipher Structure 
Alphabet size 

Keys update 

Comlexity 

Symetric 
26 

No 

Low 

Traditional One Pad Time-Affine ciphers [24] (2019) Structure 

Alphabet size 

Keys update 
Comlexity 

Symetric 

26 

No 
Medium 

 

Table 5 presents a performance analysis of our TSAODV routing protocol in comparison to other 

routing protocols, including the classic AODV as discussed in [25] by V. Rohit et al., as well as similar trusted 

routing protocols proposed by A. Mansore et al. and Z. Zardari et al. [17-18]. The analysis reveals that the 

performance of our TSAODV protocol surpasses that of protocols such as the classic AODV as TAODV 

mentioned in [26], [18], and [19]. The suggested TSAODV protocol establishes a trusted routing path by 

effectively detecting and isolating wormhole attacks, a capability not present in the traditional AODV protocol. 

Additionally, it reduces energy consumption during packet routing by selecting the shortest path, characterized 

by the fewest intermediate biosensors and the highest residual energy. This optimization is lacking in other 

routing protocols. Furthermore, our TSAODV protocol enhances network security through robust data 

encryption. Its hybrid encryption method, which combines a modified One Pad Time cipher with a modified 

Affine cipher, offers improved resistance to brute-force attacks, distinguishing it from other routing protocols. 
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Table 5. Routing Protocols features analysis. 
Features AODV [26] (2021) TAODV [18] (2015) TAODV [19] (2018) TSAODV (2025) 

Trust path ✗ ✓ ✓ ✓ 

Transmission safety ✗ ✗ ✗ ✓ 

Energy efficient routing ✗ ✗ ✗ ✓ 

 

 

 
Figure 1. Wormhole attacks under AODV routing protocol. 

 

Figure 1 displays our network simulation screenshot demonstrating wormhole attacks using the 

AODV protocol at the time (t). We observed that the malevolent sensor with ID digit 14 failed to relay any 

packets from the EEG source sensor(ID digit 12) to the sink (ID digit 10). Instead, it sent the packets to another 

unauthorized biosensor with ID digit 15 because wormhole attacks use vulnerabilities in the path discovery 

procedure of routing protocols. These attacks manipulate the path discovery procedure by positioning 

themselves strategically with the assistance of two or more colluding sensors. In this scenario, the assailant 

sensor with ID digit 14 has a higher sequence digit than the legitimate nodes and the shortest route to the final 

recipient. Consequently, the Route Request (RREQ) generated by the source node with ID digit 12 achieves 

its destination sooner through the wormhole link between sensors with ID digits 14 and 15, while the Route 

Reply (RREP) message follows the same route back to the source. In AODV, forward and backward paths are 

symmetrical, allowing the wormhole biosensor nearest the source with ID digit 14 to capture data packets. It 

can then relay these packets to the other colluding node with ID digit 15, which might replay, broadcast, or 

discard them. Furthermore, the two colluding sensors may create loops with packets, ultimately leading to their 

loss. 

 

 
Figure 2. Wormhole attacks under TSAODV routing protocol 

 

Figure 2 displays our network simulation screenshot illustrating wormhole attacks while employing 

the TSAODV protocol at the time (t). We marked the safe transmission establishment between the transmitting 

biosensor with ID 12 and the receiving biosensor with ID 10 via an alternative trust path characterized by the 

most elevated remaining energy selected by the source sensor with ID 12. In the simulation, the transmitting 
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sensor with ID 12 sends RREQ packets and subsequently begins to receive RREP packets from various 

biosensors within the network. It retains all RREQ packets along with their respective sequence digits. After 

calculating the average of these sequence digits, the transmitter compares each route reply packet's sequence 

digit from the sensors in the available path connecting nodes with ID 12-14-3-9-15-10 to the average value. It 

identified that the node's sequence digits with ID 14 and 15 exceeded the mean value, leading the source sensor 

with ID 12 to conclude that wormhole attacks were present along the investigated path. Upon detecting a 

malicious route, the corresponding next hop entry will deleted, preventing the suspected neighbor from being 

used for routing. Ultimately, the source sensor with ID 12 verifies the trustworthiness of an alternative path 

using the same procedure and selects a reliable route that connects directly to the destination biosensor with 

ID 10. Following the detection and isolation of the malicious path, the origin sender and final recipient sensors 

securely exchange data, which is encrypted utilizing a modified One Pad Time cipher combined with a 

modified Affine cipher. 

 

 

4. CONCLUSION  

Despite the numerous applications and advantages of wearable body networks (WBNs), they remain 

susceptible to various security threats, particularly wormhole attacks. To address these vulnerabilities, we 

developed a trust-safe AODV routing protocol. This enhanced protocol incorporates several key elements, 

including trust path analysis, energy availability during routing, and secure data encryption for transmission. 

The proposed protocol effectively detects and isolates wormhole attacks by utilizing a path verification 

technique to identify malicious routes. It also takes into consideration the battery life of the medium sensors 

along the chosen path, thereby ensuring energy efficiency. 

. Additionally, secure communication is achieved through information encryption, employing a hybrid 

encryption method that combines a modified One Pad Time cipher with a modified Affine cipher. Experimental 

evaluations demonstrate a 0.56% improvement in Packet Delivery Ratio (PDR), an increase of 0.11 Kbit/s in 

throughput, a decrease of 1.39J in energy consumption, and a wormhole attack detection rate of 100% when 

using the TSAODV compared to classic AODV and Trust AODV routing protocols. The TSAODV establishes 

reliable routes by selecting trusted biosensors with the highest remaining energy, thereby enhancing network 

security through its hybrid encryption method. Additionally, our findings indicate that the hybrid cipher 

technique used in our proposed protocol exhibits greater resilience against brute-force attacks than traditional 

single-cipher algorithms, such as standalone modified One Pad Time or Affine ciphers. Moving forward, we 

aim to expand our approach to address multiple simultaneous attack types targeting WBANs, further 

strengthening their security and reliability. 
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