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Adversarial Network (GAN). These synthesized media (images or videos) can
be used later in unethical ways to create panic among individuals. This type
of technology, which synthesizes human images and videos, is called deepfake.
This paper proposes a deepfake detection methodology relying on Deep Learn-
Keywords: ing (DL) approach and quantum particle swarm optimization (QPSO). The input
image undergoes preprocessing by choosing the Region of Interest (ROI), fol-
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Deepfake . lowed by the application of an image downsampling algorithm to minimize the
deep learning dimension of the new sub-image and thus decrease processing time costs. After
ResNet that, the image has been normalized. The optimal subset of dataset has been
Celeb-DF determined by adapting QPSO during training phase. To perform classification
Real and Fake Face Detection of images and videos, ResNet50 model accomplishes this task perfectly. Exper-
and Quantum Particle Swarm iments indicate that the suggested algorithm demonstrates a significant level of
Optimization (QPSO). accuracy on “Real and Fake Face Detection ” and ” Celeb-DF” datasets. The

proposed approach achieves accuracy 99.6 % on Celeb-DF and 99.8 % on Real
and Fake Face Detection dataset.
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1. INTRODUCTION

Deepfake is a phenomenon that is rapidly growing in recent years. This technology has the ability to
generate automatically altered or swapped facial images and videos of any person. Deepfake can convincingly
depict individuals, particularly public figures, stating or performing actions they did not undertake. It can be
utilized to produce false information, influence elections, and create divisive content. Additionally, it can be
used to bypass biometric security measures like facial recognition enabling unauthorized access to accounts,
services and fraudulent financial transactions. Based on artificial intelligence technology (specifically DL),
system can learn patterns from the data and then use it in many purposes such as classification and segmentation
as in [}, [2] or generates new multimedia contents that cannot be easily revealed as real or fake by human eye.
GAN:Ss are the most DL netwoks utilized to generate high quality deepfake images [3]]. Initially, the images of
deepfake were distinguished by the human eye because of the variation in pixels that creates an artificial visual
inconsistency in the facial shape of image. Step by step, deepfake technology has been improved and carried
out on images, videos and audio. These advances in deepfake versions have become almost indistinguishable
from original photos [4]. On the other side, the beginig of twentyfirst century has watched a widespread of
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social networking development. Therfore, deepfake content has spread faster than ever beforer [S]. Relying
on deepfake technology, people have the ability to select their clothing more efficiently, which aids the fashion
and online retail sectors. In addition, this technology can help in some other business by offering synthetic
voices for performers who are unable to dub promptly. In the medical field, deepfake technology may help
potentially Alzheimer’s patients to retain their memories by communicating with earlier version of them. In
addition, GAN can be used to detect anomalies in X-ray images [6]]. Several methods have been introduced to
detect deepfake images and videos including the traditional classifiers of machine learning (e.g. Support Vector
Machine(SVM)) and deep neural networks include but not limited to convolutional neural networks (CNNs)
(e.g. DenseNet, VGG and ResNet), recurrent neural networks (RNN) and Long Short-Term Memory (LSTM).
The subtle and local tiny variations of fake faces make it more similar to fine-grained visual classification
problem [7]. A lot of methods have been proposed to enhance the accuracy and beat the challenges in deepfake
images or videos. These approaches include but limited to: Guarnera et al. [8] examined bogus videos of
human faces to propose a new discernment approach that has the ability to detect forensics trail buried in
photos. Xin et al. [9] presented a system for detecting Al-generated forgeries in face images or videos. They
compared head locations computed by by employing visual cues for those evaluated using solely the central
region. Falko et al. [[10]] proposed an approach to collect characteristics to identefiy produced faces, Face2Face
and deepfake images in the teeth, eyes, and facial contours. Nadimpalli et al. [11]] proposed a method that
chooses the top-k augmentations when test each sample. Because of the performance may degrade significantly
during the evaluation across datasets, an reinforcement learning (RL) agent is used in an image-specific manner.
Guera et al. [12]] have employed recognition pipeline to detect deepfakes automatically. The proposed method
composed of two steps. Firstly, after preprocessing importatnt features are slected at frame level using CNN.
RNN captures the introduced erratic frames for face swapping process. Ciftci et al. [13] have proposed a
method to extract important features from the facial regions in the fake and real video pairs. SVM and CNN
have been trained to find probabilities of authenticity. Fran et al. [14] provide an examination of inception
modules in CNNs. Inception modules are used as an intermediate step in the midst of regular convolution and
the depthwise separable convolution operations. A pre-trained ResNet-50 to generate images using computer
graphics has been initiated by Rezende et al. [[15]. The uppermost layer was substituted with a fully connected
layer then SVM was used as a classifier for classification purposes. Dong et al. [[16] developed a robust method
of two-path deep semisupervised learning. First path was utilized for the supervised learning and the second
was used for the unsupervised learning case. The purpose of supervised learning path was to learn in case of
small amount of data having labels. An unsupervised path was applied to learn in case of a huge amount of
data and the data are unlabeled. Authors in [17] developed a new system by using a hybrid CNN composed of
Xception and InceptionResnet v2 for extracting features from frames. ilhan et al. [18] in thier study proposed
a feature extraction and classification approach. The introduced method has been experminted on the dataset
with NASNetLarge CNN model. Nguyen et al. [19] have detected deepfakes based on CNN combined with
LSTM model. The major constraints and limitations in most previous studies are the usage of the whole image
despite of the little information embedded on the boundaries of image. Furthermore, many works do not have a
high degree of accuracy that enables them to efficiently distinguish between original and fake images or videos.
In addition, the authors implemented thier models on the full dataset to identify the model performance. One
factor that can affect the model performance is selecting an optimal dataset for training. When dataset is divided
into many subsets, some of these subsets can obtain higher performance comparing with the others. Finding
the subset of data points that maintain a similar level of quality as the full dataset has been proposed in few
literatures which handl this issue as in study [20]], [21]. Using a subset of data can speedup the trainig process
with only a very small accuracy degradation. By employing approperiat optimization algorithms we can select
an optimal subset of data and execute a smaller number of epochs to get good approximation of the boundary
of the decision target model even faster. The priamary contributions of this reserach are: 1) selecting the ROI
in the faical image to ameliorate the perfomance. 2) Reducing the image size by down sampling technique to
reduce the computation time. 3) Adapting QPSO to select the optimal subset of training data to enhace time
cost of model and reduce the required storage. 4) Adapting ResNet50 as a deep learnig model to enhance
feature extraction problem and classification task accuracy. The reminder structure of this article is prepared as
follows: In section two, the details of ResNet50 model, QPSO methods hav been explained. The contributed
proposed methodology is illustrated in Section 3. Section 4 indroduces the main results and descusion. In
section 5, the paper’s conclusion is presented.
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2. METHODS

The proposed method is based on ResNet-50 and QPSO components. Resnet-50 model is used ba-
sically to extract important features from the input data (images or videos), then theis features are used to
complete the classification task. Resnet-50 is consideres as a convolutional neural network (CNN) mainly con-
sists of 50 layers. On the other hand, QPSO is a powerful and effective computational method that enhances
a problem solution by progressively refining a potential solution. It explores a wider search space comparing
with PSO and increases the ability to find a global optimum. The basic details have been explained as follows:

2.1. ResNet

ResNet is a DL architecture introduced by He Kaiming et al. in 2015 [22]. It has been utilized in many
advanced works to handle many issues [23429]. It has the ability to mitigate the issue of vanishing gradient that
can occur in most deep networks. It can accomplish this task by skipping connections (residual connections)
that enable the network to “understand” residual mappings. The variance between the expected result and the
present result at every layer can be learned by these residual connections. This procedure helps the network to
hold the important information from early layer during training. One of the significant variants of ResNet is
ResNet50. It integrates of 50 layers organized into 5 blocks, and each block containing a collection of residual
blocks. ResNet50 is an effective and robust deep neural network, offering benefits compared to other networks,
making it appropriate for different tasks. The three types of network layers are described in next subsections:

2.1.1. Convolutional Layers

The initial layer of the network is a convolutional layer. It has many filters to execute convolution on
the input data. The convolutional layer is then followed by a max-pooling layer with stride 2 to reduce the size
of the output of such layer. The obtained output of the pooling layer is then given to the next residual blocks
layers.

2.1.2. Residual Blocks

Every residual block is made up of two convolutional layers, which are then succeeded by a batch
normalization layer and a rectified linear unit (ReLU) activation function. The output of these layers are
considered as the input of the residual block and given to ReLLU function. The last output of the residual block
is then sent to the next block.

2.1.3. Fully Connected Layer
The third type of layers is the fully connected layer which represents the final layer of the network. It
takes the results of the final residual block and convert it to the output categories.

2.2. Quantum Particle Swarm Optimization

Particle Swarm Optimization (PSO) is the method which mimics the action of various types of animal
societies such as: Shools of fishes and groups of birds as a stochastic optimization [30]]. The QPSO algorithm
is the counterpart of traditional PSO that mimics the action of particles in the realm of quantum mechanics[31]].
The basic characteristic of QPSO against PSO is the smaller number of parameters needed through adaptation
process [32]]. In quantum space, the square of the wave function |¢|? signifies the likelihood density of particles
existing at a certain location. The probability density function (PDF) attains scaling requiremnets as follows:

+oo
/ [ dedydz =1 (1)
Utilizing stochastic simulation based on Monte Carlo principles on Eq[I] The location of the particle
x can be determined in the following way:
L 1
x:q+2~ln<> ()

u

While every particle posses D dimensions in quantum space), the position of any particle is depicted
by the vector x = (x1,x2..xp). parameter u denotes a random number evenly distributed between 0 and
1 as in [31L [33]]. The parameter q denotes a local attractor that posses the elements (q1, g2, . . ., ¢p) having D
dimensions for any particle. Parameter q enables PSO to convergence to the correct position. The local attractor
of ith particle is performed by:
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Gia = apbest;q + (1 — «) gbesty 3)

Where d from 1 to D and I from 1 to n. Respectively gbest and pbest are the global best position
and best position [? ]. Parameter « is a stochastic value within the range [0, 1]. In Eq. |ZL the variable L can
be computed as the formula L = 28 |mbest;q — x;q| . The variable [ refers to the ”Contraction-Expansion
Coefficient” [30] while mbest indicates to the average value of the optimal positions of all particles which
employed to prevent early convergence. Finally, each particle updates its own position according the equation:

xiq(t + 1) = qig + B |mbesty — x;4(t)| In (i) 4)

Relying on Eq. ] the position of the particle in the subsequent iteration relies on the local attractor’s
mean value of all positions and the correspond position of particles in the present iteration. Depending on the
problem at hand, QPSO uses a fitness function to choose the optimal value which is gbest.

3. METHODOLOGY

In this work, the input image is preprocessed to adapt and ameliorate its quality. Then, the optimal
subset of training data has been determined by adapting QPSO. Finally, ResNet50 model performs binary
classification of images or videos into real or fake class. Figure 1 illustretes the suggested methodology

( Inoutimage ) Select ROI == Image down sampling [~ Image normalization

b

QPS0 for subset selection

Yes

Max.

iterations

Real / fake Class ResMet50 based dassification

Figure 1. Proposed methodology for deepfake detection

The structure of the proposed algorithm is outlined below:

» Image Pre-processing: in this step the facial image (or frame) is corrupted to create Region of Interest
(ROI). Selecting ROI mitigates redundant facial regions and boosts the overall efficency of the model.
The employed approach is named as Single Shot MultiBox Detector (SSD) which constructs a single
profound neural network for identifying objects [34]. It presents better accuracy and faster than some
of other approaches. Then, image down sampling approach is applied to enhance the computations
complexity and optimize storage required for the model execution by reducing image size. The Nearest
Neighbor algorithm is utilized in this work because it is one of the simplest and computationally efficient
down sampling techniques. It works by selecting the value of the nearest pixel in the original image
to represent the down sampled pixel [35]. After that, a normalization process is employed to make the
pixels’ values in the interval [0,1]. The utilized approach in this work is called standardization. If I refers
to the input image then:

I — p(I)

o(l) ®)

Normalization(I) =

Where o is the standard deviation. Thus, this transformation on the original data converts all the scaled
data into the range [0, 1].
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* Data selection: During training, incoming data are being shuffled before feeding into the model. QPSO
algorithm is employed to shuffle and select the optimal data based on the model performance which
determined by the fitness function. In this work, training accuracy represents the fitness function. QPSO
improves the model’s efficiency by determining the optimal size of the subset that is representative of the
overall dataset. The elected optimal subset is smaller than the complete data which accelerate the model
trainig. The the selection of QPSO parameters’ values such as population size, maximum iteration and 3
coefficient is determined by values in previous study [36] and then adapted experimentally based on the
result of training accuracy of our model. The overall process of QPSO steps are as follows:

1. Initialize QPSO by selecting a subset of data randomly. Each subset of training images represents
a particle in the QPSO algorithm.

Calculate the fitness function for every particle.
Global and local bests are updated.

Data points are also updated according to Eq. 4}

A

Continue repeating Steps 2 through 4 until the stopping criteria are met.

The evaluation process can be speeded up by using one of many methods [37H39].

* 50 based classification: The process of classification is accomplished by using ResNet50 as a binary
classifier. The early layers extract features from image to prodeuce feature map then fully connected
layer produce the final output by classifying the input image into “real” or “fake” class.

4. RESULT AND DISCUSSION

In this work we have implemented our model on two public datasets: “Real and Fake Face Detection
” and ” Celeb-DF” datasets. “Real and Fake Face Detection” has been collected by Department of Computer
Science, Yonsei University [40]. It composed of 140,000 images divided into three directories; train, test and
valid. Each directory contains 256 x 256 real/fake face photos, respectively. The other dataset is Celeb-DF”
dataset [41] which includes 590 authentic videos gathered from YouTube showcasing people of different eras,
ethnicities, and genders, alongside 5639 related deepfake videos

Frames have different dimensions (around 500 x 500). Our experiments were executed on a GPU using
Google Colab notebook. During training, data is shuffled before being fed into the model. In this process, the
model can produce different results according to the order of the training data. QPSO is used to shuffle data
and select the best subset of training data to obtain the best accuracy.

To enhance the efficiency of our model, we adapt the parameters as follows: Population size = number
of particles (data batches in our model), Maximum iterations = 10 iterations, and 5 = 0.75. The size of the
selected subset is around 70% of the total dataset.

The fitness function is determined by computing the accuracy of training. The basic parameters of
ResNet50 have been adapted as follows: learning rate € [0.00001,0.001], dropout € [0.4, 0.6], weight decay
= 0.00001, optimizer = Adam, activation function = ReL.U, pooling = average pooling, and loss function =
cross entropy. Table[I] shows QPSO Convergence and Fitness Optimization on "Real and Fake Detection” and
”Celeb-DF” datasets.

Table 1. QPSO Convergence and Fitness Optimization on ”Real and Fake Detection” and ’Celeb-DF” datasets
Iteration (t) 1 2 3 4 5 6 7 8 9 10
Fitness1 (fy,in) 0266  0.190  0.095 0.07 0.033  0.006 0.004 0.002 0.002 0.002
Fitness2 (fn:n) 0284  0.156 0.082 0.045 0.036 0.023 0.007 0.005 0.004 0.004

Figure [2] shows the convergence of QPSO on both datasets where QPSO was configured with a max-
imum of 10 iterations. The stability of the proposed model has been achieved in the 8th and 9th iteration with
no further fluctuations observed in subsequent iterations. This confirms that the search space was sufficiently
explored to achieve the optimal feature subset.
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Figure 2. Convergence curve of QPSO on “Real and Fake Detection” as Fitness1 and ’Celeb-DF” dataset as
Fitness2 through 10 iterations

The next tables 2] and [3] show the results before and after applying QPSO on the datasets. Table 2]
shows different image dimensions and the accuracy obtained on the “Real and Fake Detection” dataset. The
best accuracy is achieved at an image size of 175 x 175. After the fifth epoch, the best accuracy obtained is
99.8% after applying QPSO on the dataset with 1.9 % improvement. At an image size of 64 X 64, the model
achieves the lowest accuracy, which equals 97%.

Table 2. The performance at different dimensions on Real and Fake Detection dataset

Dimensions Accuracy without QPSO Accuracy with QPSO Epoch
64 x 64 95.8 97.0 6
96 x 96 96.1 97.9 6

128 x 128 97.4 99.4 6

156 x 156 97.6 99.4 7

175 x 175 97.9 99.8 5

Table 3] shows the performance of the classifier at different dimensions on the Celeb-DF dataset. The
best accuracy has been achieved at the size 150 x 150 at the seventh epoch after applying QPSO on the dataset
with 2.1 % improvement.

Table 3. The performance at different dimensions on Celeb-DF dataset

Dimensions Accuracy without QPSO Accuracy with QPSO Epoch
56 X 56 84.0 84.6 9
112 x 112 93.5 94.6 8
124 x 124 95.4 97.3 8
150 x 150 97.5 99.6 7
170 x 170 98.1 99.3 7

The performance at different dimensions on the utilized datasets has been presented graphically in
figure 3]

Real and Fake Detection dataset Celeb-DF dataset
100 100
98 98
96 ‘___./__'—'_'
96
94
E 92 E 34
'a' 90 E 92
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Image size Image size
—#— Accuracy without QPSO Accuracy witht QPSO Accuracy without QPSO Accuracy with QPSO

Figure 3. The performance at different image dimensions on ”Real and Fake Detection” and ”Celeb-DF”
dataset
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The results which are achieved with ResNet50 classifier are better than some other algorithms such
as but are not limited to VGG16, VGG19 and DenseNet169. For example, the model size of ResNet50 (when
loaded from PyTorch framework) equals 97.8 MB whereas the size of VGG16 model is 528 MB, VGG19 has
slightly larger file size than VGG16, as it has more layers. So it will be in the range of 549 MB. Thus, the
big difference in the model size offers a big gap on the computation times for both models. The computation
times of VGG16 and VGGI19 are more than the double of ResNet50 computation time. DensNetl169 is 1.5
times of ResNet50 computationaly. This comparison of computation times of ResNet50, VGG16, VGG19 and
DenseNet169 models has been obtained by implementing them on the same machine. In the next tables, the
results of some previous works are shown. Tables fi] show some of such results obtained by implementing
different approaches on “Real and Fake detection dataset”.

Table 4. Related works comparison in deepfake detection based on Real and Fake detection dataset

Work Technique Acc. (%)

[42] VGG-16 91.97

[42] VGG-19 92.09

[43] IQIEA-FS Mean normalized accu-
racy = 0.583

Proposed ResNet50 + QPSO 99.8

Therefore, the accuracy and speed of ResNet50 are the major factors to make it the preferable choice
when compared with VGG models. Table[5]introduces the results which are obtained by implementing different
approaches on ”Celeb-DF” dataset. As noted, most of the previous works utilize CNN model because it is
considered the best DL. model which handle the images or videos.

Table 5. Related work results comparison in deepfake detection based on Celeb-DF dataset

Work Technique Acc. (%)
[44] EfficientNet-B4 64.29
171 Multi-attentional 67.44
[45] InceptionResNetV2 + LSTM 91.48
[46] CNN 98.90
[47] CNN 93.70
48] CNN 95.86
117] Hybrid CNNs 95.75
Proposed ResNet50 + QPSO 99.60

Finally, the proposed algorithm has succeeded in minimizing the image size in the “Real and Fake
Face Detection” dataset from 256 x 256 to 170 x 170. Whereas, the dimensions of the “Celeb-DF” images
have been reduced from 500 x 500 to 150 x 150 pixels. When the input image is preprocessed by selecting
the Region of Interest (ROI) and downsampling, the time cost of processing is improved effectively. Instead of
employing the whole dataset in training, the proposed methodology has determined the optimal subset of data
for future usage using the QPSO algorithm. By implementing the ResNet50 model for feature extraction and
classification, we have achieved accuracies of 99.8% and 99.6% on both datasets, exceeding other approaches.

5.  CONCLUSION AND FUTURE WORK

This paper proposed an efficient methodology for deepfake detection based on DL and quantum op-
timization approaches. The proposed architecture significantly enhance the process of deepfake detection by
enabling both ResNet50 and QPSO techniques. The input image is preprocessed by selecting ROI then im-
age downsampling method has been modified to decrease the dimensions of the newly created sub-image to
decrease the whole computation time required . After that, the image has been normalized. The optimal sub-
set of data has been determined by adapting QPSO during training phase. To perform feature extraction and
classification, ResNet50 network has accomplished this task perfectly. Experiments have been implemented on
images and videos datasets. Findings indicated that the suggested algorithm has a substantial Level of accuracy
on both datasets and outperforms many other DL based approaches. In the future improvements, it is planned to
merge another approaches to improve the system performance especially when deepfakes are very realistic or
difficult to detect. Quantum CNN method is a promising approach that can enhance the results in such related
area.
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