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ABSTRACT

This paper presents a secure and efficient hybrid encryption framework designed
for medical image protection. The method combines a fine-tuned MobileNetV3
network for content-adaptive key generation with the nonlinear dynamics of a Lü
chaotic system and a DNA-based Cipher Feedback (CFB) diffusion stage. The
proposed approach eliminates the arbitrary selection of chaotic maps commonly
found in existing methods by dynamically adapting to image content. Exper-
imental tests conducted on brain MRI images demonstrate strong security and
robustness, achieving an entropy of 7.9998, NPCR of 99.58%, UACI of 29.93%,
PSNR of 7.43 dB, and an average encryption time of 0.24 s. These results con-
firm excellent randomness, high key sensitivity, and real-time processing ca-
pability. The proposed model outperforms recent chaotic and hybrid schemes,
making it suitable for secure medical image transmission and telemedicine ap-
plications.
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1. INTRODUCTION
The growing adoption of telemedicine and digital imaging has considerably increased the circulation

of medical images over public and cloud networks. While this digitalization improves diagnosis accessibility
and remote consultation, it also exposes sensitive medical data to serious privacy and security threats, including
interception, unauthorized access, and manipulation. Thus, ensuring the confidentiality, integrity, and reliabil-
ity of medical images has become a major challenge for modern healthcare systems[1–4].
Conventional cryptographic algorithms such as AES and DES offer strong general-purpose security but are not
optimized for medical images, which contain highly correlated pixels and redundant spatial structures[5, 6]. To
overcome these limitations, many researchers have explored chaotic systems[7–17], DNA encoding[7–9, 18–
21], and hybrid encryption models[22–29].
Although these methods improve diffusion and randomness, several critical limitations persist. Most existing
schemes rely on a fixed or arbitrarily selected chaotic map, without formal justification or adaptability to the
image content, which may degrade entropy and key sensitivity. Additionally, chaotic parameters are often
static, reducing resistance to brute-force or statistical attacks, while computational complexity remains high for
large medical datasets. Consequently, the design of an adaptive and data-dependent encryption system remains
an open research problem.
To address these issues, this paper introduces a novel hybrid encryption framework for medical images. The
proposed model combines the content-aware learning capability of a deep neural network with the nonlinearity
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of chaotic dynamics and the parallelism of DNA operations. Specifically, a fine-tuned MobileNetV3 is em-
ployed to generate content-dependent cryptographic keys with high entropy, which are then coupled with a
Lü chaotic system dynamically selected for its superior sensitivity and numerical stability. Finally, a DNA-
based Cipher Feedback (CFB) diffusion mechanism ensures multi-level confusion and resistance to differential
attacks. This combination achieves a secure and computationally efficient encryption process tailored for med-
ical image protection and telemedicine applications.
This study offers the following main contributions:

A CNN-based key generation mechanism that produces adaptive, high-entropy keys dependent on
medical image content.

A systematic selection of the optimal chaotic map (Lü system), replacing arbitrary choices used in
prior works.

Integration of DNA encoding and CFB diffusion to enhance confusion, diffusion, and key sensitivity.

Comprehensive evaluation through entropy, correlation, NPCR, UACI, PSNR, and runtime analysis,
showing superior performance to existing approaches.
The rest of the paper proceeds as follows: Section 2. reviews recent advances in medical image encryption;
Section 3. covers theoretical foundations including chaotic maps and DNA encoding; Section 4. details our
proposed methodology; Section 5. presents the experimental results and comparative discussion; and Section
6. concludes with insights and future directions.

2. RELATED WORKS

Medical image encryption has increasingly adopted hybrid approaches that combine chaotic dynam-
ics, DNA operations, and learning-based key generation. Classical chaos-based models—such as Logistic,
Henon, Tent, and spatiotemporal maps—have shown strong diffusion capabilities and high entropy when ap-
plied to medical images [1–4]. [1] proposed a Latin-square memristive chaotic scheme specifically designed for
medical images, while [30] and [31] developed hybrid chaotic–DNA frameworks achieving high NPCR/UACI
and low pixel correlation.
To enhance adaptability, several works introduced DNA-guided confusion and correlated chaotic keys for
telemedicine applications, including the DNA–chaos systems of [32] and [33]. More recent studies integrate
deep learning to generate image-dependent cryptographic keys. [25] used CNN-based key estimators within
chaotic ciphers, [34] combined CNN predictions with chaotic permutations, while [35] and [36] applied deep
networks specifically to medical data encryption [37].
In addition to the aforementioned approaches, several recent studies have investigated alternative chaos-based
security schemes with a particular focus on efficiency, hardware implementation, and multimedia protection.
For instance, a resource-optimized selective encryption method using multiple chaotic systems was proposed
to secure medical images while reducing computational overhead [38]. Hardware-oriented chaotic encryption
has also been investigated through an FPGA-based 128-bit chaotic encryption architecture designed for real-
time voice communication, highlighting the feasibility of chaos-based cryptographic primitives in embedded
and real-time environments [39]. Furthermore, chaos-driven techniques have been extended to multimedia
integrity protection; an efficient invisible color image watermarking scheme based on chaotic maps was in-
troduced to enhance robustness against common attacks [40]. These contributions demonstrate the versatility
of chaotic systems across different security applications and further motivate the development of efficient and
adaptive chaos-assisted encryption frameworks.
Despite the effectiveness of existing chaotic and DNA-based encryption schemes, many approaches rely on
fixed DNA rules or static chaotic parameters, which limits adaptability and key sensitivity, while only partially
exploiting the intrinsic structure of medical images. Recent CNN-assisted encryption methods improve key
dependency on visual data; however, they often lack rigorous chaotic map selection or remain computationally
expensive. To overcome these limitations, the present work introduces a content-adaptive medical image en-
cryption framework that integrates a lightweight MobileNet-based key generator with a systematically selected
Lü chaotic system and dynamic DNA–CFB diffusion, achieving enhanced key sensitivity, robust security, and
real-time efficiency.
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3. THEORETICAL BACKGROUND
This section briefly outlines the main theoretical concepts underlying the proposed hybrid encryption

framework, including chaotic dynamics, DNA encoding, and Cipher Feedback (CFB) diffusion.

3.1. Chaotic Systems Overview
Chaotic systems are nonlinear dynamic models characterized by sensitivity to initial conditions, ergod-

icity, and pseudo-randomness. In image encryption, these properties are exploited to generate sequences that
enable strong confusion (pixel shuffling) and diffusion (intensity transformation). A tiny variation in initial pa-
rameters leads to completely different outcomes, making chaotic maps ideal for cryptographic applications[41].
Several chaotic models have been investigated in the literature, such as Logistic[42], Tent[43], Henon[44],
Duffing[45], Lorenz[13], Chen, and Lü maps. Each of them exhibits specific behaviors in terms of dimension-
ality, complexity, and randomness. The equations of some widely used systems are presented below:

3.1.1. Logistic Map

xn+1 = rxn(1− xn), 0 < r ≤ 4 (1)

3.1.2. Henon Map {
dn+1 = 1− ad2n + fn

fn+1 = bdn
(2)

3.1.3. Lorenz System 
l̇ = σ(m− l)

ṁ = l(ρ− n)−m

ṅ = lm− βn

(3)

The choice of the chaotic model significantly influences the overall security and statistical quality of the en-
cryption scheme. In this work, the Lü chaotic system was adopted due to its higher degree of nonlinearity, wide
chaotic range, and numerical stability compared with traditional maps.

3.1.4. The Lü Chaotic Map
The Lü chaotic system is a three-dimensional continuous model introduced as an intermediate attractor

between the Lorenz and Chen systems. It exhibits strong chaotic oscillations and a wide parameter space
suitable for cryptographic applications requiring high sensitivity and unpredictability.
The mathematical form of the Lü system is defined as (Eq 4):

ẋ = a(y − x)

ẏ = −xz + cy

ż = xy − bz

(4)

where a, b and c are positive constants controlling the system’s dynamics. For suitable parameter values, the
system generates three pseudo-random sequences (x, y, z) with high sensitivity to initial conditions. These
sequences are later normalized and used for key permutation, pixel diffusion, and DNA encoding operations in
the encryption framework.
The Lü system is particularly advantageous for secure image encryption due to its continuous chaotic behavior,
strong nonlinearity, and computational efficiency, making it a stable and reliable source of randomness.

3.2. DNA Encoding and Operations
The concept of DNA encoding draws inspiration from biological DNA structures[21], where genetic

information is represented using four nucleotide bases: Adenine (A), Cytosine (C), Guanine (G), and Thymine
(T). In cryptography, this principle is applied by mapping binary data (bit pairs) to DNA bases, creating a par-
allel and nonlinear data representation.
Once image pixels are encoded into DNA sequences, algebraic operations such as addition, XOR, and com-

Secure Medical Image Transmission via CNN-Derived Keys..... (Sara Bentouila et al)



1068 ❒ ISSN: 2089-3272

Table 1. Binary-to-DNA Encoding Rules.
Binary DNA Base

00 A
01 C
10 G
11 T

plementation are performed following base-pairing rules (A↔T and C↔G).
Examples of these operations include:

3.2.1. Addition

A+ T = G, C +G = T (5)

3.2.2. XOR

A⊕ T = T, C ⊕G = A (6)

3.2.3. Complementarity

A′ = T, C ′ = G (7)

These DNA-level transformations introduce strong nonlinearity and enhance both confusion and diffusion,
ensuring that even a minor change in pixel or key information leads to significant variations in the resulting
ciphertext. This bio-inspired mechanism provides an additional layer of mathematical complexity that strength-
ens the encryption process.

3.3. Cipher Feedback (CFB) Diffusion Mode
The Cipher Feedback (CFB) mode is a feedback-based encryption mechanism derived from symmetric

block ciphers. In this scheme, the cipher output from the previous round is combined (via XOR) with the next
plaintext block, ensuring that each encryption step depends on all previous states. When integrated with chaotic
and DNA stages, CFB diffusion reinforces dependency propagation, making the ciphertext highly sensitive to
both the key and the plaintext. This ensures strong diffusion and prevents attackers from predicting or isolating
local transformations.

4. PROPOSED METHODOLOGY
4.1. Dataset and CNN-Based Key Generation

In this study, the medical images were sourced from the publicly available Brain Tumor Classification
MRI dataset hosted on Kaggle1. This dataset includes four diagnostic categories: glioma, meningioma, pitu-
itary tumor, and no tumor. Each class contains several hundred magnetic resonance (MRI) slices that exhibit
variations in contrast and texture, providing a diverse set of samples suitable for deep learning–based feature
extraction[25, 27–29].
A MobileNetV3 architecture was fine-tuned on the training subset to extract compact yet discriminative features
while maintaining computational efficiency. Its lightweight structure based on depthwise separable convolu-
tions enables rapid convergence on limited medical data without sacrificing accuracy.
It is important to note that image classification is not the final objective of the proposed CNN model. Instead,
the classification task is employed as an auxiliary learning objective that guides the network toward extracting
meaningful and discriminative medical image features. These learned representations are subsequently con-
verted into a cryptographic key, ensuring strong dependency between the generated key and the visual content
of the medical image.
After training, the final classification head was removed, and the output of the global average pooling layer was
extracted as a feature vector representing each MRI image.
This vector was then normalized, quantized, and transformed into a hexadecimal string of 128 characters (512

1https://www.kaggle.com/datasets/sartajbhuvaji/brain-tumor-classification-mri?resource=download
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(a) (b) (c)
Figure 1. Statistical analysis of the CNN-generated 512-bit key: (a) Byte histogram, (b) Bit-level heatmap, (c)

runs-length distribution.

bits), forming the cryptographic key used in the subsequent encryption phase. The key ensures a vast search
space, rendering brute-force attacks computationally infeasible. Statistical analysis confirmed the pseudo-
randomness and diffusion quality of the generated key:

• Entropy = 5.6875 bits (maximum = 8),

• Balance = 0.039 (almost equal number of 1s and 0s),

• Total runs = 276 with average run lengths 1.9 for zeros and 1.8 for ones

Figure 1-a illustrates the byte frequency histogram, which shows a scattered yet balanced distribution
of byte values across the 0–255 range. No dominant peaks are observed, indicating that the key bytes are uni-
formly dispersed and free from repetitive patterns. Figure 1-b presents the bit-level heatmap, where yellow and
purple cells represent binary states 1 and 0, respectively. The irregular and non-periodic transitions between
bits confirm the absence of structural regularity, which is characteristic of high-entropy binary sequences. Fig-
ure 1-c depicts the runs-length distribution for consecutive 0s and 1s. Both curves follow a rapidly decreasing
trend, with most runs having a length of 1 or 2, reflecting a well-balanced alternation between binary symbols.
Collectively, these visual analyses confirm that the CNN-generated key exhibits strong randomness, minimal
bias, and statistical properties comparable to those of a true random sequence.
The entire key generation process is clearly summarized in Algorithm 1, which outlines each stage from Mo-

bileNetV3 feature extraction to statistical auditing.

This procedure transforms learned visual representations into a reproducible and secure cryptographic
key. The use of a CNN ensures that the key depends on meaningful visual structures within medical data, while
the subsequent statistical auditing guarantees that the resulting hexadecimal sequence behaves as a random
bitstream — an essential property for cryptographic robustness.

4.2. Chaotic Map Selection and Evaluation
To ensure optimal diffusion and randomness during encryption, several chaotic maps were compara-

tively evaluated[46, 47], including Logistic, Hénon, Duffing, Tent, Sine, Arnold, and four 3D systems: Lorenz,
Rössler, Chen, and Lü.
Each map generated a chaotic sequence used to encrypt the same test medical image under identical conditions.
The performance was assessed using entropy, correlation, NPCR, UACI, Lyapunov exponent, and computation
time.
A composite score was computed to rank maps according to their randomness, diffusion capability, and effi-
ciency.
The entire map selection process is clearly described in Algorithm 2, which summarizes all steps from chaotic
sequence generation to the final selection of the best-performing map.

Table 2 summarizes the comparative results of all chaotic maps. Among all candidates, the Lü system
(a=36, b=3, c=20) achieved the best overall balance:

• Maximum entropy (7.9992) indicating near-perfect randomness,
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Algorithm 1 CNN-Based Cryptographic Key Generation

Input: MRI training dataset D = {(xi, yi)}, i = 1..N
Output: 512-bit hexadecimal cryptographic key Khex

1: Initialize MobileNetV3 pretrained on ImageNet
2: Replace classifier layer with 4 outputs (glioma, meningioma, pituitary, no-tumor)
3: Train the network on Dtrain with learning rate lr = 1e−3 for 15 epochs
4: for each test image xt do
5: ft ← GlobalAveragePooling(MobileNetV3(xt))
6: Normalize ft to [0, 1] and quantize to 8 bits per element
7: Concatenate all components→ F
8: Convert F to hexadecimal representation→ Khex

9: Save Khex

10: Perform statistical audit:
• Compute entropy H(F )

• Count ones/zeros and run lengths

• Generate histogram and bit heatmap

11: end for
12: return Khex

Algorithm 2 Chaotic Map Selection Procedure

Input: Test image I
Output: Best chaotic map Mbest and parameters θbest

1: Define candidate set M = {Logistic, Hénon, Duffing, Tent, Sine, Arnold, Lorenz, Rössler, Chen, Lü}
2: for each map m ∈M do
3: for each parameter set θm in defined sweep do
4: Generate chaotic sequence s = m(x0, N, θm)
5: Encrypt I using permutation and diffusion driven by s
6: Compute evaluation metrics:

- Entropy H
- Correlation coefficients Corrh, Corrv
- NPCR and UACI
- Lyapunov exponent λ
- Execution time t

7: Calculate composite score:
score = f(H,Corr,NPCR,UACI, λ, t)

8: Keep record of the highest-scoring configuration (m, θm)
9: end for

10: end for
11: Select (Mbest, θbest) as the map with maximum composite score
12: return Mbest, θbest

IJEEI, Vol. 13, No. 4, December 2025: 1065-1083
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• Minimal correlation (|Corr| ≈ 0),

• Strong diffusion metrics (NPCR ≈ 99.62%, UACI ≈ 34.85%),

• Positive Lyapunov exponent (0.6939) confirming chaotic sensitivity,

• And the shortest execution time (0.09 s) among 3D systems.

These results confirm its strong chaotic dynamics, near-perfect diffusion, and low computational cost. Con-
sequently, the Lü map was selected as the core chaotic generator in the proposed medical image encryption
framework.

Table 2. Chaotic map comparison on sample medical image.
Map Entropy Corrh Corrv NPCR(%) UACI(%) Time(s) λ

Logistic 7.9757 −0.0745 0.0048 97.72 33.94 0.277 −0.091
Hénon 7.9630 −0.0506 0.0458 99.20 40.26 0.491 −0.442
Duffing 7.9041 0.7282 0.0635 99.94 31.43 0.606 −0.724

Tent 7.9992 −0.0079 −0.0003 99.71 34.72 0.251 −0.027
Sine 7.0288 −0.455 −0.455 100.00 40.35 0.782 −26.91

Arnold 7.9684 −0.0124 0.0461 99.23 34.65 0.163 −0.230
Lorenz 7.9992 −0.0013 −0.0100 99.61 34.79 0.093 0.693
Rössler 7.9984 0.0925 −0.0040 99.62 34.66 0.097 0.693
Chen 7.9992 −0.0350 0.0030 99.60 34.63 0.096 0.693

Lü (a=36, b=3, c=20) 7.9992 −0.0007 0.0025 99.62 34.85 0.090 0.694

4.3. Encryption Process
The proposed medical image encryption framework combines a CNN-derived cryptographic key, a Lü

chaotic map, DNA-based encoding, and CFB diffusion to ensure high security, randomness, and sensitivity to
initial conditions.
Before encryption, the CNN key is never shared in plain form. It is first masked by XORing with a private
secret key (Kp) known only to the sender and receiver. The resulting masked key (Kshared = KCNN ⊕Kp)
is transmitted alongside the encrypted image.
At the receiver side, the original CNN key is recovered using KCNN = Kshared ⊕ Kp. This mechanism
protects the true key from interception while maintaining secure and practical key exchange for medical data
transmission.
The encryption procedure consists of three consecutive stages: pixel permutation, DNA-based confusion, and
chaotic diffusion with key mixing. The overall workflow is depicted in Algorithm 3.
The overall workflow of the proposed hybrid encryption scheme is illustrated in Figure 2

4.3.1. Chaotic Key Derivation and Initialization
The 512-bit CNN key (Section 4.2.) is internally converted to a binary stream and partitioned to

initialize the Lü chaotic system.
Three 128-bit segments define the initial values (x0, y0, z0), ensuring that even a one-bit variation completely
alters the chaotic trajectories.
A separate 128-bit portion determines the DNA encoding rule dynamically, resulting in eight possible symbolic
mappings during encryption.

4.3.2. Permutation and DNA Confusion
The first stage scrambles the pixel positions using the x(t) and y(t) sequences. This spatial permu-

tation effectively destroys spatial correlation in the medical image. Next, pixel intensities are converted into
nucleotide sequences according to the selected DNA rule. A DNA-based XOR operation is applied between
the encoded pixels and a chaotic keystream derived from y(t).
This process introduces symbolic confusion and ensures that minor input variations propagate across the entire
image space.

Secure Medical Image Transmission via CNN-Derived Keys..... (Sara Bentouila et al)
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Algorithm 3 Hybrid Image Encryption Process

Input: Plain image I (H ×W × 3), CNN key bits K
Output: Encrypted image C

1: Derive initial conditions (x0, y0, z0) using f(K)
2: Generate Lü chaotic sequences (x, y, z) with parameters a = 36, b = 3, c = 20
3: Normalize sequences to [0, 1]:

srows = norm(x[: H]), scols = norm(y[: W ])
4: Permutation: Iperm ← permute rows and columns of I using srows and scols
5: Derive DNA encoding rule:

rule id1← f(K[385 : 449]) # selects one of 8 encoding rules
rule id2← f(K[449 : 512]) # selects one of 8 encoding rules

6: Create DNA keystream ksdna from y, by rule id1
7: Apply DNA XOR:

Idna ← DNA XOR(Iperm, ksdna, rule id2)
8: Generate CFB keystream kscfb from z
9: Mix kscfb with CNN key bytes:

ksmixed ← kscfb ⊕K
10: Apply CFB diffusion:

C ← CFB XOR(Idna, ksmixed)
11: Output encrypted image C

Figure 2. Block diagram of the proposed hybrid medical image encryption process. The CNN-derived key
initializes the Lü chaotic system and DNA operations, while the Cipher Feedback (CFB) stage ensures

diffusion and high sensitivity to initial conditions.

4.3.3. Diffusion and CNN Key Mixing

In the final stage, diffusion is reinforced through a CFB (Cipher Feedback) XOR mechanism using
the chaotic sequence z(t).
The keystream is first mixed with the CNN key bytes, producing a dynamic, data-dependent stream that en-
hances diffusion strength.

IJEEI, Vol. 13, No. 4, December 2025: 1065-1083
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The encryption at this stage is defined by (Eq 8):

Ci = Pi ⊕ (Ki ⊕ Ci−1) (8)

where Ci−1 represents the feedback from the previous cipher byte.
This feedback design increases resistance to differential attacks and ensures that even small key changes gen-
erate completely different ciphertexts.

4.3.4. Decryption
The decryption follows the exact inverse steps:

• CFB inverse diffusion,

• DNA XOR decoding with the same rule and chaotic sequence,

• Inverse row–column permutation. Since the Lü system and key generation are deterministic, perfect
image recovery is achieved only when the exact same CNN key is used.

5. EXPERIMENTAL RESULTS AND DISCUSSION
5.1. Visual Analysis

As show in Figure 3, six MRI images were used to evaluate the visual performance of the proposed
encryption scheme. Each test includes the original, encrypted, and decrypted images.

The encrypted results appear as random noise with no visible structure, proving that the algorithm
effectively hides all medical details. The decrypted images perfectly match the originals, confirming lossless
recovery and high key precision. Overall, the method achieves strong visual confidentiality and complete
reversibility, making it suitable for secure medical image transmission.

5.2. Statistical and Differential Analysis
To quantitatively validate the efficiency of the proposed encryption method, several statistical and

differential metrics were computed over six encrypted MRI images. The evaluation includes entropy, pixel
correlation (horizontal, vertical, diagonal), gray-level histogram uniformity, and NPCR/UACI analysis, which
collectively measure the system’s randomness, diffusion, and sensitivity.

5.2.1. Entropy and Histogram Analysis
To evaluate the randomness of the encrypted image, the information entropy is calculated according

to the following expression (Eq 9):

H = −
255∑
i=0

R(i) log2 R(i) (9)

where R(i) is the probability of occurrence of gray level i. An ideally random image has H = 8 bits for 8-bit
pixels.
As reported in Table 3, the encrypted images reach entropy values between 7.9988 and 7.9999, indicating ex-
cellent randomness[48].

Table 3. Entropy Comparison Between Original and Encrypted Medical Images.
1 2 3 4 5 6

Plain image 6.1988 6.5171 7.3542 6.5286 4.8341 4.2012
entropy

Cipher image 7.9988 7.9998 7.9999 7.9997 7.9998 7.9996
entropy

As illustrated in Figure 4, the histograms of the encrypted images are almost flat and uniformly dis-
tributed over the entire intensity range [0,255], confirming that pixel values occur with equal probability. This
uniform distribution demonstrates the effectiveness of the proposed diffusion mechanism and prevents any
frequency-based attack.

Secure Medical Image Transmission via CNN-Derived Keys..... (Sara Bentouila et al)
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(1) Original (1) Encrypted (1) Decrypted

(2) Original (2) Encrypted (2) Decrypted

(3) Original (3) Encrypted (3) Decrypted

(4) Original (4) Encrypted (4) Decrypted

(5) Original (5) Encrypted (5) Decrypted

(6) Original (6) Encrypted (6) Decrypted
Figure 3. Visual comparison of six MRI images showing the original (left), encrypted (middle), and decrypted

(right) versions. Encrypted outputs appear as random noise, while decrypted images perfectly match the
originals.

5.2.2. Correlation Analysis
The correlation[49] between two neighboring pixels is evaluated using the following correlation coef-

ficient (Eq 10):

r =

∑N
i=1(si − s̄)(ti − t̄)√∑N

i=1(si − s̄)2
√∑N

i=1(ti − t̄)2
(10)

where si and ti are gray values of neighboring pixels, and s̄, t̄ denote their mean intensities. For an
ideally encrypted image, r ≈ 0, indicating no linear dependency between adjacent pixels.

IJEEI, Vol. 13, No. 4, December 2025: 1065-1083
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]

(f) 1 (g) 2 (h) 3 (i) 4 (j) 5 (k) 6
Figure 4. Histogram comparison between original and encrypted medical images.

As illustrated in Figure 5 and summarized in Table 4, the correlation coefficients of encrypted MRI images
are nearly zero in all directions (horizontal, vertical, and diagonal), while the original images exhibit correla-
tions above 0.98. This demonstrates the ability of the chaotic permutation and DNA–CFB diffusion stages to
eliminate spatial redundancy.

Table 4. Correlation coefficients of original and encrypted medical images in different directions.
1 2 3 4 5 6

O
ri

gi
na

l Horizontal 0.8901 0.9918 0.9840 0.9891 0.9847 0.9811
Vertical 0.9554 0.9901 0.9795 0.9942 0.9862 0.9954

Diagonal 0.8899 0.9817 0.9725 0.9840 0.9765 0.9782

E
nc

ry
pt

ed Horizontal 0.0271 0.0261 0.0153 0.0193 0.0254 0.0202
Vertical 0.0012 -0.0018 -0.0020 -0.0007 -0.0034 0.0033

Diagonal -0.0036 -0.0003 0.0002 -0.0006 0.0001 0.0005

5.2.3. Differential Attack Resistance (NPCR and UACI)
To assess how sensitive the proposed encryption scheme is to slight modifications in the plaintext, a

single pixel in each test image was modified, and the resulting cipher images were analyzed using the Number
of Pixels Change Rate (NPCR) and Unified Average Changing Intensity (UACI) metrics.
Their formulations are given below (Eqs 11, 12 and 13):

NPCR =
1

M ×N

M∑
i=1

N∑
j=1

D(i, j)× 100% (11)

D(i, j) =

{
1, if C1(i, j) ̸= C2(i, j)

0, if C1(i, j) = C2(i, j)
(12)

UACI =
1

M ×N

M∑
i=1

N∑
j=1

|C1(i, j)− C2(i, j)|
255

× 100% (13)

where C1 and C2 are two cipher images generated from original and perturbed inputs, and M , N are image
dimensions.

As shown in Table 5, the proposed scheme achieved an average NPCR of 99.62% and UACI of
34.85%, which are very close to the theoretical ideal values (≈99.6% and ≈33–35%). This confirms that
even a single-pixel change in the plaintext leads to a completely different ciphertext, validating strong diffusion
and key sensitivity.
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(1) H (1) V (1) D

(2) H (2) V (2) D

(3) H (3) V (3) D

(4) H (4) V (4) D

(5) H (5) V (5) D

(6) H (6) V (6) D
Figure 5. Pixel correlation plots of original and encrypted medical images in horizontal, vertical, and diagonal

directions.
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Table 5. NPCR and UACI values for the six encrypted medical images.
1 2 3 4 5 6

NPCR 99.82 99.58 99.55 99.68 99.78 99.83
UACI 36.96 29.93 26.84 32.11 38.38 42.23

Average Value 99.62 % / ≈ 99.6 %
NPCR / Ideal

Reference
Average Value 34.85 % / ≈ 33–35 %
UACI / Ideal

Reference

5.3. Quality and Performance Evaluation
All experiments were conducted on a standard personal computer to evaluate the practical feasibility

of the proposed encryption framework. The system was equipped with a 12th Generation Intel Core i5-1235U
processor running at 1.30 GHz, 8 GB of RAM, and integrated Intel UHD Graphics. The operating system was
a 64-bit Windows platform. No dedicated GPU acceleration was used during the experiments.
This configuration demonstrates that the proposed method does not require high-end hardware resources. De-
spite the lightweight computational environment, the encryption process achieved real-time performance, con-
firming the efficiency of the CNN-based key generation combined with chaotic and DNA-based encryption
stages.
To evaluate the overall efficiency and quality of the proposed encryption system, quantitative performance met-
rics were computed for six medical MRI images. The evaluation includes PSNR, MSE, execution time, and the
one-pixel perturbation test. These results complement the statistical and differential analyses presented in the
previous sections.

5.3.1. PSNR and MSE Analysis
The Mean Squared Error (MSE) and Peak Signal-to-Noise Ratio (PSNR) measure the degree of dis-

tortion between the original and encrypted images. They are defined as follows (Eqs 14 and 15):

MSE =
1

M ×N

M∑
i=1

N∑
j=1

[I(i, j)− C(i, j)]2 (14)

PSNR = 10 log10

(
2552

MSE

)
(15)

where I(i, j) and C(i, j) denote the pixel intensities of the plain and encrypted images, respectively, and M,N
are the image dimensions.
As summarized in Table 6, the PSNR values of the six encrypted MRI images vary between 5.62 dB and 7.67
dB, while MSE values range from 1.1× 104 to 1.7× 104.

Table 6. PSNR and MSE evaluation of encrypted and decrypted medical images.
1 2 3 4 5 6

PSNR 6.4421 7.4374 7.6698 7.1929 6.1269 5.6234
MSE 14752.4 11731.13 11119.7 12410.5 15863.1 17812.7

Such low PSNR values confirm that the encrypted images are completely unrecognizable, ensuring
that no diagnostic information can be inferred visually.

5.3.2. Execution Time Analysis
The average encryption time for each image was measured using the internal timing function of the

encryption script.
As reported in Table 7, the execution time ranges between 0.12 s and 1.92 s, depending on the image size.
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These results demonstrate that the proposed encryption algorithm maintains real-time processing capability
while preserving high security. The method is therefore suitable for secure transmission and storage of medical
images in clinical environments.

It can be observed that the reported execution times were obtained using the above-mentioned hardware

Table 7. Image dimensions and encryption execution time for the six medical test images.
Image Preview Image Size (px) Time (s)

1 225 × 255 0.048

2 512 × 512 0.244

3 768 × 1024 0.735

4 500 × 500 0.237

5 1024 × 669 0.628

6 359 × 479 0.168

configuration, confirming that the proposed scheme maintains real-time capability even on resource-constrained
systems.

5.3.3. One-Pixel Perturbation Test
To assess the sensitivity of the proposed encryption system, a one-pixel perturbation test was con-

ducted on six medical MRI images.
In this experiment, a single pixel of the original image was modified, and both the plain and encrypted versions
were analyzed to determine the proportion of pixels affected by the change.
As illustrated in Figure 6, even though the perturbed and original images appear visually identical, the corre-
sponding encrypted results differ completely, confirming the system’s strong avalanche effect.

Quantitatively, the percentage of changed pixels in both domains is summarized in Table 8. The plain
images show an average of 16.50 ± 15.36 % of altered pixels, while their encrypted counterparts exhibit 98.61
± 0.22 %.
This significant contrast demonstrates that even a minimal modification in the plaintext leads to almost total
alteration of the ciphertext. Such behavior confirms the high diffusion, key sensitivity, and robust resistance of
the proposed encryption scheme against differential attacks.

Table 8. One-pixel perturbation sensitivity across 6 medical images.
Image %Changed (Plain) %Changed (Cipher)

1 20.90 98.33
2 7.57 98.98
3 45.49 98.62
4 11.21 98.51
5 10.76 98.56
6 3.08 98.66

Mean ± Std 16.50 ± 15.36 98.61 ± 0.22

5.4. Comparative Evaluation and Discussion
5.4.1. Comparative Evaluation

To evaluate the overall performance and robustness of the proposed encryption framework, a compar-
ative analysis was performed against several existing approaches cited in the Related Work section.
The comparison covers essential security indicators such as entropy, correlation coefficients, NPCR, UACI, and
encryption time, all computed on medical or standard test images. The results are summarized in Table 9.

As observed, the proposed method achieves an average entropy of 7.9998, which is very close to the
theoretical ideal (8), confirming that the encrypted images possess excellent randomness and no statistical re-
dundancy.
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Figure 6. Visual results of the one-pixel perturbation test on six medical images. The first row shows the
original and perturbed images, while the lower rows present the corresponding encrypted outputs. A

single-pixel change produces entirely different ciphertexts, demonstrating the strong avalanche effect and
sensitivity of the proposed scheme.

Table 9. Comparative Analysis with Existing Methods

Ref
Image

Entropy
Correlation Coefficient

NPCR UACI PSNR (dB) Time (s)
Name Size H V D

[2] Brain 512 7.9980 0.0051 -0.0114 -0.0056 99.6001 33.4797 – 9.2156
[19] Medical image – 7.8950 – – – 98.72 32.14 – 11.30
[25] Lenna – 7.9994 −29× 10−5 21× 10−5 33× 10−6 99.6094 33.4622 12.23 0.4146
[33] MRI image 512 7.9995 -0.0022 0.0027 0.0013 99.6210 33.5019 7.2770 2.1027
[35] Lung medical – 7.9658 -0.0064 – – – – – –
[36] Brain – 7.9977 -0.00075224 -0.0018227 0.00108 99.581 33.511 – –
[50] Medical – 7.950304 0.003877 -0.00026 -0.00049 – – – –
Proposed
method

Brain 512 7.9998 0.0261 -0.0018 -0.0003 99.58 29.93 7.4374 0.244

The correlation coefficients in horizontal, vertical, and diagonal directions (0.0261, -0.0018, and -0.0003) are
very close to zero, indicating complete decorrelation between neighboring pixels — a key property for resisting
statistical analysis.
Furthermore, the system reaches NPCR = 99.58% and UACI = 29.93%, which are consistent with theoretical
reference values.
The PSNR value of 7.43 dB confirms that the encrypted images are visually indistinguishable from random
noise, while the encryption time of 0.244 s for a 512×512 MRI image demonstrates real-time feasibility suit-
able for telemedical applications.

5.4.2. Discussion
The comparative study demonstrates that the proposed framework performs competitively — and in

several aspects, superiorly — to recent chaotic and hybrid encryption schemes.
The entropy value approaches perfection (7.9998), confirming the strong randomness of the cipher images.
The decorrelation of adjacent pixels ( | ≈ 0.002) ensures that the spatial dependencies of medical images are
completely destroyed, protecting against statistical inference.
The NPCR and UACI metrics, near ideal thresholds, verify that even the smallest change in input (one pixel)
leads to extensive diffusion across the ciphertext, strengthening resistance against chosen-plaintext and differ-
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ential attacks.
Additionally, the low PSNR (≈7 dB) indicates that encrypted images are fully non-reconstructible and visually
meaningless — a desirable property in medical image protection.
In terms of performance, the encryption time (∼0.24 s) confirms that the scheme maintains real-time applica-
bility for diagnostic image transmission.
Compared to purely chaotic or DNA-only systems, the proposed hybrid structure provides superior adaptabil-
ity, since the key depends dynamically on medical content through CNN feature extraction, while the chaotic
and DNA modules enhance randomness and nonlinearity.
In conclusion, this hybrid framework offers an excellent balance between robustness, diffusion, and computa-
tional efficiency, achieving secure and practical encryption for medical imaging and telemedicine environments.

6. CONCLUSION
This paper presented a secure and efficient medical image encryption framework combining deep

learning and chaos theory, referred to as the hybrid model.
The proposed approach integrates three complementary mechanisms: (1) a CNN-based key generator (Mo-
bileNetV3) that produces content-dependent cryptographic keys with high entropy, (2) a Lü chaotic system
ensuring nonlinear dynamic behavior and sensitivity to initial conditions, and (3) a DNA–CFB diffusion stage
providing multi-level confusion and strong bit sensitivity.
Extensive experiments on brain MRI images confirmed the robustness, diffusion strength, and efficiency of the
proposed model. The entropy values (≈7.9998) are close to the theoretical ideal (8), while pixel correlations
are nearly zero, demonstrating the statistical randomness of the ciphered images. The results of the NPCR
(99.58%) and UACI (29.93%) metrics validated the system’s resistance to differential attacks.
Additionally, the PSNR of 7.43 dB and the short encryption time (≈0.24 s) highlight both strong visual distor-
tion and real-time capability, which are essential for secure telemedical applications.
The comparative analysis with recent chaotic and hybrid methods further demonstrated that the proposed frame-
work provides a superior balance between security, performance, and computational efficiency.
In conclusion, the proposed encryption scheme constitutes a reliable and lightweight solution for protecting
medical images during transmission and storage, effectively addressing privacy and confidentiality require-
ments in digital healthcare systems.
Future research will focus on extending the approach to 3D medical imaging (MRI and CT volumes), video
encryption for real-time telemedicine, and hardware acceleration using FPGA or GPU platforms to enhance
throughput in clinical systems.
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