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This study aims to detect anomalies, types of anomalies, and identify attributes
that contribute to the cause of anomalies in the LAPAN-A2 microsatellite
power system. Anomaly detection is cumulative-based, where the first year's
dataset is added to the datasets of subsequent years for eight years. Anomaly
detection uses a voting-based statistical ensemble (VBSE) approach and a
combination of Apriori-Close to find associations and reduce rules. The VBSE
obtained an average recall value of 86.49 and an average F1-score of 70.49.
The Fl-score value of VBSE increased by 4.2-fold compared with IForest
(16.95), by 12.6-fold compared with ECOD (5.57), and by 5.6-fold compared
with LOF (12.65). VBSE showed an increase in performance as the dataset
complexity increased (DS1 — DS8), whereas [Forest, LOF, and ECOD tended
to decrease. The combination of metrics minSupp. 0.02%, minConf. 0.9, and
lift is proven to be effective in capturing rare, reliable anomalies and
significant association relationships. A strong correlation was observed
between batteries (VBattl-VBatt3) and a causal relationship between

U _UMPB and VBatt. The types of anomalies detected included single,
contextual, and correlation anomalies.
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1. INTRODUCTION

Satellites play a vital role in many applications, such as Earth monitoring [1], navigation systems [2],
demonstration of new technologies [3], and scientific research [4]. The reliability of a satellite depends heavily on
its various components, particularly on the power system consisting of solar panels, batteries, and fuses. Solar
panels are the primary energy source for satellites, converting sunlight into electricity that is needed to operate
various satellite subsystems [5], [6]. When exposed to sunlight, solar panels continuously produce electricity that
is directly used by the satellite system and also charges the batteries. In addition, solar panels play an important
role in controlling the satellite's internal temperature by reflecting some of the heat received from sunlight.
Batteries on satellites store the energy generated by solar panels so that this energy can be utilised when the satellite
does not receive sufficient sunlight [5], [ 7], for example, when the satellite is in Earth's shadow (eclipse). Batteries
also help balance fluctuations in electricity demand by providing additional power when the electricity demand
exceeds the direct supply from the solar panels. Fuses are protective components that prevent excessive current in
the satellite's power distribution lines, especially in the bus and payload subsystems.

Anomaly detection is crucial for ensuring the proper functioning of the power system, supporting
continuous and uninterrupted satellite operations. Power system failure or performance degradation can result in
data loss, communication disruptions, and impact the satellite's operational capabilities, even leading to the loss of
control over the satellite itself [5]. Research conducted [8] on 1,584 Earth-orbiting spacecraft successfully
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launched between January 1990 and October 2008 revealed that more than 25% experienced electrical power

subsystem (EPS) failures.

Alves et al. [9] defines an anomaly as a pattern that deviates from the expected behaviour, occurring
infrequently and being closely related to normal conditions. Research [10] suggests that anomalies are often caused
by the combined action of several variables rather than by a single variable. Anomalies share common
characteristics, including being rare, unexpected, and significant. This research focuses on three types of anomalies
[11], namely, (1) point anomalies — single data points that differ significantly from other data points; (2)
contextual anomalies — anomalies that are specific to situations where anomalies in one dataset are not necessarily
anomalies in other datasets; and (3) collective anomalies — a group of data points that occur together and do not
show a common pattern. Individual data points with the same behaviour may not be anomalies; however, when
they occur collectively, they are considered anomalies.

This study detects anomalies using a voting-based statistical ensemble (VBSE) approach and searches for
associations between attributes detected as anomalies using rule mining. This statistical approach was chosen
because it is easy to understand and implement [12], ignores data distribution assumptions [13], and is
computationally minimal [14]. The effectiveness of the VBSE approach (recall and F1-score) was compared with
that of the isolation forest (IForest), local outlier factor (LOF), and empirical cumulative distribution-based outlier
detection (ECOD).

1. IForest [15] detects outliers by measuring how quickly a value can be isolated from the rest of the data using
random decision trees. Outliers are isolated more quickly because they have shorter path lengths and are fewer
in number. [16] used IForest for anomaly detection in satellite power systems and [17] for satellite battery
temperature.

2. LOF [18] works by measuring the local density of a data point with the local density of its neighbours. For
univariate data, the distance is calculated based on the absolute difference between values, and the local
neighbourhood consists of points with similar values. A set of points, whose density (based on their k-nearest
neighbours) is significantly lower than that of their neighbours, is identified as an outlier. Research [19] used
LOF for fault detection on GNSS/INS satellites, and [20] on GEO-SAR satellites.

3. ECOD [21] is a statistically based method designed to identify outliers, assuming that outliers are typically
located at the tail end of a particular data distribution. The further a value is located at the tail end of the
distribution (either left or right), the higher is the potential for it to be an outlier.

Research on anomaly detection for microsatellites and CubeSats is increasing with the rise in small
satellite missions in low-Earth orbit (LEO). Jin et al. [22] detected anomalies in magnetometer data from the
Tianping-2B satellite (a polar LEO microsatellite) using a cluster-based anomaly detection method and achieved
an AUC > 0.9083. Cravidao et al. [23] proposed phase-folded kernel density estimation (PFKDE) to detect battery
voltage anomalies on the BugSat-1 satellite, achieving a recall of 90.5% but a low F1-score (3.15). Cespedes et al.
[24] applied LDA and One-Class SVM to the solar panel system of three BIRDS-4 satellites (polar LEO CubeSats)
and achieved a precision of 0.97 and an F1-score of 0.85.

Ensemble approaches have proven more robust than single methods for time-series and imbalanced

satellite telemetry data. Aleshko et al. [25] combined AAD, Isolation Forest Ensemble (IFE), and OCSVM with a

hard voting mechanism to detect battery current and temperature anomalies on the SiriusSat-1 (CubeSat LEO)

satellite, achieving a precision of 0.76, a recall of 1.0, and an F1-score of 0.86. Aslan and Celebi [26] used an

ANN-CNN-LSTM ensemble on the OPS-SAT (CubeSat LEO polar) satellite signal data with statistical feature

extraction (mean, variance, skewness) and signal characterisation parameters, achieving an area under the curve

(AUC) of >0.95.

Anderson et al. [27] developed a complex ensemble consisting of autoencoder (AE), GMM, LSTM,
PCMCI, and Kalman filter with XGBoost as a classifier to detect anomalies in several subsystems (heater voltage,
battery current, voltage, temperature) on AFRL's LEO satellite, resulting in an accuracy of > 99.79% and a true
positive rate of 99.88%. Petkovic et al. [28] used an average-based ensemble of k-means, Isolation Forest, and
LSTM-AE to detect thermal power consumption patterns on Mars Express. Jin et al. [29] compared various types
of autoencoders in an ensemble framework for the power subsystem of a navigation satellite, with a precision of
> (.883 and a recall of 0.86. Xia and Meng [30] applied stacking ensemble learning to fault detection in a polar
LEO satellite attitude control system (SACS), achieving a precision of 0.93, a recall of 0.91, an F1-score of 0.91,
and an accuracy of 0.91.

Although the aforementioned methods have demonstrated high performance, most have been validated
using satellites with differing subsystem configurations and the types of anomalies detected. Fair comparisons
across studies should be made because of differences in satellites, parameter types, mission durations, and
evaluation methods. Nevertheless, the proposed method (VBSE) demonstrated F1-score improvements of 4.2x,
12.6%, and 5.6x compared to iForest, ECOD, and LOF on the same dataset. Furthermore, unlike most comparable
studies, this study identified the anomaly types (single, contextual, and correlation) and integrated explainability
through rule mining to identify the causal attributes of anomalies using lift and leverage metrics.

Integration of Voting-Based Statistical Ensembles (Permala et al)
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For anomaly detection and explainability tasks, rule mining has several advantages, such as (1) it is
effective in identifying complex patterns in high-dimensional data [31], [32], (2) the resulting association rules are
easy to understand and explain logically [31], [33], and (3) it is flexible in parameter tuning [33]. According to
[34], the association approach is effective for detecting anomalies in datasets because of its ability to detect
anomalies (faults) in various ways, such as monitoring changes in the confidence level and support value of related
rules (support), so that it can increase the reliability of anomaly detection. Table 1 summarises several anomaly
studies on satellite power systems using rule mining.

Table 1. Research on anomalies in the electric power system using rule mining

Reference Rule mining approach Dataset

[5] Combining FP-Growth with Trend Sign Aggregation Approximation (TSAX) to detect Satellite =~ power  system
abnormal data and avoid unwanted model updates. telemetry data (private).

[35] FP-Growth algorithm to find frequent itemsets from telemetry data and association rules  Spacecraft telemetry data.
with support values of 0.1 and a confidence of 0.95.

[36] A combination of FP-Growth with random forest to improve the efficiency and accuracy of ~ Satellite battery telemetry
abnormal discharge detection in batteries. A support value of 0.4 and confidence of 0.9. simulation data were used.

[34] Time-series pattern clustering and Association Rule Mining (ARM). Support above 0.01. Satellite  telemetry  data

(private).

However, the studies presented in Table 1 do not clearly describe the types of anomalies detected. In this
study, anomaly detection uses an accumulation-based scenario, where the first year's dataset is supplemented with
datasets from subsequent years, such as 2016 (DS1); 20162017 (DS2); ...; 20162023 (DS8). This accumulation-
based approach aims to obtain a comprehensive picture of the evolution of anomalies over time by integrating data
from previous years. For example, a pattern that appears in DS1 may disappear in DS4 if it is no longer distinct.
Conversely, new patterns may emerge after several years of collecting additional data. This study aims to detect
anomalies, identify the types of anomalies detected, and identify the attributes that contribute to anomalies in
satellite power systems, particularly in LEO.

However, there is a dearth of studies using datasets from equatorially orbiting microsatellites, such as
LAPAN-A2. The LAPAN-A2 satellite is the only active microsatellite in an equatorial low-earth orbit (LEO) [37].
The orbit of the LAPAN-A2 satellite is around the equatorial line (inclination ~6°) and moves from west to east.
Most other microsatellites have polar orbits that move from north to south and vice versa. The LAPAN-A2 satellite
operates under harsh space environmental conditions, with a sunlight—eclipse cycle of 14 times per day or
approximately ~5110 times per year. LEO satellites also experience significantly more eclipse phases, resulting in
more frequent battery charging and discharging cycles than geostationary Earth orbit (GEO) satellites [8]. Each of
these cycles causes the power subsystem to experience an abrupt transition between sunlight and eclipse
illumination phases. This cycle creates a non-stationary periodic pattern of battery status, namely, a charging and
discharging cycle. During the eclipse phase, the solar array does not receive sunlight; however, the battery must
distribute power to all subsystems. In addition, the speed of the LEO orbit of the LAPAN-A2 satellite is very high
(~7.5 km/s), thereby limiting the contact window between the satellite and the ground station to only a few minutes
per pass. Unlike GEO satellites that have continuous downlink telemetry, telemetry data from LEO satellites are
received in small, irregular batches, creating time lags that affect the continuity of anomaly detection and require
methods that are robust to uneven sampling.

Although research on anomaly detection in satellite telemetry data has been extensive, there are still gaps
that can be improved: (1) Most research related to anomaly detection uses GEO-orbiting satellite datasets [38],
[39] or LEO polar [40], [41], [42] datasets. Consequently, equatorial LEO satellites exhibiting distinct eclipse
cycle patterns, rapid solar panel degradation, and short contact durations are underrepresented; (2) Existing
approaches generally handle anomaly detection in isolation, without providing a diagnostic layer that can identify
which combination of telemetry parameters contributes to a detected anomaly. This interpretability is operationally
crucial for satellite operators to perform root cause analysis of anomalies; (3) Most proposed methods employ deep
learning architectures, such as long short-term memory (LSTM), autoencoder, and transformer, which are black-
box in nature, computationally complex [43], difficult to interpret [44], and highly dependent on the amount and
quality of data [44].

Motivated by these gaps, this study proposes integrating a voting-based statistical ensembles (VBSE)
approach for anomaly detection and a combination of Apriori-Close for association search and rule reduction. The
framework integration was validated using eight years of telemetry data from the LAPAN-A2 satellite, an
equatorial LEO microsatellite, and with an expert-annotated outlier-labeled dataset.

The main contribution of this research is the voting-based statistical ensembles (VBSE), which combine
five robust statistical detectors. These detectors are adapted for non-normally distributed (skewed) data and use a
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majority voting mechanism. VBSE achieved better anomaly detection performance (average F1 score of 70.49)
compared to [Forest, ECOD, and LOF. The evaluation was conducted over eight years (DS1-DS8) to demonstrate
the scalability and consistency of VBSE performance despite increasingly complex datasets. This long-term
validation is rare in the satellite anomaly detection literature. Furthermore, the diagnostic layer, AprioriClose,
identifies combinations of telemetry parameters that occur together when anomalies occur. The AprioriClose
results indicate that battery voltage (VBattl—VBatt3) and main power bus voltage (U _UMPB) are key indicators
of power system anomalies in LAPAN-A2. These findings help satellite operators analyse actionable root causes.

2. RESEARCH METHOD
2.1. Research Stages

This research has six main stages: data collection, data preprocessing, outlier detection, binning, rule
mining, and rule interpretation. (1) Data is stored in the database immediately after the satellite has completely
crossed the four ground stations (outside the coverage area of the easternmost ground station—Biak). Before being
stored in the database, the telemetry data in text format are transformed into tabular form following the database
structure. Separate software is used to process LAPAN-A4 satellite telemetry data based on Java. (2) Data
preprocessing includes cleaning the database for duplicate data and noise. Data duplication arises from the repeated
storage of the same telemetry data packet. Missing or corrupted data is considered noise and is removed from the
dataset. The causes of data noise include incorrect data types (strings entered into numeric attribute columns) and
missing values (data not recorded for certain attributes). Telemetry data with nadir and sunlight conditions were
selected for further analysis, considering the apparent daily motion of the sun. The preprocessing stage serves to
reduce false positives from nominal deviations, namely temporary outliers originating from satellite subsystem
activations, such as turning on/off certain buses or payloads, battery cycling, current spikes, and/or transitions into
and out of eclipse conditions. (3) Outlier detection using VBSE and comparison with expert labels. A hard voting
mechanism requires the agreement of three out of five detectors before marking an anomaly. Only true positive
outliers are processed further. (4) Binning involves converting numerical data into categorical (interval) data as
input for the rule mining algorithm. (5) Rule mining, which implements the Apriori-Close algorithm to find
associations and reduce rules. (6) Interpretation of the rule set and the types of anomalies detected. Figure 1 shows

the research stages.
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Figure 1. Research stages
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2.2. Data Collection

The telemetry data used is not continuous because the LAPAN-A2 satellite passes over Indonesia every
103-105 minutes, with a maximum transit duration of 15 minutes, and passes over Indonesia 14 times per day.
For technical and operational reasons, not all telemetry data are acquired during satellite transits. The ground
stations used for LAPAN-A2 telemetry data acquisition include Kototabang (West Sumatra), Rancabungur/Bogor,
(West Java), Parepare, (South Sulawesi), and Biak (Papua). Anomaly detection was conducted using a data-driven
methodology utilising LAPAN-A2 satellite telemetry data from January 1, 2016, to December 31, 2023.

The dataset selected for further analysis included data with nadir and sunlight conditions, considering the
apparent daily motion of the sun. The nadir is the satellite's position with the Z-axis facing the Earth and the X-
axis pointing eastward from the direction of the satellite's approach. The nadir is determined based on the satellite's
attitude, sunlight conditions, and the position of the sun as the satellite passes over the ground station. When the
sun is north of the equator, the nadir is determined by the sun sensor current value on the Y-axis exceeding the sun
sensor current value on the Y-axis. When the sun is south of the equator, the nadir conditions are determined based
on the sun sensor current value on the plus Y (Y+) axis being greater than the sun sensor current value on the
minus Y (Y-) axis. Sunlight conditions occur when the satellite is in an orbital area exposed to sunlight.

Off-nadir data were removed from the research data because they can cause normal data to be considered
outliers. Satellite telemetry data during off-nadir manoeuvres, such as tumbling or attitude transitions, experience
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rapid and natural changes in the power system and other sensor readings, which are operationally correct and not
anomalies. Retaining such data without mode labelling increases false positives and systematically decreases
detector precision [45]. For example, when a satellite is tumbling (an irregular rotational motion), the sun sensor
current on the minus Z (Z-) axis, which should be facing the sky, fluctuates significantly and rapidly. This condition
can be detected as an anomaly, which should be normal in tumbling conditions. Table 2 presents an example of
the dataset attributes used.

Table 2. Example research dataset attributes

Attribute  Tipe Data  Unit Description Attribute Example

Time Datetime - Data collection time PCUTime

Current Float mili Ampere  Subsystem current value I Solar0, IBatt0, FusePCDH
Voltage  Float Volt Subsystem voltage value  V_Solarl, VBattl, U UMPB

2.3. Voting-Based Statistical Ensembles

VBSE is used to estimate whether an attribute value in a dataset is an outlier or not. A value was classified
as an outlier when three of the five statistical approaches agreed. Table 3 presents the threshold formulas for the
five statistical approaches used, and Figure 2 illustrates the statistical ensemble based on the voting.

Table 3. The upper and lower limits of the statistical approaches used

Method Lower Limit Upper Limit
Hampel Filter [46] median — (3 x MAD) median + (3 X MAD)
Modified Z-score [47] -3.5 3.5
IQR [48] Q1 -3 xIQR Q3 +3 xIQR
Adjusted Boxplot for Skewed For MC >0; Q1-1.5¢*M*IQR  For MC > 0; Q3+1.5¢’M“*IQR
alg]tr‘b“t“ms (ABSD) For MC < 0; Q1-1.5¢™MC*IQR  For MC < 0; Q3+1.5¢*C*IQR
Z-score [50] 2.5 2.5
)~ - - - -----Ssc ----sF-----sF----oEF----== \
! Ds7 Dss8 1
DS1 Ds2
; J e ) (L) ) ] L)
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Figure 2. Illustration of a statistical ensemble based on voting

The Hampel filter uses the median absolute deviation (MAD) in a sliding window to identify outliers.
The MAD is more reliable because it is less susceptible to extreme values [51]. Data points that deviate more than
three times the MAD from the local median are classified as outliers [52]. The modified Z-score marks a value as
an outlier if it exceeds a threshold of £3.5 MAD from the median [53]. The modified Z-score is insensitive to
extreme values, thus helping to reduce false alarms and improve the reliability of error detection [54].

The interquartile range (IQR) categorises a value as an outlier if it falls outside the lower (Q1 — 1.5 x
IQR) or upper (Q3 + 1.5 x IQR) limits [55]. This method is robust to extreme values [56] and data with high
skewness [49]. The adjusted boxplot for skewed distributions (ABSD) is a modification of the standard boxplot
that uses the robust medcouple estimator to adjust the IQR range for data with high skewness [49]. The Z-score
identifies anomalies when the value exceeds a predetermined threshold, that is, less than —3 or greater than 3 [47],
[54].

The results of anomaly detection using the VBSE approach were evaluated using the recall and F1-score.
Recall measures the proportion of outliers correctly identified by the model [57], while the F1-score balances high
outlier predictions (high recall) by minimizing false alarms (high precision) [57], [58]. The Fl-score is an
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important parameter for outlier detection in imbalanced datasets, where there are more normal data than outliers
[59]. The formulas for the F1-score and recall are given in Equations 1 and 2, respectively [57].

Precision x Recall

F1 Score =2 XPrecision + Recall M
TP )
Recall = m

The statistical approach used only calculates the outlier score for each attribute (univariate) without
considering its relationship with the other attributes. Attributes classified as true-positive outliers were selected for
further analysis using the rule mining algorithm. Rule mining was used to examine the association relationships
between attributes (multivariate) from the predicted outlier values calculated from the VBSE.

2.4 Binning

Telemetry data are numeric; therefore, they cannot be applied directly using the rule mining algorithm.
The telemetry data were first converted into interval data. The process of grouping numeric data into several
intervals is known as binning. Binning helps reduce data complexity by converting continuous attributes into
discrete attributes, making it easier to identify association patterns. The binning method used in this study was the
Freedman-Diaconis rule [60]. The Freedman-Diaconis rule uses two main parameters: the IQR and the total
number of data points used (n). Equation 1 presents the calculation of the bin width [61], and Equation 2 presents
the calculation of the number of bins [61].

Bin width = 2 IQR 3

nwi = -
= 3)
. _ Range

Number of bins = =" (4)

If the IQR is 0 (zero) in equation 1, then the IQR is replaced with the range value (maximum value -
minimum value). The Freedman-Diaconis rule was chosen because it has advantages, including (1) using IQR,
which is more resistant to outliers [62] compared to other methods that use the full range such as the Sturges
method [63], and (2) the bin width is adjusted to the data distribution [62], so it is more flexible for various types
of data distributions, including non-normally distributed data.

2.5 Association Rule Mining

Association Rule Mining (ARM) is a data mining technique used to identify relationships or patterns that
frequently occur between items in a dataset. The main goal of ARM is to find associative rules in the form of if-
then statements, for example, "If A and B, then C". This association rule can be understood as a relationship
between A and B, where A and B represent two sets of elements [64].

Support (Supp) is used to measure how often an itemset (combination of attributes) occurs in the entire
data set. The support for the rule A=B shows how often items A and B appear together in the dataset. Confidence
(Conf) measures the strength of the rule, namely, how often item B appears in transactions that also contain A.
The confidence for the rule A=B shows the probability that a transaction containing A also contains B. Lift is the
ratio of the probability of B occurring when A occurs to the overall probability of B occurring. Lift output defines
the correlation between the antecedent and consequent [65]: lift > 1 (positive correlation), lift < 1 (negative
correlation), and lift = 1 (independent correlation).

Leverage (Lev) measures the difference between the actual frequency of the combination of items A and
B and the expectation if they were independent (i.e., uncorrelated) [66]. The more positive the leverage value, the
stronger was the association between items. Conviction (Conv) measures the extent to which the presence of item
A increases the probability of occurrence of item B. The formulas for support and confidence are given in
Equations 5 and 6 [64], the lift formula is given in Equation 7 [67], and the leverage and conviction formulas are
given in Equations 8 and 9 [66].

_ Frequency(A,B) 5
Support (A > B) " Total Transactions ( )
Confidence (A =» B) = %{m (6)
. _ Support(AUB) 7
Lift (A > B) - Support(A) x Support(B) ( )
Leverage (A = B) = Support(AUB) - [ Support(A) X Support(B)] (8)
Conviction (A = B) = _1-Support(4) )

1-Confidence(A,B)

Integration of Voting-Based Statistical Ensembles (Permala et al)
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Association rules can reveal hidden patterns in data that might otherwise go undetected by identifying
changes in the value of an attribute, whether influenced by other attributes or by the attribute that indicates an
anomaly. The resulting set of rules can help identify various types of anomalies, such as single, correlational, and
contextual anomalies. Each type of anomaly can indicate a different cause or source of the problem.

The minimum support value (minSupp) was selected using an elbow point curve by observing support
values ranging from 0.1% (1 per 1,000 events) to 0.01% (1 per 10,000 events) with a range of 1,000 values. Based
on previous research [68], a small support value was used to balance the rules. A small support value captures rare,
but important, patterns. Rare patterns are important for understanding complex interactions that are not readily
apparent using higher supports. A confidence value above 90% was chosen to obtain classification rules with a
high level of confidence, maintain rule effectiveness, and avoid information loss that may occur at lower
confidence levels [69]. According to [70], a confidence value above 90% was chosen to ensure that the rules used
in the model were reliable and had a high probability of accurately representing interactions in the data, and to
reduce false positives.

The AprioriClose algorithm was chosen because it simultaneously meets three operational requirements:
(1) it does not require labelled data (unsupervised); (2) it generates association rules that can be directly interpreted
by operators without specialised ML/DL expertise; and (3) the closed frequent itemset formula [71] is capable of
eliminating redundant rules, that is, itemsets that do not have a superset (larger itemset) with the same support
value, without losing important information. The resulting data-based rules can be cross-validated with expert-
generated labels to determine their agreement. Rules that frequently appear as anomalies and match expert labels
are more reliable than rules that appear on unlabelled data points. Several explainability techniques have been
considered as alternatives to the proposed AprioriClose-based explanation layer, including SHAP, LIME, and rule-
based classifiers such as decision trees.

However, each of these approaches presents fundamental limitations when applied to the operational
context of this study. SHAP (SHapley Additive exPlanations) requires a pre-trained model to be explained [72].
Thus, SHAP cannot be directly used in unsupervised anomaly detection methods such as VBSE. SHAP models
require additional modelling, which adds complexity to the system and can reduce transparency. SHAP outputs
are numerical scores that are difficult to understand without a good knowledge of statistics. SHAP outputs make
them less practical for operators who are not ML experts and need explanations that can be directly used in satellite
missions [73]. Methods such as LIME also have limitations, such as explaining only one prediction at a time and
not showing general patterns across the data [74]. To monitor the health of a satellite over eight years, operators
need to know long-term patterns, such as which parameters frequently appear with anomalies over months or
years. Alternatives such as rule-based classifiers (decision trees) generate rules that are easy for operators to
understand; however, they require labelled anomaly data to create classification boundaries [75].

3. RESULTS AND DISCUSSION
3.1. Voting Implementation

Initially, telemetry data from 2016 to 2023 were divided into eight cumulative datasets. Each cumulative
dataset was assigned an ID code from DS1 to DS8. Outlier scores were calculated for each attribute using the
VBSE approach. Table 4 presents the VBSE approach.

Table 4. Illustration of VBSE methods
Modified

No. Datetime Fuse5_ 12  Hampel IQR Z-score ABSD  Z-score  Voting
1 2016-01-07 08:21:29 160.8 N/O N/O N/O Outlier N/O N/O
2 2016-01-07 08:23:03 603.99 Outlier  Outlier  Outlier N/O N/O Outlier
3 2016-01-07 08:23:18 1062.86 Outlier OQOutlier  Outlier N/O Outlier  Outlier
4 2016-01-07 08:32:20 262.77 Outlier N/O N/O N/O N/O N/O
5 2016-01-07 08:33:03 121.58 N/O N/O N/O Outlier N/O N/O
6 2016-01-07 08:33:10 160.8 N/O N/O N/O Outlier N/O N/O
7 2016-01-07 08:33:29 133.35 N/O N/O N/O Outlier N/O N/O
8 2016-01-07 08:34:22 133.35 N/O N/O N/O Outlier N/O N/O
9 2016-01-07 08:34:31 125.5 N/O N/O N/O Outlier N/O N/O

*N/O = not outlier

Table 5 presents the dataset distribution. The "ID" attribute defines the dataset code. The "Dataset period"
attribute defines the time span of the dataset used. The "Amount of data" attribute defines the number of
observational data for each period, which increases over time. The "Ground truth " attribute defines the number of
outlier data for each period based on a threshold value derived from expert experience and knowledge. The "%
Outlier" attribute defines the percentage ratio between the total data and outliers based on the ground truth. The
"Number of suspected outliers by VBSE" attribute defines the number of suspected outlier data based on VBSE.
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Table 5. Distribution of datasets

ID  Dataset Period Amount of data ~ Ground Truth % Outlier Numb_er of suspected
outliers by VBSE
DS1 2016 269,031 2,488 0.92 4,346
DS2 2016 t02017 570,285 5,359 0.94 8,487
DS3 2016 t02018 884,902 7,534 0.85 10,053
DS4 2016 t02019 1,277,765 10,351 0.81 13,817
DS5 2016 to 2020 1,688,016 12,682 0.75 18,225
DS6 2016 to 2021 2,075,152 16,964 0.82 24,931
DS7 2016 to 2022 2,309,361 19,895 0.86 26,105
DS8 2016 to 2023 2,464,887 21,198 0.86 27,835

Eight years of accumulated telemetry data yielded 21,198 anomalies based on expert experience and
knowledge, with an outlier rate ranging from 0.75% to 0.94%. The class imbalance ratio between normal and
anomalous values is extreme (115:1), representing real-world satellite operations, in which anomalies are rare but
significant events in a satellite's mission.

The recall and F1-score values of VBSE will be compared with those of other anomaly detection methods,
namely IForest, LOF, and ECOD. Table 6 lists the comparison methods and the parameters used. The
"Hyperparameter Tuning" attribute defines several parameter combinations tested to obtain the best recall and F1-
score values. The "Selected Parameter" attribute defines the parameters selected based on the best hyperparameter
tuning results.

Table 6. Comparative methods and parameters used

Method Hyperparameter Tuning Selected Parameter
contamination: [0.01, 0.05, 0.1, 0.15, 0.2], contamination: 0.1,

[Forest n_estimators: [25, 50, 100, 150], n_estimators: 25,
max_samples: [0.5, 0.8, auto], max_samples: 0.5,

max_features: [0.5, 0.8, 1.0] max features: 0.5

n_neighbors: [15, 20, 25, 30, 35, 40, 45, 50], n_neighbors: 15,
LOF contamination: [0.1, 0.01, 0.001], contamination: 0.1,
metric: [euclidean, manhattan, minkowski], metric: euclidean,

p: [1,2,3] p:2

ECOD Contamination: [0.1, 0.01, 0.001, 0.0001] contamination: 0.001

Table 7 presents a comparison of the recall and F1-score values of VBSE with several other anomaly
detection methods. Figure 3 shows the comparative performance of outlier detection methods on eight satellite
telemetry datasets. VBSE demonstrated superior and consistent performance across all datasets, with an average
F1-score of 70.48 and a recall of 86.49. This F1-score represents a 4.2-fold improvement over IForest (16.95), a
12.6-fold improvement over ECOD (5.57), and a 5.6-fold improvement over LOF (12.65). Although IForest
achieved the highest average recall (91.92), it significantly sacrificed precision. [Forest's average precision was
approximately 9.34, indicating that ~90% of alerts were false positives. In contrast, VBSE maintained a high recall
(86.49) while achieving significantly better precision (~ 59-65%) than IForest. The balance between recall and
F1-score is crucial for real-world applications. Relying solely on precision or recall can flag too many normal
events as anomalies, whereas the F1-score provides a single metric that balances both.

Table 7. Comparison between VBSE, IForest, ECOD, and LOF

ID/Method VBSE IForest ECOD LOF
Recall F1-Score Recall FI1-Score Recall FI1-Score Recall F1-Score
DS1 68.51 50.04 91.36 18.14 2.81 5.08 31.55 11.24
DS2 72.42 55.98 92.42 18.83 3.10 5.67 21.31 12.57
DS3 88.86 74.93 95.77 17.76 4.95 8.86 17.20 13.24
DS4 90.28 76.45 95.22 16.63 422 7.57 14.24 14.20
DS5 93.64 75.57 97.03 16.09 3.60 6.38 12.35 14.47
DS6 90.96 71.81 88.96 15.74 2.30 4.14 9.46 12.62
DS7 93.51 79.50 88.04 16.36 1.97 3.54 8.10 11.53
DS8 93.76 79.60 86.58 16.01 1.84 3.34 7.78 11.30
Mean 86.49 70.48 91.92 16.95 3.10 5.57 15.25 12.65

VBSE's scalability demonstrates consistent performance improvement from DS1 (F1=50.04) to DS8
(F1=79.60), representing a ~62% improvement. This scalability demonstrates VBSE's ability to adapt to the
increasing volume and complexity of data. In contrast, [Forest exhibits performance degradation (18.14 — 16.01),
ECOD exhibits fluctuating behaviour (5.08 — 3.34), and LOF exhibits stagnation (11.24 — 11.30). These trends
indicate the poor generalisability of a single-algorithm approach when faced with operational scenarios of long-
duration satellite missions.
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Figure 3. Comparative performance of outlier detection methods

Based on algorithmic characteristics, VBSE excels because it combines multiple univariate statistical
detectors to balance sensitivity and specificity to skewed data distributions. Each attribute is evaluated
independently from multiple perspectives. Furthermore, its direct voting mechanism has been shown to reduce
false positives. In contrast, [Forest is sensitive to parameter determination and variations in the density of skewed
telemetry data. The random splits applied to IForest can isolate normal values at the tails of skewed data
distributions.

ECOD is not robust to skewed data distributions, where the tails of the distribution do not represent true
outliers because the data distribution is only skewed to one side. In skewed telemetry data, the tails of the
distribution can contain many normal values (not outliers). Meanwhile, LOF, which is based on density estimation,
is less robust to skewed data with varying densities. LOF is less effective when used in one dimension (univariate),
because density differences between points become insignificant.

Table 8 presents a comparison of the 10 attributes with the most outlier values for DS1-DS4, and Table
9 presents a comparison of the 10 attributes with the most predicted outlier values for DS5-DS8. Each fuse
manages several switches in satellite subsystems, such as the bus system (coil, gyro, and star sensor) and payload
(AIS, APRS, and SpaceCam). Fuse0 controls the S-band switch, voice repeater, and S-band transmitter. Fusel
controls the GPS, MFS, VAIS, and APRS switches. Fuse2 controls the STS-A, STS-B, stepper, and analogue
camera switches. Fuse3 controls the gyro-1 and 2, ASR, gyro-3 and 4, and video recorder switches. Fuse4 controls
the WDE-3 and WDE-4 switches. Fuse5 controls the WDE-1 and WDE-2 switches. Fuse6 controls the coil 1-3
switches. Fuse7 controls the SpaceCam and video camera switches. For example, "Fuse4 2" indicates that only
switch 2 is active on Fuse4. While "Fusel 124" indicates that switches 1, 2, and 4 are active on Fusel.

The results presented in Tables 8 and 9 indicate that each dataset has certain attributes that dominate
outliers. Table 8 presents the number of outliers from the first four years of the dataset (DS1-DS4), with the top
three ranked by the Fuse attribute. Fuse4 2, which controls the wheel drive electronic (WDE-3) switch, dominated
the number of outliers from DS1 to DS3, but over time its position fell behind the other attributes. Attribute
Fuse5 12, which controls the WDE-1 and WDE-2 switches, was in the top three in the first four datasets. The
frequency of outliers in Fuse5 may indicate a continuous increase in load or mechanical activity on the WDE,
which is affecting Fuse5.

Table 9 presents the number of outliers from the last four years of the dataset (DS5-DS8), where the top
four rankings are occupied by attributes involving battery voltage. The subsequent rankings are dominated by
attributes involving battery current. Furthermore, increased outlier scores for VBatt and IBatt may reflect
decreased battery capacity or instability in charging cycles, which often occurs in Li-ion batteries after being
exposed to extreme thermal cycling in orbit.
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Table 8. Comparison of the number of outliers per dataset based on voting

Dataset DS1 DS2 DS3 DS4
No. Attribute Sum Attribute Sum Attribute Sum  Attribute  Sum
1 Fuse4 2 244 Fuse4 2 317 Fuse6 1 424  Fuse5 12 498
2 FuseS 12 159 Fuse5 12 298 Fuse5 12 402 Fusel 4 438
3 Fuse3 123 129  Fuse3 123 271 Fuse4 2 339 Fuse6_1 429
4 FusePCDH 70 Fusel 24 167 VBatt3 290 VBatt3 416
5 Fuse3 2 64 VBatt3 134 Fuse3 123 285 VBatt2 402
6 Fuse7 1 57 Fuse6 124 VBatt2 272 VBattl 401
7 Fusel 24 56 I Solar0 117 VBattl 270 IBattl 352
8 Fuse6 50 U UMPB 113 Fusel 4 261 Fuse4 2 348
9 Fuse2 2 29 FusePCDH 112 U UMPB 241 IBatt3 341
10 Fusel 124 28 VBattl 104 1Batt3 225 [Batt2 311

Table 9. Comparison of the number of outliers per dataset based on voting
Dataset DS5 DS6 DS7 DS8
Attribute  Sum _ Attribute  Sum Attribute Sum _ Attribute Sum
U UMPB 598  Fuse3 12 1217 VBatt3 837 VBatt2 918

VBattl 544 VBatt2 673 VBatt2 833 VBatt3 911

VBatt3 544 VBatt3 673 VBattl 759 VBattl 838

VBatt2 542 VBattl 660 IBattl 673 [Batt3 767
Fuse5_ 12 535 U _UMPB 633 IBatt3 663 IBatt1l 713

IBattl 457 IBatt3 594 U UMPB 633 U UMPB 661

[Batt3 456  Fuse5 12 568 [Batt2 604 [Batt2 647
Fusel 4 438 IBattl 559 Fuse5_12 571 Fuse5_12 572

IBatt2 431 IBatt2 522 Fuse6 1 537 Fuse6 1 570
Fuse6 1 429 Fuse6 1 507  Fuse3 123 439  Fuse3 123 448

- z
Soexuauswn—(g

3.2 Rule Mining Implementation

Values detected as true positive outliers by VBSE are further processed to determine which bin they fall
into. Table 10 presents an example of the binning results into item sets for mining on DS1. For example, item
U_UMPB_14 indicates that the detected outlier value of U _UMPB falls into bin 14.

Table 10. Example itemsets in DS1

Datetime Itemsets
2016-04-11 01:07 U UMPB 14, VBattl 11, VBatt2 11, VBatt3 11
2016-04-11 01:07 U UMPB 14, VBattl 12, VBatt2 12, VBatt3 12
2016-04-11 01:08 U _UMPB 9, VBattl 9, VBatt2 10, VBatt3 10
2016-04-11 01:09 U UMPB 4, VBattl 6, VBatt2 6, VBatt3 6
2016-04-1101:11  Fuse3 123 119,U UMPB 0, VBattl 0, VBatt2 0, VBatt3 0

The optimal support value was determined using an elbow point curve by testing several support values
ranging from 0.1% (1 per 1,000 occurrences) to 0.01% (1 per 10,000 occurrences). The results of identifying a
significant increase in the number of rules between support values indicated that the optimal support value was
0.02% (1 per 5,000 occurrences). Table 11 shows a comparison of the change in the support value with the number
of generated rules. A MinSupp value of 0.02% was chosen because it best represented the point at which the
increase in the number of rules began to slow significantly as the minSupp value decreased. The "Growth" attribute
defines the average increase in the number of rules per 1,000 occurrences. Figure 4 shows a visualization of the
elbow point graph.

Table 11. comparison of changes in support value to the number of rules

S];l;z(s)g[/ 0.1% 0.05% 0.033% 0.025% 0.02% 0.017% 0.014% 0.0125% 0.011% 0.01%
DS1 14 52 84 116 116 157 157 157 157 157
DS2 16 42 71 91 134 134 169 169 225 225
DS3 13 57 91 121 145 163 183 222 222 268
DS4 8 39 88 119 142 159 200 223 223 244
DSS5 6 28 63 109 141 157 180 197 220 244
DS6 9 31 64 98 132 158 184 202 219 236
DS7 9 28 61 84 115 152 176 203 222 232
DS8 8 28 62 89 115 148 171 192 224 236

Mean 10.38  38.13 73.00 103.38  130.00 15350  177.50 195.63 214.00  230.25
Growth 0 27.75 34.88 30.38 26.63 23.50 24.00 18.13 18.38 16.25
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Visualization of elbow point graph

300

250

200

150

100

1/1,000 1/2,000 1/3,000 1/4,000 1/5,000 1/6,000 1/7,000 1/8,000 1/9,000 1/10,000

—e—DSI —e—DS2 DS3 DS4 —e—DS5 —e—DS6 —e—DS7 —e—DS8

Figure 4. Visualization of elbow point graph

By applying a minSupp of 0.0002, each dataset had a different frequency value depending on the number
of rows of data to be categorized as an outlier. Attributes with a frequency of occurrence below the frequency
value were removed from the dataset and considered as noise. Table 12 shows the minimum frequency of
occurrence of attributes for each dataset to be categorized as an outlier, and Figure 5 shows a comparison between
the number of rows and the absolute support.

Table 12. Absolute support for each dataset
ID  Dataset Period Number of Rows  Absolute support

DS1 2016 11,697 2
DS2 2016 to 2017 24,795 5
DS3 2016 to 2018 38,474 8
DS4 2016 to 2019 55,555 11
DS5 2016 to 2020 73,392 15
DS6 2016 to 2021 90,224 18
DS7 2016 to 2022 100,407 20
DS8 2016 to 2023 107,169 21
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100,000
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80,000 §
£ 15.00 =
£ -
T 60000 2
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Figure 5. Comparison between the number of rows and absolute support

Table 13 shows examples of rules with the most frequent itemsets in each dataset, with a minSupp of
0.02%. The rules that emerged involved not only one attribute (L1) but also up to four attributes (L4). The more
attributes involved, the more complex the attribute interactions in the system.
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Table 13. The highest rule combinations in each dataset

Dataset Length  Frequent Supp. Conf. Lift Lev. Conv. Antecedent Consequent

L1 64 0.00547 1 0.0 0 0.0 Fuse3 2 0 -

L1 50 0.00427 1 0.0 0 0.0 Fuse6 0 -

L2 4 0.00034 1 29243  0.00034 99830.2 VBatt2 10 VBatt3 10
DS1 L2 3 0.00026 1 182.8  0.00026 99318.0 Fusel 134 45 Fuse3 2 0

L3 3 0.00026 1 29243  0.00026  99830.2 U UMPB 9, VBatt2 10 VBatt3 10

L3 3 0.00026 1 29243  0.00026 99830.2 VBattl 10, VBatt2 10 VBatt3 10

L3 3 0.00026 1 29243  0.00026  99830.2 VBattl 14, VBatt2 15 VBatt3 15

L1 124 0.005 1 0 0 0.0 Fuse6 0 -

L1 81 0.00327 1 0 0 0.0 Fuse3 2 0 -

L2 10 0.0004 1 1771.1  0.0004  99808.0 VBatt2 11 VBatt3 11
DS2 L3 8 0.00032 1 1771.1  0.00032  99808.0 VBattl 11, VBatt2 11 VBatt3 11

L3 7 0.00028 1 1771.1  0.00028  99808.0 U UMPB 8, VBatt2 11 VBatt3 11

L2 5 0.0002 1 953.7 0.0002  99759.7 VBattl 13 VBatt3 11

L4 5 0.0002 1 2066.3  0.0002 99816.0 U UMPB 6, VBattl 8, VBatt2 8  VBatt3 13

L1 261 0.00678 1 0 0 0.0 Fusel 4 0 -

L1 134 0.00348 1 0 0 0.0 Fuse6 0 -
DS3 L1 120 0.00312 1 0 0 0.0 U UMPB 20 -

L3 11 0.00029 0917 1410.7 0.00029 12.0 U UMPB 20, VBattl 18 VBatt2 19

L2 9 0.00023 0.9  2663.6 0.00023 10.0 VBattl 11 VBatt2 12

L1 438 0.00788 1 0 0 0 Fusel 4 0 -

L1 135 0.00243 1 0 0 0 Fuse6 0 -
D54 L1 127 000229 1 0 0 0 U UMPB 23 ;

L2 13 0.00023 1 677.5  0.00023 99717.0 Fusel 14 219 Fuse3 2 0

L1 438 0.00597 1 0 0 0 Fusel 4 0 -

L1 286 0.0039 1 0 0 0 U UMPB 33 -
DS5 L1 136 0.00185 1 0 0 0 Fuse6 0 -

L1 129 0.00176 1 0 0 0 U UMPB 25 -

Ll 82 0.00112 1 0 0 0 Fuse3 2 0 -

L1 438 0.00485 1 0 0 0 Fusel 4 0 -

L1 312 0.00346 1 0 0 0 U UMPB 35 -
DS6 L1 250 0.00277 1 0 0 0 Fuse3 12 44 -

L1 232 0.00257 1 0 0 0 Fuse3 12 14 -

Ll 182 0.00202 1 0 0 0 Fuse3 12 29 -

L1 438 0.00436 1 0 0 0 Fusel 4 0 -

L1 312 0.00311 1 0 0 0 U UMPB 36 -
DS7 L1 137 0.00136 1 0 0 0 Fuse6 0 -

L1 133 0.00132 1 0 0 0 U _UMPB 27 -

Ll 128 0.00127 1 0 0 0 Fuse3 1 38 -

L1 438 0.00409 1 0 0 0 Fusel 4 0 -

L1 327 0.00305 1 0 0 0 U UMPB 37 -
DS8 L1 145 0.00135 1 0 0 0 U _UMPB 28 -

L1 137 0.00128 1 0 0 0 Fuse3 1 41 -

Ll 137 0.00128 1 0 0 0 Fuse6 0 -

The priori-close results show that the majority of frequent itemsets with the highest support across all
datasets (DS1-DS8) were dominated by anomalies in fuses and the main power bus. The single antecedent fuse
(Fusel 4 0, Fuse3 2 0, and Fuse6_0) that recurred in almost all datasets with perfect confidence (1) indicated a
recurring anomaly in the satellite power protection path. The majority of detected fuse attributes had small bin
sequence numbers (0-1), indicating small outlier values (undercurrent).

Furthermore, the frequent occurrence of U UMPB k in L1 indicates that anomalies tend to occur under
certain bus conditions (e.g., a drop or spike at the kth level), indicating main power bus instability. For example,
U UMPB 8 on DS2 was detected as an anomaly because the voltage dropped to 14.53V from an average value
of 15.87V. The repeated occurrence of fuses and the main power bus in rule L1 are good early indicators for
anomaly detection.

Rules involving more than one attribute, confidence values approaching 1, and a very high lift, such as
DS1:2924.3, DS2:2066.3, and DS3:2663.6, indicate a very strong and deterministic antecedent-consequence
relationship. Rules with a high lift often involve the main power bus (U_UMPB) and battery (VBatt) variables,
especially VBatt2 and VBatt3, as in DS1: U UMPB_9, VBatt2 10 — VBatt3 10 with a lift value of 2924.3. This
means that when U UMPB_9 and VBatt2 10 (antecedent) occur, VBatt3 10 (consequent) is 2924.3 times more
likely than under normal circumstances. This condition indicates that anomalies in the main power bus and one
battery affect the other. Furthermore, this combination of rules can be used as an early indicator of anomalies.
When U_UMPB reaches this value, the system can predictively monitor VBatt2 and VBatt3. If a complete pattern
is formed, the onboard system can take protective actions, such as reducing the load, shutting down non-essential
payloads, or transitioning to the safe mode.
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A very high conviction value (e.g., 99830.2 in DS1) indicates that the rule is very strong, and if the
antecedent occurs, the consequent is almost certain to occur. Furthermore, a very high conviction value reduces
the number of false positives. The combination of high conviction with positive leverage reflects a rule that is
nearly perfect but only valid in a specific context. In addition, the combination of positive leverage with high lift
indicates a strong and non-random (not coincidental) relationship between items, even though the frequency of
occurrence is low.

Several types of anomalies can be identified based on the rule set in Table 13. First, point anomalies are
independent because their occurrence is not triggered or triggered by other components. Fusel 4 0, Fuse6 0,
Fuse3 2 0, or other L1 attributes can be categorized as point anomalies (global) because they are not associated
with other parameters (lift = 0). These L1 attributes are not noisy because they appear consistently across multiple
datasets and satisfy the minimum support threshold value. For example, Fuse3 2 0 is detected as an outlier in
several datasets because when switch-2 is active, the ASR current consumption is below the nominal value
(undercurrent) that should be (~91mA). Figure 6 Example of detected point anomalies.
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Figure 6. Example of detected point anomalies

Anomalies that appear regularly in DS1-DS4 with an attribute combination pattern involving
U UMPB x, VBattl x, VBatt2 x, and VBatt3 x at unusual times are categorized as collective anomalies. This
is characterized by a confidence level close to 1.0 and a high lift. For example, in DS3, the values U UMPB_20,
VBattl 18, and VBatt2 19 are individual point anomalies, but when they occur together, they can be categorized
as collective anomalies with a combined occurrence of 11 times. These three combinations appear together and
are very consistent, indicated by a confidence level close to 1.0, and supported by a lift 1410.7 times higher than
chance. Figure 7 shows an example of the collective anomalies of U UMPB 20, VBattl 18, and VBatt2 19.
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Figure 7. Example of detected collective anomalies

On DS4, Fusel 14 219 and Fuse3 2 0 were detected as collective anomalies. By itself, Fusel 14 219
is not an anomaly, whereas Fuse3 2 0 is a point anomaly. Fuse3 2 0 was detected as an outlier because when
switch-2 was active, the ASR current consumption was below the nominal value (~91mA). The combination of
these two fuses occurred 13 times, with a confidence level of 1.0, indicating that they always occurred together.
This is supported by the lift, which indicates a 677.5 times greater probability of occurring together than simply
by chance. Figure 8 shows an example of the collective anomalies of Fusel 14 219 and Fuse3 2 0.
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Figure 8. Example of detected collective anomalies

Rules that appear in DS1-DS4 and then disappear in DS5-DS8 can be classified as contextual anomalies,
such as the combination VBatt2 10 — VBatt3 10 in DS1 and VBattl 11, VBatt2 11 — VBatt3 11 in DS2.
Although these combinations appear at the beginning of the dataset and are considered anomalies, when integrated
with the subsequent datasets (DS4-DS8), they are no longer considered anomalies owing to the increase in the
number of data without an increase in the frequency of their occurrence. In addition, distinct pattern changes were
observed between the early and late phases. A clear transition boundary is seen in DS4 to DSS5, namely, the change
from complex multi-attributes to simpler single attributes.

The prolonged or repeated occurrence of Fusel 4 0 is inconsistent with the operational schedule and
may indicate a problem or failure in the satellite subsystem. However, we acknowledge that distinguishing true
faults from nominal deviations requires cross-validation with satellite operational logs, which is a limitation of this
study and may be addressed in future research.
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4. CONCLUSION

VBSE demonstrated improved performance as dataset complexity increased (DS1 — DS8), whereas
IForest, LOF, and ECOD tended to decline. VBSE's F1-score of 70.49 represents a 4.2—12.6 X improvement over
the single-algorithm baseline while reducing false positives by 90% compared to [Forest. Furthermore, a change
in outlier patterns was detected, with the Fuse attribute dominating in the early datasets (DS1-DS4) but the VBatt
attribute dominating in the later datasets (DS5-DSS).

An eight-year cumulative analysis revealed that a combination of battery voltage (VBatt) and main power
bus voltage (U _UMPB) parameters is a key indicator of anomalies on the LAPAN-A2 satellite. The cumulative
approach proved effective in maintaining detection sensitivity; however, computational refinements are needed
for its long-term effectiveness.

Overall, rule mining yielded several important findings: (1) utilising closed frequent itemsets
(AprioriClose) helps reduce rule redundancy without sacrificing critical information. (2) The combination of
minSupp. 0.02%, minConf. 0.9, lift, leverage, and conviction metrics proved effective in capturing rare, reliable
anomalies and significant association relationships, and provided a different perspective in assessing the
significance of the rules, especially in the context of outlier detection. (3) AprioriClose successfully revealed
hidden patterns between satellite power subsystems. (4) a strong correlation between batteries (VBatt1l-VBatt3)
and a causal relationship between U_UMPB and VBatt were found. (5) the use of accumulative scenarios allows
for the identification of stable patterns over time, but also requires an algorithm that can handle data updates
efficiently. (6) provides empirical evidence that association methods remain relevant and effective for anomaly
detection on satellites and produce interpretable anomaly patterns.

Although formal expert validation of the association rules was not performed, the findings indicate that
the rules demonstrate strong validity when interpreted against satellite power systems. An eight-year cumulative
analysis revealed a causal relationship between battery voltage (VBatt) and main power bus voltage (U_UMPB),
both key indicators of anomalies on the LAPAN-A2 satellite. However, we fully acknowledge that the lack of
structured expert validation of the association rules is a limitation of this study. Formal validation, through
structured expert interviews, where the extracted rules are presented and assessed for their operational relevance,
is identified as a necessary direction and prioritised for future work.

This study also highlights the potential of a cumulative approach for long-term outlier detection but
cautions against the potential for overfitting to past events. Further research is needed to explore weighting-based
voting mechanisms and other optimal binning methods that consider data distribution.
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