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Abstract

Behind Bitcoin’s, there is a technology that becomes its fundamental part, which is
Blockchain. Bitcoin is the first cryptocurrency in the world. At present, blockchain technology is
the subject of discussion and research among developers, business people and researchers.
Basically, blockchain technology functions as a digital 'ledger’ that records every transaction that
occurs and what makes blockchain interesting is, data that has been recorded in it cannot be
changed. Furthermore, various blockchain-based applications began to emerge, and are used in
various fields, the first to implements blockchain technology is digital currency transactions, other
fields, such as the Internet of Things, government, health services, education, and industries.
However, like other emerging technologies, blockchain technology still faces several challenges
such as scalability and security. To deepen the knowledge about blockchain technology, a
literature study is needed using the Literature Review method. This research uses literature
sources from Scopus reputable institutions, Thomson Reuters / Web of Science, Directory of
Open Access Journals (DOAJ), EBSCO, and Google Scholar. The contribution of this paper is to
convey how Blockchain technology works, the applications and challenges ahead that will be
faced by blockchain technology.
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1. Introduction

The world is becoming digital, with the presence of the Internet that demands all business
processes, government, and even households running fast, precisely, safely, and less expensive
[1]. Furthermore, in economic history, people will not forget the economic crisis event that
occurred in 2008 [2]. The 2008 economic crisis was seen by economist as the worst financial
crisis since the Great Depression (1930s) [3][4]. This crisis caused the economy to deteriorate
and threatened the collapse of major financial institutions. This makes the government in various
countries have to take an action to save big banks from bankruptcy. The economic crisis in 2008
happened because the financial and accounting instruments used to maintain the integrity of the
entire financial system was too complicated and could not be used efficiently. Trust, which is the
fundamental of all financial systems, began to disappear in 2008 [4]. As a result of the event, a
paper appeared entitled "Bitcoin: A Peer-to-Peer Electronic Cash System" with writer named
Satoshi Nakamoto [5]. The emergence of Satoshi’s paper introduced the first cryptocurrency,
called "Bitcoin" to the public, which was then recognized by people to date. The interesting thing
about Satoshi's writing is the ability of Bitcoin to change the financial transaction system used.

Bitcoin is a digital currency that breaks down the conventional money transaction system,
making it known to ordinary people. However, behind Bitcoin’s success, there is a technology
which becomes its foundation called Blockchain. Blockchain technology turns out not only to be
used for Bitcoin (digital currency) but has the potential to be applied in other fields [6]. This is
because blockchain is able to offer features that are not offered by the current centralized system,
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including transaction data forgery, hacker attacks and mediators [7]. With blockchain technology,
mediator can be removed, transaction data cannot be changed, and hackers will almost
impossible to hack. This is what makes blockchain an innovation technology that can be applied
in various fields.

Blockchain technology is able to bring new innovations to the current system. However,
blockchain is still considered a new technology. So there needs to be a discussion about this
technology, its applications and its challenges. This paper is intended for readers who want to
start research on the Blockchain field that focuses on how Blockchain technology works, explore
applications in various fields and challenges of blockchain technology.

The structure of this paper are as follows: Chapter Il briefly discusses the methodology
used in writing this paper, namely the Literature Review methodology. Chapter Il discusses the
basic theory of blockchain. Chapter IV discusses the applications of blockchain technology. In
Chapter V, contains the challenges faced by blockchain technology and Chapter VI is the
conclusions of this paper.

2. Research Method

Literature Review is a study which purpose is to make a summary and analysis of various
information published in a field of research. A literature review is considered good if it follows the
latest research trends and comprehensively addresses the current state of the topic discussed
[8]. In making a literature review, there must be a purpose to be attained. According to [8], there
are seven purposes in making a literature review:

1. Inorderto know how a paper contributes to the understanding of a subject being studied.

2. In order to know the relationship between one’s research with other’s research.

3. Inorder to describe the deficiencies found in previous studies.

4. In order to provide a solution to different understanding in previous studies which are
contradictory.

5. In order to describe what previous researchers have discussed to prevent other authors
from duplicating the research of previous researchers.

6. In order to determine the state of the art of current research as a measure for the next
research.

7. In order to know the current position of a paper in the same research field.

In writing a literature review, there are steps that has to be taken by an author. Machi and
McEvoy [9] explained that there are six steps that has to be taken. Figure 1 shows those six steps.

6. Write Qﬁ 1. Selecta

the review topic

5. Critique 2. Search
the the
literature literature
4. Survey 3. Develop

the the
literature Cj argument

Figure 1. Six steps in writing a literature review

1. Select a Topic

In this step, the author should choose a topic to be discussed in the literature review. To
determine which topic will be discussed, an author may search through dissertations, theses,
research reports, websites, books, films, or papers [10].
2. Search the Literature

Once the author has determined the topic that will be discussed, the next step is to search
the literature related to the chosen topic. In searching the literature, author may use skimming,
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scanning, and mapping technique [9]. Then, the author organizes and manage materials that are
collected into bibliography organizing software, such as Mendelley, Zotero, Docear and others.
3. Develop the argument

The next step taken by the author is to develop an argument or research questions. There
are two types of argument that can be developed: (i) The discovery argument (ii) Argument of
defense [10].
4. Survey the literature

In this step, the author identifies the main ideas of literatures obtained, discovers
important parts of a book’s chapter or articles and sources of the literatures the author chooses
[10].
5. Critique the literature

At this step, the author provide insights into the findings obtained from the previous step.
The findings are then arranged logically to form arguments that support arguments made by the
author at the third step [9].
6. Write the review

In this last step, the author arranges the findings into a literature so as to extend
knowledge and open up new viewpoint to the audience who reads it [10].

In this section, it is explained the results of research and at the same time is given the
comprehensive discussion. Results can be presented in figures, graphs, tables and others that
make the reader understand easily [2], [5]. The discussion can be made in several sub-chapters.

Blockchain is a digital ledger that is distributed in a peer-to-peer manner, which has
function to store transaction data in a network [7][11]. Blockchain is secured using cryptography,
where data can only be added, immutable, and can only be updated through consensus or mutual
agreement between the nodes involved [12].

According to [13], there are three definitions of blockchain, from technical point of view,
from business point of view, and legal point of view. The explanation of these three definitions are
as follow:

a. From technical point of view, blockchain can be defined as a back-end database that serves
to store a digital ledger that is distributed peer to peer and can be accessed publicly [13].

b. From business point of view, blockchain defined as a platform where parties involved can
exchange assets and transact, without the need of a third party as a trusted intermediary
in conducting the transaction process [13][12].

c. Fromlegal point of view, blockchain serves as a mechanism that can validate a transaction,
therefore intermediaries are no longer needed [13].

The name ‘blockchain’ is derived from the way the transactions data are stored. Blocks
containing transactions data are connected to each other to form a chain that is unbreakable [7].
The length of the chain will increase overtime as new blocks will continue to be added [14]. A
block contains a number of transactions that later will be added to the blockchain [12][15]. The
size and structure of a block depends on the type and structure of the blockchain used. In general,
the attributes of a block are block headers, a hash pointer that points to the hash of the previous
block, time stamp, nonce, transaction counter, transactions data and other attributes [12][16][15].
Figure 2 — adapted from [5][12][14], shows the general structure of a blockchain and the structure
of a block. In Figure 2, there is a block called genesis block, which is the first block added into a
blockchain [12], while the next block is added after a number of new transactions occurred.
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Figure 2. General Blockchain structure

The explanation of block structure is as follows [12][15]:
1. Block header

The size of block header is about 80 byte [5]. Block header has three metadata of a block.
The first meta data is pointer that refers to the previous block's hash. The second meta data
contains the difficulty of a block target, which is the difficulty level of the Proof-of-Work algorithm
of the block; timestamp is the time when a new block is created, that has the Unix epoch time
format; and nonce, counters used in the Proof-of-Work algorithm, where the numbers are
repeatedly replaced by miners in an effort to produce a hash that meets the difficulty target. The
third meta data is the Merkle Root, the hash of the root Merkle Tree of a block [15][12].
2. Transactions

Transactions are the fundamental data inside a block in blockchain. Transactions
represent a transfer of value from one party to another [12]. Transactions can be seen as a row
inside a ledger. Each transaction may contain one or more entries (debits), while on the other
side of the transaction, there may be one or more outputs (credits). The sum between input (debit)
and output (credit) should not be the same. Output (credit) will have less amount than input (debit).
The difference between the total of inputs and outputs is the cost taken by the miner for his
services in adding block to the blockchain [15].

Blockchain is known to have several special characteristics. According to [17], some of
the main characteristics of blockchain are as follows:
1. Decentralization

In a centralized transaction system, each transaction must be validated through a trusted
intermediary system, such as a bank. This results in the increased costs and a decrease in the
processing ability of the server the system used. Unlike the existing transaction system, on
blockchain, the presence of a third party is no longer necessary. This is because of the consensus
algorithm contained in the blockchain, whose function is to maintain consistency of existing data
in a distributed network.
2. Immutable

Transactions in a relatively short period of time can be validated and if any unauthorized
transaction is found by the miner, the transaction will not be added to the blockchain. If a
transaction has been added into the blockchain, the transaction will not be able to be deleted or
changed.
3. Confidentiality

The identity of a participant who is already registered in a blockchain will not be displayed
openly to other participants, because they have been given a unique identity that was created
automatically [7].
4. Auditable

Since every participant involved in a blockchain can access the same transaction records,
they can check the validity of a transaction and verify the parties involved in a transaction.
In practice, blockchain is divided into several types:
1. Public Blockchain

JTI Vol. 7, No. 2, June 2019



JTI ISSN: 2089-3272 H 73

Public Blockchain is an open blockchain, where everyone can join and participate in the
network and become one of the nodes in the network. The merged party can keep records of
existing transactions [12]. The examples of public blockchain are Bitcoin and Ethereum.

2. Private Blockchain

Private Blockchain is a blockchain that is only open to some party or organization for
certain purposes. In Private Blockchain, anyone wishing to enter must be invited or validated by
the one who runs the blockchain. An example of a private blockchain is Hyperledger Fabric
developed by the Linux Foundation [18].

3. Semi-private Blockchain

In semi-private blockchain, anyone may participate, but those who control the blockchain,
such as verifying a transaction, are left to certain parties only [12].

According to [17] the comparison between public, private, and semi-private blockchain is
as follows:

1. Consensus

Each node can be involved in the consensus process on public blockchain. While in
private blockchain, the ones involved in the consensus process is the organization that created
the blockchain. In semi-private blockchain, consensus can only be done by some parties.

2. Read Permission

All parties can view transactions in a public blockchain, whereas in private and semi-
private blockchain, view access to transactions may be restricted and may not.
3. Efficiency

In public blockchain it takes a long time to disseminate transactions and blocks to joined
nodes because of the large number of participants, thus the efficiency level of public blockchain
is low. As for private and semi-private blockchain, it is more efficient because the validating parties
are lesser, thus the efficiency of semi-private blockchain and private blockchain is high.

4. Immutability

Since all transactions are kept by a large number of parties and are open to everyone, it
would be extremely hard to change a transaction in a public blockchain. Whereas in semi-private
blockchain and private blockchain, because the amount of participation is limited, it is possible to
change a transaction.

5. Centralized

The distinct difference between the three types of blockchain is that public blockchain is
decentralized, while semi-private blockchain is between decentralize and centralize, and private
blockchain has a fully centralized nature, this is because private blockchain are only controlled by
the party that made it.

6. Consensus Process

In public blockchain, everyone can join the consensus process that is why it is permission-
less, while in semi-private and private blockchain, the consensus process is done by some
parties.

3. Disccusion

Blockchain Applications

In this section is presented some applications of blockchain technology.
Cryptocurrency

Blockchain was first used to record transactions for Cryptocurrency [6]. Cryptocurrency
or so-called virtual currency, digital currency, or token, is a digital asset used as a medium of
exchange. Cryptocurrency uses cryptography to secure and validate its transactions [19]. The
first cryptocurrency that appeard in the public was Bitcoin [20][12]. The use of blockchain for
cryptocurrency, by [20] is categorized as Blockchain 1.0.

Because cryptocurrency has not been considered legitimate by many governments [19],
and no third party authorizes the occurrence of a transaction [15], therefore the process used to
check and validate a transaction is through mining. Mining is a process of adding new blocks into
blockchain [12]. Each block will contain transactions that have been validated through the mining
process and performed by the miners [21][12]. Miners who successfully added a new block to the
blockchain will be given some cryptocurrency units as compensation for the effort that they are
doing [21]. The mining process requires a large amount of computer resources in order to make
it more difficult for hackers to legitimate unauthorized transactions [14], and avoid double
spending of the same cryptocurrency [12].

A Review of Blockchain: How Does It Work, Applications, and Challenges (Ade Kurniawan)
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After the emergence of Bitcoin, various cryptocurrencies are emerging and marketed
globally. Here are some cryptocurrencies available at the time of this writing:
1. Bitcoin [5]
2. Ethereum [22]
3. Ripple [23]
4. DigixDAO [24]
5. Litecoin [25]
6. Cardano [26]
7. NEO [27]
8. Stellar [28]
9. EOS [29]
10. IOTA [30]

Internet of Things

In the case of the Internet of Things (loT), the use of Blockchain can make an important
contribution in developing decentralized application which will manage an enormous amount of
data, which will be running within billions of devices on earth, in order to keep the users privacy
[31].

Blockchain is believed to be a promising technology that can be used in the payment
system between connected devices [32]. In [32], the authors proposed an automatic payment
system to be implemented by smart cable connected with smart socket, using Bitcoin. By using
the blockchain technology, transaction process can be done cheaper, safer, and able to maintain
privacy compared to payments done by using credit cards that currently exist.

Besides for payment between devices, according to [33], blockchain can provide security
and privacy for smart vehicles. In [33], it is stated that the existing smart vehicles can provide
various services that can benefit vehicle owner, transportation authorities, car manufacturers and
other service providers. However, it actually makes smart vehicles vulnerable in terms of security
and privacy. If the security and privacy is not being secured, hackers might attack the smart
vehicle and endanger the safety of its passengers. Current security methods tend to be ineffective
due to the following challenges: centralization, lack of privacy, and safety threats. Thus, the
authors of [33], proposed a solution by designing a new security architecture based on blockchain,
and was proven to be able to maintain the privacy of the users of the smart vehicle as well as
improve the security of the smart vehicle.

Other research related to improving smart vehicle’s safety is [34], where the authors
propose a new reputation system based on blockchain to be used in smart vehicle’s network.
With the new reputation system, the smart vehicle can determine the credibility of a message
received, based on the reputation value of the announcement system in the smart vehicle’s
network. Based on the results of trials conducted, it was proved that the reputation system based
on blockchain plays an important role in assessing the credibility of the data so as to improve the
security of the announcement system on the smart vehicle’s network.

In the announcement system on the smart vehicle’s network, it is necessary to provide
the privacy of parties who send or share information on the network. To overcome this, [35]
proposed a CreditCoin which is a new and secure network of announcement system based on
blockchain, in which the sender's privacy can remain intact even though he/she sends information
into an untrusted network.

Government

The government will always strive to provide the best service for its people. Various
efforts have been used by the government to provide the best service, until finally emerged a new
breakthrough that is e-government. Currently, e-government has been used in various countries
to improve service for its people. However, the emergence of blockchain technology opened new
opportunities to improve the e-government system. Many state governments are researching the
use of blockchain to manage and provide public services [12]. Some of the countries that have
focused and used blockchain are the UK [36], Georgia [37], India [38], Dubai [39], Netherlands
[40], China [41], Sweden [42], Estonia [43] dan Honduras [44][45].

One of blockchain application in government is the e-voting system. Elections are done
by almost every country in the world. The problems that exist in the current election process are
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manipulation or error in entering election data by the committee, the security of election data, and
the transparency of election data. Those problems makes [46] proposed a solution for securing
election data using blockchain technology. In [46], the authors state that the result calculations of
each voting place are hashed and chained to one another, making the recording of election results
more secure. The electoral system that uses blockchain is also stated to reduce the cost spent
by the country. One country that has used blockchain in its e-voting system is Estonia with its
blockchain called the KSI blockchain [43].

Health Services

Blockchain offers many opportunities for use in the health sector [47]. Blockchain can be
used in securing health data. Currently, the healthcare industry is faced with privacy and
vulnerability problems contained in health data storage and in distributing patient’s digital health
data. The security of personal health data is essential to enhance interaction and collaboration in
the healthcare industry.

One of the use of blockchain for health care is MedRec [48]. MedRec is a blockchain that
uses public key cryptography. MedRec uses Ethereum's smart contract to make representations
of current medical records. Any party incorporated into the network will receive a copy of the
blockchain. Blockchain technology is used to control automation and tracking certain tasks, such
as adding new data, or changing the right to view data. MedRec also proposed a mining model
involving the health community incorporated into its network. MedRec is one of the solutions in
storing and disseminating health data using blockchain.

Aside from MedRec, the Advanced Block-Chain approach to the electronic health system
was proposed by the author of [49]. Advanced Block-Chain is designed to meet the demand in
the field of health services. Through the ABC system, electronic health system can be done
efficiently by eliminating intermediaries that exist today.

The author of [50] provide solution to protect the privacy of health data sent by electronic
devices using permissioned blockchain. The author uses smartphone application to collect health
data from multiple devices and synchronize data to cloud storage, to be shared with health care
providers and health insurance companies. Data integrity is secured through proof of integrity and
validation can be obtained from cloud storage which is then inserted into a blockchain designed
using Hyperledger Fabric. In addition, in [51], the author propose attribute-based signature
schemes using multiple authorities. This is used to ensure the validity of EHR (Electronic Health
Record) data in blockchain.

Other Applications

Blockchain can be widely used in many fields, one of which is education. The author of
[52] proposed EduCTX that could be used as a global blockchain based credit education platform.
EduCTX able to create a trustworthy credit system and high-level education assessment globally.
In [53], the authors propose peer to peer LFC (Leftover Foreign Currency) using blockchain
technology in order to solve the problem of returning the rest of the foreign money into the
circulation.

Blockchain can also play a role in smart city system. In smart city, optimizing lottery is
one of the urgent needs to ensure fairness and transparency. Blockchain technology can be a
solution to the problem of fairness and transparency faced by the lottery industry [54]. The author
of [54] proposed the FairLotto system to address the problem. [55] stated that blockchain is
suitable for supply chain. Blockchain can remove the needs of multiple intermediaries and
digitized huge amount of paperwork in a supply chain network. Combined with internet of things,
blockchain will save shipment data, delivery data, and location, to be used as a proof and can be
seen by all participants in a supply chain network, such as Original Equipment Manufacturers
(OEM), suppliers, third-party logistics providers, warehouses, and shippers.

A Review of Blockchain: How Does It Work, Applications, and Challenges (Ade Kurniawan)
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Blockchain Challenges

Blockchain technology can provide promising renewal, however, blockchain technology
is still considered a new technology and there are some challenges faced by blockchain. This
section will discuss some of the challenges faced by blockchain technology.

Scalability

Blockchain has problem with scalability. Transactions stored in the blockchain will
continue to increase each day, making the size of the blockchain bigger each day. Currently,
Bitcoin’s blockchain is only capable of processing one transaction per second, and theoretically
the maximum transactions that Bitcoin’s blockchain able to process is only seven transactions
per second. The capability of processing transactions by the Bitcoin’s blockchain does not meet
the need to process millions of transactions [17]. That capability is very far compared to the
transaction processing capabilities that can be done by VISA, with the capability of processing as
many as 2000 transactions per second, and with a maximum capability of 20000 transactions per
second. Other comparison is with Twitter, which is capable of processing 5000 transactions per
second, and a maximum of 15000 transactions per second [20]. The solution to it is to increase
the storage capacity of a block on Bitcoin’s blockchain which currently only 1 MB [12]. However,
according to [56], through their experiments, by creating larger block sizes, will create
transmission delays between nodes, allowing multiple different participants to temporarily store
blockchain with different versions, thus the blockchain cannot maintain it’s integrity.

To solve the problem above, [57] proposed Bitcoin-NG (Bitcoin Next Generation). The
main idea of Bitcoin-NG is to separate block in blockchain into two parts: The first is the key block
that acts as a block that selects the leader and the second is the microblock that serves to store
transactions. The new Bitcoi- NG protocol divides the time into several time periods. At each
timeframe, the miners must do the hash to generate the key block. When a key block has been
generated, the node becomes the leader that plays a role in generating the microblock. Bitcoin-
NG also renews its longest chain strategy by creating microblocks that carry no weight at all [17].
In this way, blockchain is redesigned and blockchain scalability issues are resolved.

5.2. Privacy and Security

The privacy of a transaction is a very desirable feature in blockchain technology.
However, blockchain is not able to guarantee transaction privacy because the value of all
transactions and balances of any public key can be seen by the public, hampering its use in some
industries that require privacy, such as finance and health [12][17]. To overcome this, [58]
proposed a mixing service that can hide information between the sender and the receiver so that
the relationship between the two can not be known by the public. But, according to [59], the
relationship between the input and output addresses is not hidden from the party providing the
mixing service. The party providing the mixing service has the ability to track the transaction of
Bitcoin users. Therefore, [59] proposed a new way of mixing service using ring signature algorithm
to provide anonymity of parties who transact through server mixing.

Security of the blockchain should be considered. According to [60], there are security
issues exist in private and semi-private blockchain. This is due to the small number of participants
who play a role in the operation of blockchain. Thus, some nodes can be hacked. Therefore, [60]
proposed ChainGuard, which is an SDN module capable of detecting and preventing the flow of
abnormal large packets on the network.

4. Conclusion

Blockhain, which acts as a digital ledger and securing transaction in a peer-to-peer
network, has demonstrated its ability to change the current system. Several fields have
implemented blockchain technology. Cryptocurrency or digital money transactions is the first area
that implements blockchain. Other areas such as Internet of Things, government, electronic health
system, education, smart city, and supply chain also implement blockchain technology because
it provides solution to some problems that can not be overcome by the current centralized system.
However, blockchain technology faces two major challenges in terms of scalability and in terms
of privacy and security. There have been several attempts to overcome these two challenges,
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such as proposing a new blockchain model called BitcoinNG, a way to maintain privacy with Ring
Signature and ChainGuard to overcome blockchain’s security challenge. For further research,
there is a desire to investigate more about the applications of blockchain in a specific field, as well
as the techniques used to address the challenges faced by blockchain technology in the future.
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